PRIMARY EDUCATION IMPROVEMENT PROJECT (PEIP)
TERMS OF REFERENCE
Monitoring and Maintenance of School Network Infrastructure

1. Background of the Project
The Primary Education Improvement Project (PEIP) development objective is to improve conditions for learning in primary education in North Macedonia.
The Project supports the Government of North Macedonia’s initiatives geared to: 
· Improve learning environment at the primary level;
· Increase number of primary education teachers with proven professional practice in two core teacher professional competencies i.e., teaching and learning and creating a stimulating learning environment;
· Improve quality of teaching practices; and
· Implement school improvement plans that use performance data and monitoring tools for improving student learning.

The project is organized around four components that need to be aligned in order to be complementary to each other. Component 1 focuses on school-level interventions; Component 2 aims to develop a comprehensive national assessment program to inform both school improvement planning and professional development programs, serving to link the school and system levels; Component 3 aims to put into practice professional competences for educators. Together, these elements will provide adequate information, tools, training and support to create effective and improved conditions for learning and ultimately increase student achievement; and Component 4 focuses on strengthening sector management, project management and monitoring and evaluation. The legal framework for implementation of above-mentioned reform interventions was recently adopted and there is an adequate institutional set up to embed them and eventually further enhance. The project activities are targeted toward building the foundation of a modern and efficient primary education system that is orienting all parts of the system toward learning. 
2. Objective of the assignment
The Ministry of Education and Science has been actively implementing a new network infrastructure in primary schools, providing wireless internet connectivity across classrooms, laboratories, and administrative offices. 

In the past few years, network equipment has been installed in 117 primary schools. Additionally, the Ministry of Education and Science has established a Centralized management and event monitoring system, consisting of FortiManager and FortiAnalyzer. All 117 schools are connected to this system, which enables management and monitoring of the network infrastructures.

To ensure the reliable operation and sustainability of the installed infrastructure, it is necessary to establish continuous monitoring and maintenance of the overall network equipment. Effective monitoring will enable timely detection of technical issues, prevent service disruptions, and ensure stable and secure connectivity for digital education services.

The objective of this assignment is to hire an individual consultant to monitor, manage, and maintain the existing network infrastructure, ensuring its optimal performance, availability, and long-term functionality in support of the ongoing digitalization of the education system.

3. Scope of work
The scope of work includes the monitoring and basic maintenance of the existing network infrastructure installed in 117 primary schools. List of primary schools and locations is provided in Attachment 1.

The monitoring and maintenance activities shall cover the entire network infrastructure, including but not limited to: wireless access points (Fortinet FortiAP 231F / G), firewall devices (Fortinet Fortigate 101F), network switches (Fortinet FortiSwitch 124F-FPOE), structured cabling and network connectivity.

The consultant is expected to provide the following activities:
· Monitor the infrastructure operations – including overall assessment of infrastructure stability, availability of the entire infrastructure, analysis of internet connection quality, detection of uplink or trunk congestion, detection of systemic weaknesses, etc
· Monitor the security status of user traffic - including overview of the general exposure level, number of blocked attacks, detection of malicious activities, detection of traffic anomalies, risk analysis, and administrative security
· Stability and trend analysis – including aggregated analysis of system stability, availability trends, capacity trends, detection of excessive overlap or insufficient coverage, locations approaching capacity limits, and infrastructure optimization proposal
· On-demand site visit – the Client might request On-Site diagnostic visits based on issues reported by school staff or based on identified failure of the network infrastructure. Upon such a request, the Consultant is obligated to perform a Diagnosis which includes, but is not limited to: physical layer testing, protocol and traffic analysis, environment assessment, and internet service issues
· Maintain communication with all relevant stakeholders, including technical teams in MoES and primary schools’ representatives

4. Expected deliverables/Reporting obligations
The expected deliverables are as follows:

1. Monthly infrastructure operations report 
· Overview of network availability, uptime, stability, and overall operational condition of all 117 locations, to be submitted once per month
2. Monthly security report (Security Traffic & Threat Reports) 
· Overview of the security status of user traffic, general exposure level, number of blocked attacks, risk analysis, and security improvement recommendations, to be submitted once per month
3. Quarterly stability and trend analysis report 
· Aggregated analysis of system stability, availability and capacity trend, stability, location ranking, risk assessment, and strategic recommendations, to be submitted once per quarter
4. On-Site intervention reports
· Documentation of each on-site interventions carried out at the request of the Client. Reports must include the reason for the visit, actions taken, devices serviced, and any recommendations for long-term prevention of the issue

All deliverables shall be prepared in Macedonian and English language and will be reviewed and approved by the PEIP IT Specialist and Project Director.

5. Minimum Qualifications
The qualification requirements of the Consultant are: 
· University degree in IT or technical sciences
· At least 10 years proven experience in working network projects and network solutions
· Certificates that demonstrate competence in network infrastructure monitoring and maintenance across multiple vendors, including at least one certification: Fortinet FCSS – Network Security
· Capability to work with tight deadlines and travel on short notice throughout the entire country of North Macedonia
· Driving license 
· Knowledge of Macedonian and English language
· Work experience in network design on World Bank or other IFIs projects shall be considered as an advantage

6. Contract arrangements and duration of assignment
Expected start of services is May 2026. The contract for this assignment will be until 31 January 2028. The Consultant will work under a lump sum contract with a time-based component for the on-site interventions. Payment shall be based on deliverables and monthly reports acceptable to the Client and reimbursable expenses for the field work. The consultant is expected to work in North Macedonia with occasional field work upon demand. 

Attachment 1. List of primary schools
	No.
	Municipality
	Name of Primary School

	1
	Aerodrom
	Goce Delchev Gorno Lisiche

	2
	Bogovinje
	Sabedin Bajrami s.Kamenjane

	3
	Bogovinje
	OOU Abdil Frasheri s.Bogovinje

	4
	Bogovinje
	Sami Frasheri s.Pirok

	5
	Butel
	Petar Zdravkovski Penko

	6
	Butel
	Liman Kaba s.Ljuboten

	7
	Vasilevo
	Atanas Nivachinski s.Nova Maala

	8
	Veles
	Vasil Glavinov

	9
	Vrapchishte
	Mehmet Derala s. Gradec

	10
	Vrapchishte
	Sali Lisi s.Dobridol

	11
	Gostivar
	Goce Delchev

	12
	Gratsko
	Dame Gruev s.Gradsko

	13
	Debar
	Penestia

	14
	Delcevo
	Sv.Kliment Ohridski Delchevo

	15
	Dolneni
	Mirche Acev s.Lazhani

	16
	Zelino
	Ibrahim Temo s.Strimnica

	17
	Zelino
	Luigj Gurakukji s.Zhelino

	18
	Jegunovce
	Shemshevo s.Shemshevo

	19
	Kichevo
	Dr Vladimir Polezhinoski

	20
	Kochani
	Sv.Kiril i Metodij

	21
	Kratovo
	Kocho Racin Kratovo

	22
	Kumanovo
	Bajram Shabani

	23
	Probishtip
	Nikola Karev Probishtip

	24
	Radovish
	Nikola Karev Radovish

	25
	Rankovce
	Hristijan Todorovski Karposh s.Rankovce

	26
	Resen
	Goce Delchev Resen

	27
	Saraj
	Dituria

	28
	Saraj
	Drita s.Rashche

	29
	Saraj
	Faik Konica s.Radusha

	30
	Struga
	Goce Delchev s.Podgorci

	31
	Struga
	Josip Broz Tito

	32
	Strumica
	Geras Cunev s.Prosenikovo

	33
	Strumica
	Nikola Vapcarov

	34
	Strumica
	Marshal Tito

	35
	Studeni;ani
	Alija Avdovikj s.Batinci

	36
	Tearce
	Ismail Kjemali s.Nerashte

	37
	Tetovo
	Naim Frasheri

	38
	Tetovo
	Kiril i Metodij

	39
	Chair
	Liria Chair

	40
	Shtip
	Dimitar Vlahov

	41
	Aerodrom
	 Lazo Angelovski

	42
	Aerodrom
	 Ljuben Lape

	43
	Arachinovo
	 Gjergj Kastrioti Skenderbeu

	44
	Bitola
	 OOU Sv.Kliment Ohridski

	45
	Brvenica
	 Kosta Racin s.Brvenica

	46
	Butel
	 Aco Shopov Radishani

	47
	Gostivar
	 Ismail Kjemali

	48
	Debar
	 Said Najdeni

	49
	Demir Kapija
	 Primary SchoolDimche A.Gaberot

	50
	GjorchePetrov
	Dimitar Pop Georgiev Berovski

	51
	GjorchePetrov
	 Mirche Acev

	52
	Ilinden
	 Brakja Miladinovci s.Miladinovci

	53
	Karposh
	 Petar Pop Arsov

	54
	Kisela Voda
	 Rajko Zhinzifov Drachevo

	55
	Kisela Voda
	 Kliment Ohridski s.Drachevo

	56
	Kichevo
	 Kuzman Josifovski Pitu

	57
	Kichevo
	 Sande Shtrejoski

	58
	Kochani
	 Nikola Karev

	59
	Krushevo
	 Nikola Karev Krushevo

	60
	Kumanovo
	 OMU Panche Peshev Kumanovo

	61
	Kumanovo
	 11 Oktomvri

	62
	Lipkovo
	 Anton Zako Chajupi s.Otlja

	63
	Lipkovo
	 Rilindja s.Ljojane

	64
	Makedonska Kamenica
	 Sv.Kiril i Metodij

	65
	Ohrid
	 OMU Metodi Patche

	66
	Prilep
	 OOMU Ordan Mihajloski Ocka

	67
	Sveti Nikole
	 Kiril i Metodij Sveti Nikole

	68
	Studenichani
	 Naim Frasheri

	69
	Studenichani
	 Mustafa Kemal Ataturk Dolno Kolichani

	70
	Tetovo
	 Gjergj Kastrioti Skenderbeg s.Poroj

	71
	Centar
	 Kocho Racin

	72
	Centar
	 11 Oktomvri

	73
	Chair
	 OOU Tefejjuz Chair

	74
	Shtip
	 Tosho Arsov

	75
	Shtip
	 Goce Delchev

	76
	Vasilevo
	 Goce Delchev 

	77
	Vinica
	 OU Goce Delchev

	78
	Vinica
	 Slavcho Stojmenski

	79
	Gazi Baba
	 Kiril i Metodij s.Stajkovci

	80
	Gazi Baba
	 Dane Krapchev Madzari

	81
	Dolneni
	 Ismail Kjemali Doleni

	82
	Gjorce Petrov
	 Tihomir Miloshevski s.Novo Selo

	83
	Ilinden
	 Goce Delchev

	84
	Kavadarci
	 Tode Hadzi Tefov

	85
	Karposh
	 Vojdan Chernodrinski Taftalidze

	86
	Karposh
	 Vlado Tasevski

	87
	Negotino
	 Goce Delchev

	88
	Ohrid
	 Hristo Uzunov

	89
	Petrovec
	 Bratstvo Edinstvo s.Sredno Konjari

	90
	Prilep
	 Primary Schoo l Kocho Racin

	91
	Prilep
	 Dobre Jovanoski

	92
	Sveti Nikole
	 OOU Goce Delchev Sveti Nikole

	93
	Tearce
	 Ekrem Chabej s.Slatino

	94
	Tearce
	 Faik Konica s.Dobroshte

	95
	Chashka
	 Lirija

	96
	Berovo
	 Dedo Iljo Maleshevski

	97
	Bitola
	 Drzhavno muzichko uchilishte

	98
	Bitola
	 OOU Kole Kaninski

	99
	Valandovo
	 Josip Broz Tito

	100
	Veles
	 Blazhe Koneski

	101
	Ohrid
	 Kocho Racin

	102
	Gazi Baba
	 25 Maj Singelikj

	103
	Gevgelija
	 Vlado Kantardziev

	104
	Gevgelija
	 Krste Misirkov

	105
	Kisela Voda
	 Kiril Pejchinovikj

	106
	Kriva Palanka
	 Joakim Krchovski 

	107
	Lipkovo
	 Faik Konica s.Slupchane

	108
	Makedоnski Brod
	 Sv.Kliment Ohridski

	109
	Negotno
	 Strasho Pindzur

	110
	Plasnica
	 Mustafa Kemal Ataturk

	111
	Probishtip
	 Brakja Miladinovci 

	112
	Radovish
	 Krste Petkov Misirkov 

	113
	Resen
	 Mite Bogoevski

	114
	Centar
	 State Music and Ballet School Ilija Nikolovski Luj

	115
	Chair
	 Hasan Prishtina 

	116
	Shuto Orizari
	 26 Juli 

	117
	Shuto Orizari
	 Brakja Ramiz Hamid 



