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T�m�l�t� n�. 3
ACTION PLAN FOR STRATEGY IMPLEMENTATION

ACTION PLAN (2025 2027) FOR 2025 2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA: 1. S��ur� n�tion�l �����iti�s
for �yb�rs��urity.

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 – 2044):
Priority �r�� 5: S��ur�, s�f� �nd r�sili�nt so�i�ty

G�n�r�l Ob���tiv� 1.:
Ensur� � r�sili�nt �nd s��ur� n�tion�l �yb�r 
s����.

Eff��t Indi��tor: P�r��nt�g� r�du�tion in th� numb�r
of su���ssful �yb�r in�id�nts �nd �tt��ks on n�tion�l
n�tworks �nd inform�tion syst�ms.

S���ifi� Ob���tiv�:
1.1. Cl��r �nd robust �yb�rs��urity gov�rn�n��

stru�tur�

Out�om� Indi��tor:
P�r��nt�g� of �st�blish�d �nd o��r�tion�l institu 
tion�l stru�tur�s und�r th� N�tion�l Cyb�rs��urity
Gov�rn�n�� Fr�m�work.
Numb�r of �lign�d �yb�rs��urity �oli�i�s �nd �ro 
��dur�s for �yb�rs��urity m�n�g�m�nt �mong r�l 
�v�nt st�k�hold�rs.

M��sur�s A�tiviti�s
L��ding

Sub���ts �nd
oth�r Sub 

���ts

St�rt
d�t�

(qu�rt�
r)

Pl�nn�
d �x 

��ution
d�t�

(qu�rt�r
)

Estim�t�d
R�quir�d

R�sour��s

Sour��
of Fund 

ing

R�sult In 
di��tor

(link�d to
th� m��s 

ur�/��tivity)

M 1.1.1.
D�v�lo� 
m�nt of �
�l��r or 
g�niz� 
tion�l
s�h�m� for
th� Gov 
�rnm�nt's
�yb�rs� 
�urity
stru�tur�.

A 1.1.1.1.
D�v�lo� 
m�nt of �
�l��r or 
g�niz� 
tion�l
s�h�m�
for th�
Gov�rn 
m�nt's
�yb�rs� 
�urity
stru�tur�.

N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty,
MDT

1/2025 4/2025 0 No fin 
�n�i�l
r� 
sour��s
r�quir�d

No fin�n�i�l
r�sour��s
r�quir�d
P�r��nt�g�
of org�n 
iz�tion�l
�h�rt �om 
�l�tion:
Initi�l v�lu�:
0%
Int�rim
v�lu� �ft�r
6 months:
50%
Fin�l v�lu�:
100% �ft�r
12 months,
by th� �nd
of 2025.

M 1.1.2.
Est�blish 
m�nt of
�l��r gov 
�rnm�nt
�oli�i�s for
�ommu 
ni��tion
�nd �o 
o��r�tion,

A 1.1.2.1.
Commu 
ni��tion
�nd �o 
o��r�tion
�l�n.

MDT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2025 4/2025 307.500
MKD

Budg�t
of th�
l��ding
��tivity
sub���t

P�r��nt�g�
of �om�l� 
tion of th�
�ommuni� 
�tion �nd
�oo��r�tion
�l�n:
Initi�l v�lu�:
0%
Int�rim
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with
d�fin�d
rol�s �nd
r�s�ons 
ibiliti�s
r�l�t�d to
�yb�rs� 
�urity.

v�lu�: 70%
of th� �l�n
to b� �r� 
��r�d
within 3
months
Fin�l v�lu�:
100% �ft�r
12 months,
by th� �nd
of 2025.

A 1.1.2.2.
R�vision
of th�
�ommu 
ni��tion
�l�n.

MDT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2026 4/2027 615.000
MKD

Budg�t
of th�
l��ding
��tivity
sub���t

Com�l�t�d
�nnu�l r� 
vision.
Initi�l v�lu�:
0 in J�nu 
�ry 2026;
Int�rim
v�lu�: 1 by
th� �nd of
2026;
Fin�l v�lu�:
2, for two
r�visions of
th� �l�n by
th� �nd of
2027.

M 1.1.3.
N�w l�g�l
fr�m�work
for �yb�r 
s��urity
th�t will
d�fin� th�
n�tion�l
�yb�rs� 
�urity
fr�m�work.

A 1.1.3.1.
Cyb�rs� 
�urity L�w

MDT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty, int�r 
s��tor�l
working
grou�

1/2025 4/2025 1.230.000 Int�rn� 
tion�l
�ssist 
�n��

R�sult: Ad 
o�t�d �y 
b�rs��urity
l�w – Th�
l�g�l t�xt to
b� �� 
�rov�d by
th� As 
s�mbly
within 12
months, by
th� �nd of
2025.

M 1.1.4.
Int�gr�tion
of th� N� 
tion�l Cy 
b�rs��urity
Coun�il
into th�
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion.

A 1.1.4.1.
Am�nd 
m�nt of
th� D� 
�ision on
th� Form 
�tion of
th� N� 
tion�l
Coun�il
for Digit�l
Tr�ns 
form�tion
of So�i�ty

MDT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2025 4/2025 0 No fin 
�n�i�l
r� 
sour��s
r�quir�d

R�sult: Ad 
o�t�d

�m�ndm�nt
to th� d� 
�ision –

Th� �m�nd 
m�nt to b�
offi�i�lly
���rov�d

by th� gov 
�rnm�nt or
�om��t�nt
body dur 
ing 2025.

М 1.1.5
Form�liz 
�tion of
�xisting
working
grou�s �nd
�st�blish 

A 1.1.5.1.
Form�l 
iz�tion of
CICWG

MDT, Min 
istry of D� 
f�n�� (MO),
Ministry of
Int�rn�l Af 
f�irs (MVR),
MKD  CERT,

1/2025 4/2025 0 No fin 
�n�i�l
r� 
sour��s
r�quir�d

R�sult:
Form�liz 
�tion of
CICWG –
CICWG to
b� offi�i�lly
r��ogniz�d
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m�nt of
n�w on�s
r�l�t�d to
�yb�rs� 
�urity �ro 
t��tion.

N�tion�l S� 
�urity
Ag�n�y
(NSA), Army
(AR), Dir��t 
or�t� for
S��urity of
�l�ssifi�d
inform�tion,
Univ�rsiti�s,
Civil S��tor,
Priv�t� �nd
Publi� S�� 
tor
Pl�nn�d
st�rt: 1/2025

�nd form 
�liz�d by
th� gov�rn 
m�nt or
MDT by th�
�nd of
2025.

А 1.1.5.2.
A�tiviti�s
of CICWG

MDT, Min 
istry of D� 
f�n�� (MO),
Ministry of
Int�rn�l Af 
f�irs (MVR),
MKD  CERT,
N�tion�l S� 
�urity
Ag�n�y
(NSA) Int�l 
lig�n��
Ag�n�y, Dir 
��tor�t� for
S��urity of
�l�ssifi�d
inform�tion,
Univ�rsiti�s,
Civil S��tor,
Priv�t� �nd
Publi� S�� 
tor.

1/2025 4/2027 3,690,000д
ен

Int�rn� 
tion�l
�ssist 
�n��

Im�l�m�nt 
�tion of
CICWG

��tiviti�s –
Su���ssful
�x��ution

of ��tiviti�s
�ontribut 
ing to in 
�r��s�d
n�tion�l
�yb�rs� 
�urity.
Initi�l

v�lu�: 70%
of th� �n 

nu�l
�l�nn�d
��tiviti�s

�om�l�t�d
in 2025;
Int�rim

v�lu�: 85%
of th� �n 

nu�l
�l�nn�d
��tiviti�s

�om�l�t�d
in 2026;

Fin�l v�lu�:
100% of th�

�nnu�l
�l�nn�d
��tiviti�s

�om�l�t�d
in 2027.

А 1.1.5.3.
N�w Work 
ing
Grou�s

MDT
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2025 4/2027 2,460,000 Int�rn� 
tion�l
�ssist 
�n��

At l��st 4
work 
sho�s/m��t
ings h�ld in
on� y��r for
���h work 
ing grou�.
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М 1.1.6.
D�v�lo� 
m�nt of
s���i�liz�d
tr�ining
�nd �du 
��tion �ro 
gr�ms for
�yb�rs� 
�urity for
�m�loy��s
in th� �ub 
li� s��tor.

А 1.1.6.1.
D�v�lo� 
m�nt of
s���i�l 
iz�d �y 
b�rs��ur 
ity tr�ining
�rogr�ms
for �m 
�loy��s in
th� �ubli�
s��tor.

MPA,
MDT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r�quir�d

At l��st on�
s���i�liz�d
tr�ining ��r
y��r, with
th� �ro 
gr�m r� 
vi�w�d �t
l��st on��
�nnu�lly.

A 1.1.6.2.
P�rtn�r 
shi� with
univ�rsit 
i�s to �r� 
�t� d�gr��
�nd ��r 
tifi��tion
�rogr�ms
t�ilor�d to
th� n��ds
of th� �ub 
li� s��tor.

MPA, MDT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty, Uni 
v�rsiti�s

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r�quir�d

R�vi�w of
�rogr�ms
�t l��st
on�� �n 
nu�lly.

M 1.1.7.
Str�ngth 
�ning �ub 
li� �riv�t�
��rtn�r 
shi�s �nd
knowl�dg�
sh�ring in
�yb�rs� 
�urity.

A 1.1.7.1.
Est�blish 
m�nt of
�yb�rs� 
�urity
hubs
wh�r�
�ubli� s�� 
tor �m 
�loy��s,
univ�rsit 
i�s, �nd
�riv�t�
s��tor
org�niz 
�tions will
�oll�bor 
�t� on
knowl�dg�
sh�ring
�nd in 
form�tion
�x�h�ng�.

MDT, Min 
istry of So 
�i�l Poli�y,
D�mogr��hy
�nd Youth,
Ch�mb�rs of
Comm�r��
�nd �riv�t�
s��tor or 
g�niz�tions
�sso�i�tions

1/2025 4/2027 3,690,000 Int�rn� 
tion�l
�ssist 
�n��

Numb�r of
worksho�s,
s�min�rs,
or �oll�b 
or�tion
m��tings
h�ld for
���h hub.
Initi�l v�lu�:
1 ��r y��r
in 2025;
Int�rim
v�lu�: 4 ��r
y��r in
2026;
Fin�l v�lu�:
12 ��r y��r
in 2027.

A 1.1.7.2.
Work 
sho�s for
�yb�rs� 
�urity �ro 
f�ssion�ls
in th� �ub 
li� s��tor,
fo�using

MDT, MKD 
CIRT

1/2025 4/2027 3,690,000 Int�rn� 
tion�l
�ssist 
�n��

Numb�r of
worksho�s
org�niz�d
���h y��r.
Initi�l v�lu�:
1 ��r y��r
in 2025;
Int�rim
v�lu�: 2 ��r
y��r in
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on know 
l�dg�
sh�ring,
n�w �yb�r
thr��ts,
�nd infr� 
stru�tur�
�rot��tion.

2026;
Fin�l v�lu�:
4 ��r y��r
in 2027.

M 1.1.8.
Pr��ti��l
worksho�s
for �ubli�
s��tor �m 
�loy��s,fo 
�using on
in�id�nt
r�s�ons�
�nd infr� 
stru�tur�
�rot��tion.

A 1.1.8.1.
D�sign
�nd im�l� 
m�nt�tion
of �r�� 
ti��l work 
sho�s �nd
tr�ining
for in�id 
�nt r� 
s�ons�
�nd infr� 
stru�tur�
�rot��tion.

MDT, MKD 
CIRT

1/2025 4/2027 3,690,000 Int�rn� 
tion�l
�ssist 
�n��

Ev�lu�tion
of know 
l�dg�
g�in�d �ft�r
th� work 
sho�/tr�in 
ing.
Initi�l v�lu�:
In 2025,
70% of ��r 
ti�i��nts
su���ss 
fully �om 
�l�t� th�
fin�l �s 
s�ssm�nt.
Int�rim
v�lu�: In
2026, 80%
of ��rti 
�i��nts
su���ss 
fully �om 
�l�t� th�
fin�l �s 
s�ssm�nt.
Fin�l v�lu�:
In 2027,
90% of ��r 
ti�i��nts
su���ss 
fully �om 
�l�t� th�
fin�l �s 
s�ssm�nt.

M 1.1.9.
S���ifi�
��r��r
��thw�ys
�nd ��r��r
d�v�lo� 
m�nt �ro 
gr�ms for
�yb�rs� 
�urity rol�s
in th� �ub 
li� s��tor.

A 1.1.9.1.
N��ds
�n�lysis
�nd d�v�l 
o�m�nt of
� �l�n for
r��ruit 
m�nt �nd
r�t�ntion
of �yb�r 
s��urity
�rof�s 
sion�ls in
th� �ubli�
s��tor.

МДТ,
Ministry of
So�i�l
Poli�y,
D�mo 
gr��hy, �nd
Youth,
Bur��u for
D�v�lo�m�nt
of Edu��tion,
C�nt�r for
th� D�v�l 
o�m�nt of
Vo��tion�l
Edu��tion,
Ministry of
Edu��tion,

1/2025 4/2025 1.230.000 Int�rn� 
tion�l
�ssist 
�n��

D�v�lo� 
m�nt �nd
�do�tion of
� �l�n for
r��ruitm�nt
�nd r�t�n 
tion of �y 
b�rs��urity
�rof�ssion 
�ls in th�
�ubli� s�� 
tor by th�
�nd of 2025.
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N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty, Uni 
v�rsiti�s

A 1.1.9.2.
Am�nd 
m�nts �nd
�dditions
to th� l� 
gisl�tion
for �om 
��titiv�
s�l�ry
�om��ns 
�tion for
�yb�rs� 
�urity �ro 
f�ssion�ls
in th� �ub 
li� s��tor,
in lin� with
th� l�bour
m�rk�t.

MDT, All r�l 
�v�nt st�k� 
hold�rs

1/2025 4/2026 0 No fin 
�n�i�l
r� 
sour��s
r�quir�d

Pro�os�d
l�gisl�tion
with �om 
��titiv�
s�l�ry �om 
��ns�tion
for �yb�r 
s��urity
�rof�ssion 
�ls, to b�
�do�t�d
within 12
months of
initi�ting
th� ��tivity.

A 1.1.9.3.
Building
��r��r
d�v�lo� 
m�nt �ro 
gr�ms
with �l��r
��thw�ys
from �ntry 
l�v�l to
s�nior
rol�s in
�yb�rs� 
�urity
within th�
�ubli� s�� 
tor.

MDT,
Ministry of
So�i�l
Poli�y,
D�mo 
gr��hy, �nd
Youth, Bur 
��u for D� 
v�lo�m�nt of
Edu��tion,
C�nt�r for
th� D�v�l 
o�m�nt of
Vo��tion�l
Edu��tion,
Ministry of
Edu��tion,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2025 4/2026 2.460.000 Int�rn� 
tion�l
�ssist 
�n��

P�r��nt�g�
of �ubli�
s��tor in 
stitutions
with im�l� 
m�nt�d
��r��r d� 
v�lo�m�nt
�rogr�ms.

A 1.1.9.4.
D�v�lo� 
m�nt of
s�onsor�d
��rtifi� 
�tion �ro 
gr�ms for
�yb�rs� 
�urity �ro 
f�ssion�ls,

MDT,
Ministry of
So�i�l
Poli�y,
D�mo 
gr��hy, �nd
Youth, Bur 
��u for D� 
v�lo�m�nt of
Edu��tion,
C�nt�r for

1/2026 4/2027 1.230.000 Int�rn� 
tion�l
�ssist 
�n��

P�r��nt�g�
of �m�loy 
��s who
su���ss 
fully obt�in
��rtifi��tion
u�on �om 
�l�tion of
th� tr�in 
ing/�ro 
gr�m.
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�ubli� s�� 
tor �m 
�loy��s,
fo�us�d
on �r�� 
ti��l skills
for infr� 
stru�tur�
�rot��tion.

th� D�v�l 
o�m�nt of
Vo��tion�l
Edu��tion,
Ministry of
Edu��tion,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

Initi�l v�lu�:
By S��t�m 
b�r 2026, �t
l��st 70%
of ��rti�i� 
�ting �m 
�loy��s will
su���ss 
fully �om 
�l�t� ��r 
tifi��tion.
Int�rim
v�lu�: By
A�ril 2027,
�t l��st 80%
of ��rti�i� 
�ting �m 
�loy��s will
su���ss 
fully �om 
�l�t� ��r 
tifi��tion.
Fin�l v�lu�:
By th� �nd
of 2027, �t
l��st 90%
of ��rti�i� 
�ting �m 
�loy��s will
su���ss 
fully �om 
�l�t� ��r 
tifi��tion.

M 1.1.10.
D�v�lo� 
m�nt of
in��ntiv�s
for �m�loy 
��s who
r�tr�in for
�yb�rs� 
�urity rol�s
in th� �ub 
li� s��tor.

A 1.1.10.1.
In��ntiv�
�l�n, su�h
�s s�hol 
�rshi�s
�nd bo 
nus�s, for
�m�loy��s
who r� 
tr�in for
�yb�rs� 
�urity
rol�s.

MDT,
Ministry of
Edu��tion,
Bur��u for
D�v�lo�m�nt
of Edu��tion,
C�nt�r for
th� D�v�l 
o�m�nt of
Vo��tion�l
Edu��tion,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2026 4/2027 1.230.000 Int�rn� 
tion�l
�ssist 
�n��

1: In 
�r��s�d
motiv�tion
for r�tr�in 
ing, m��s 
ur�d by th�
��r��nt�g�
of �m�loy 
��s r���iv 
ing in��nt 
iv�s who
�rovid�
�ositiv�
f��db��k
on th� r� 
tr�ining
�rogr�m.
Initi�l st�t�:
In 2025,
70% of �m 
�loy��s
who r� 
��iv�d in 
��ntiv�s
r��ort �os 
itiv� f��d 
b��k.
Int�rim
st�t�: In
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2026, 85%
of �m�loy 
��s who
r���iv�d
in��ntiv�s
r��ort �os 
itiv� f��d 
b��k.
Fin�l st�t�:
In 2027,
90% of �m 
�loy��s
who r� 
��iv�d in 
��ntiv�s
r��ort �os 
itiv� f��d 
b��k.
2: In 
�r��s�d
numb�r of
�m�loy��s
in �yb�r 
s��urity – A
5% �nnu�l
in�r��s� in
th� numb�r
of qu�lifi�d
�m�loy��s
in �yb�r 
s��urity in
th� �ubli�
s��tor
through
r�tr�ining.

M 1.1.11.
Int�rn� 
tion�l �o 
o��r�tion
for d�v�l 
o�ing �y 
b�rs��urity
t�l�nt.

A 1.1.11.1.
D�v�lo� 
m�nt of
�x�h�ng�
�rogr�ms
within th�
EU, NATO,
�nd ��rt 
n�r �oun 
tri�s for
tr�ining,
knowl�dg�
sh�ring,
�nd b�st
�r��ti��s
in �yb�r 
s��urity
tr�ining
for th�
�ubli� s�� 
tor.

Ministry of
Euro���n
Aff�irs
NDT, Min 
istry of For 
�ign Aff�irs
�nd For�ign
Tr�d�, MPA

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r�quir�d

1: In 
�r��s�d
knowl�dg�
�nd skills in
�yb�rs� 
�urity,
m��sur�d
by th� ��r 
��nt�g� of
��rti�i��nts
showing �
signifi��nt
in�r��s� in
knowl�dg�
�nd skills
�ft�r �om 
�l�ting th�
�rogr�ms.
Initi�l st�t�:
In 2025,
80% of ��r 
ti�i��nts
show sig 
nifi��nt
im�rov� 
m�nt.
Int�rim
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st�t�: In
2026, 85%
of ��rti 
�i��nts
show sig 
nifi��nt
im�rov� 
m�nt.
Fin�l st�t�:
In 2027,
90% of ��r 
ti�i��nts
show sig 
nifi��nt
im�rov� 
m�nt.
2: En 
h�n��d
int�rn� 
tion�l �o 
o��r�tion –
Est�blish 
m�nt of
l�sting r� 
l�tionshi�s
�nd �ro 
���ts with
th� EU,
NATO, �nd
��rtn�r
�ountri�s
�ontribut 
ing to th�
im�rov� 
m�nt of
�yb�rs� 
�urity..

M 1.1.11.2.
Promoting
�ross bor 
d�r �o 
o��r�tion
by �n 
�bling �y 
b�rs��ur 
ity �rof�s 
sion�ls to
g�in int�r 
n�tion�l
�x��ri 
�n��.

Ministry of
For�ign Af 
f�irs �nd
For�ign
Tr�d�, MDT

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r�quir�d

Mor� �ro 
f�ssion�ls
with int�r 
n�tion�l
�x��ri�n��
– In�r��s�
in th� num 
b�r of �ro 
f�ssion�ls
with int�r 
n�tion�l
�x��ri�n��
by 10% �n 
nu�lly,
m��sur�d
from 2025.

S���ifi� Ob���tiv�:
1.2. Est�blishm�nt of Cyb�rs��urity S��tor within

th� Ministry of Digit�l Tr�nsform�tion.

Out�om� Indi��tor: P�r��nt�g� of �st�blish�d �nd
fun�tion�l institution�l stru�tur�s within th� Cyb�r 
s��urity S��tor �t th� Ministry of Digit�l Tr�nsform 
�tion.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�r
)

Pl�nn�d
�x��u 

tion d�t�
(qu�rt�r)

Estim�t�d
R�quir�d

R�sour��s

Sour�
� of

Fund 
ing

R�sult
Indi��tor
(link�d to

th�
m��s 
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ur�/��tiv 
ity)

M 1.2.1. N�tion�l
Authority r� 
s�onsibl� for
�yb�rs��urity
�nd Singl� Point
of Cont��t
(SPOC) for �yb�r 
s��urity.

A 1.2.1.1.
O��r�tion 
�liz�tion of
th� Cyb�r 
s��urity
S��tor
(SSB).

MDT 1/2025 4/2027 107,625,00
0 MKD.

Budg
�t of
th�
l��d 
ing
��tiv 
ity
�ntity

P�r��nt 
�g� of
�om�l� 
tion of
th� o� 
�r�tion 
�liz�tion
of th�
Cyb�r 
s��urity
S��tor
(SSB).
Initi�l
v�lu�:
0% in
2025
Int�rim
v�lu�:
50% in
2026
Fin�l
v�lu�:
80% in
2027.

A 1.2.1.2.
Est�blish 
m�nt of th�
N�tion�l
Authority
R�s�ons 
ibl� for
Cyb�rs� 
�urity

MDT 1/2025 4/2027 0 No
fin 
�n�i�l
r� 
sour�
�s
r� 
quir�
d

Tim� to
�st�blish
th� �u 
thority –
Th� N� 
tion�l
Authority
should
b� �s 
t�blish�d
�nd o� 
�r�tion�l
within 6
months
from th�
initi�tion,
by th�
�nd of
2025.

A 1.2.1.3.
N�tion�l
Singl�
Point of
Cont��t for
Cyb�rs� 
�urity
(SPOC)

МДТ 1/2025 4/2027 0 No
fin 
�n�i�l
r� 
sour�
�s
r� 
quir�
d

Tim� to
�st�blish
SPOC –
SPOC
should
b� �s 
t�blish�d
�nd o� 
�r�tion�l
within 6
months
from ini 
ti�tion,
by th�
�nd of
2025.
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M 1.2.2. Gov�rn 
m�nt S��urity
O��r�tions C�n 
t�r (SOC) for �r� 
v�ntiv� monitor 
ing �nd ��r� of
�yb�rs��urity for
th� n�tworks,
syst�ms, �nd
s�rvi��s of MDT
�nd th� Gov�rn 
m�nt

A 1.2.2.1.
S��urity
monitoring
of gov�rn 
m�nt n�t 
works, sys 
t�ms, �nd
s�rvi��s

MDT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of
So�i�ty,
MKD CIRT

1/2026 4/2027 24,600,
MKD.

Budg
�t of
th�
l��d 
ing
sub 
���t of
th�
��tiv 
ity

Av�r�g�
tim� to
r�solv�
90% of
s��urity
issu�s
within
th� SOC
Initi�l
v�lu�: 12
hours by
S��t�m 
b�r 2026;
Tr�ns 
ition�l
v�lu�: 6
hours by
A�ril
2027;
Fin�l
v�lu�:
R�solv�
90% of
id�ntifi�d
issu�s
within 3
hours by
th� �nd
of 2027.

A 1.2.2.2.
Gov�rn 
m�nt t��m
for r� 
s�onding
to �om 
�ut�r s� 
�urity in 
�id�nts –
Gov�rn 
m�nt
CSIRT, �s
��rt of th�
Gov�rn 
m�nt SOC;

MDT 1/2026 4/2027 0 No
fin 
�n�i�l
r� 
sour�
�s
r� 
quir�
d

In�id�nt
r�s�ons�
tim�
Th� r� 
s�ons�
tim� for
signifi� 
�nt in 
�id�nts,
from th�
mom�nt
of noti 
fi��tion,
should
not �x 
���d:
Initi�l
v�lu�: 24
hours by
S��t�m 
b�r 2026;
Tr�ns 
ition�l
v�lu�: 8
hours by
A�ril
2027;
Fin�l
v�lu�: 2
hours by
th� �nd
of 2027.
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A 1.2.2.3.
Coo��r 
�tion with
th� n� 
tion�l
CSIRT �nd
oth�r gov 
�rnm�nt
institutions
�nd org�n 
iz�tions in
th� �ountry

MDT
MKD CIRT,
Milit�ry
CIRT

1/2025 4/2027 0 No
fin 
�n�i�l
r� 
sour�
�s
r� 
quir�
d

1. Fr� 
qu�n�y
of �o 
ordin� 
tion
b�tw��n
gov�rn 
m�nt
institu 
tions –
Minimum
of 4
m��tings
��r y��r
for �o 
ordin� 
tion �nd
inform 
�tion
sh�ring
b�tw��n
gov�rn 
m�nt
institu 
tions.
2. P�r 
��nt�g�
of tim�ly
sh�r�d
in�id�nt
inform 
�tion –
100% of
�yb�r
in�id�nt
inform 
�tion to
b�
sh�r�d
within 12
hours
�ft�r
id�nti 
fi��tion.

M 1.2.3. Int�rn� 
tion�l �oo��r� 
tion �nd building
str�t�gi� ��rtn�r 
shi�s

A 1.2.3.1.
Coo��r 
�tion with
th�
Euro���n
Union or 
g�niz� 
tions �nd
n�tworks
r�s�ons 
ibl� for
m�n�ging
l�rg� s��l�
in�id�nts
�nd �ris�s
( E U  C y C 
LON�)

MDT,
MEA

1/2025 4/2027 0 No
fin 
�n�i�l
r� 
sour�
�s
r� 
quir�
d

1.Fr� 
qu�n�y
of �om 
muni� 
�tion
with EU 
CyC 
LON� –
R�gul�r
�ommu 
ni��tion
with
Euro���
n Union
n�t 
works, �t
l��st
on�� ��r
qu�rt�r.
2.Fr� 
qu�n�y
of ��r 
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ti�i��tion
in �risis
simul� 
tions �nd
�x�r 
�is�s –
P�rti�i� 
�tion in
�t l��st 1
simul� 
tion or
�risis
�x�r�is�
org�n 
iz�d by
EU CyC 
LON� ��r
y��r.

M 1.2.4. N�tion�l
�uthority for �o 
ordin�tion �nd
m�n�g�m�nt of
l�rg� s��l� �om 
�ut�r s��urity
in�id�nts �nd
�ris�s

A 1.2.4.1.
N�tion�l
�uthority
for �o 
ordin�tion
�nd m�n 
�g�m�nt of
l�rg� s��l�
�om�ut�r
s��urity
in�id�nts
�nd �ris�s

MDT
MKD CIRT,
Milit�ry
CIRT, N� 
tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of
So�i�ty

1/2025 4/2027 0 No
fin 
�n�i�l
r� 
sour�
�s
r� 
quir�
d

Tim� for
�st�b 
lishing
th� n� 
tion�l
�uthority
– Th�
�uthority
must b�
fully
fun� 
tion�l by
th� �nd
of 2027.
Initi�l
v�lu�: 0
in 2025
Tr�ns 
ition�l
v�lu�: 1
in 2026
(�st�b 
lish�d)
Fin�l
v�lu�: 2
in 2027
(fully
fun� 
tion�l)

M 1.2.5. Pr���r 
�tion of str�t�gi�
do�um�nts �nd
�oli�i�s �nd mon 
itoring th� im�l� 
m�nt�tion of th�
Cyb�rs��urity
Str�t�gy �nd A� 
tion Pl�n, �nd
oth�r str�t�gi�
do�um�nts

A 1.2.5.1.
Pr���r� 
tion of str� 
t�gi� do� 
um�nts
�nd
�oli�i�s
�nd mon 
itoring th�
im�l�m�nt 
�tion of th�
Cyb�rs� 
�urity
Str�t�gy
�nd A�tion
Pl�n, �nd
oth�r str� 

MDT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of
So�i�ty

1/2025 4/2027 0 No
fin 
�n�i�l
r� 
sour�
�s
r� 
quir�
d

Numb�r
of
Str�t�gy
r�visions
(su� 
��ssful
im�l� 
m�nt� 
tion) –
C�rrying
out �t
l��st 1
r�vision
�nnu�lly
to u�d�t�
�nd mon 
itor �ro 
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t�gi� do� 
um�nts

gr�ss.

M 1.2.6. Est�b 
lishing st�nd�rds,
m��sur�s, �nd
�ontrols for �y 
b�rs��urity for
gov�rnm�nt n�t 
works, syst�ms,
�nd s�rvi��s, �nd
for th� �ubli�
s��tor

A 1.2.6.1.
Est�blish 
ing st�nd 
�rds,
m��sur�s,
�nd �on 
trols for
�yb�rs� 
�urity for
gov�rn 
m�nt n�t 
works, sys 
t�ms, �nd
s�rvi��s,
�nd for th�
�ubli� s�� 
tor

MDT
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of
So�i�ty,
MKD CIRT

1/2025 4/2027 2,460,000
MKD

Budg
�t of
th�
l��d 
ing
��tiv 
ity
sub 
���t

P�r��nt 
�g� of
gov�rn 
m�nt
institu 
tions th�t
h�v�
im�l� 
m�nt�d
th�
st�nd 
�rds –
Initi�l
v�lu�:
35% in
2025;
Tr�ns 
ition�l
v�lu�:
50% in
2026;
Fin�l
v�lu�:
75% in
2027.

M 1.2.7. Su��r 
vision of �ubli�
s��tor institu 
tions' �om�li�n��
with �r�s�rib�d
st�nd�rds, m��s 
ur�s, �nd �on 
trols

A 1.2.7.1.
Su��rvi 
sion of
�ubli� s�� 
tor insti 
tutions'
�om�li 
�n�� with
�r�s�rib�d
st�nd�rds,
m��sur�s,
�nd �on 
trols

MDT
Ins���tion
Coun�il

1/2025 4/2027 1.230.000
MKD

Budg
�t of
th�
l��d 
ing
��tiv 
ity
sub 
���t

1. Num 
b�r of
�nnu�l
su��r 
visions
of �ubli�
s��tor
institu 
tions –
P�rform
�t l��st:
Initi�l
v�lu�: 0
in 2025;
Tr�ns 
ition�l
v�lu�: �t
l��st 5 in
2026;
Fin�l
v�lu�:
minimum
10 su 
��rvi 
sions in
2027.

S���ifi� Ob���tiv�:
1.3. In�r��s�d �����iti�s for d�f�n�� o��r�tions

in �yb�rs����

Out�om� Indi��tor:
O��r�tion�l �����iti�s for �yb�r d�f�n�� within th�
Army of th� R��ubli� of North M���doni�
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M 1.3.1.
Enh�n��m�nt of
�����iti�s for
milit�ry �yb�r
o��r�tions
through th� d� 
v�lo�m�nt of �
�om�r�h�nsiv�
str�t�gy for im 
�roving th� �yb�r
o��r�tions ���� 
�iti�s of th� mil 
it�ry, in�luding
th� form�tion of �
milit�ry t��m for
r�s�onding to
�yb�rs��urity
in�id�nts

А 1.3.1.1.
Cyb�r d� 
f�n��
str�t�gy

МoD
ARM

1/2025 4/2025 1.230.000
MKD.

Budg
�t of
th�
l��d 
ing
��tiv 
ity
sub 
���t

Ado�t�d
�yb�r 
s��urity
d�f�n��
str�t�gy
by th�
�nd of
2025.

А 1.3.1.2.
Form�tion
of � mil 
it�ry t��m
for r� 
s�onding
to �yb�r 
s��urity
in�id�nts

MD
St�k�hold 
�rs

1/2025 4/2027 18,204,000
MKD.

Budg
�t of
th�
l��d 
ing
��tiv 
ity
sub 
���t

O��r� 
tion�l
t��m by
2027.

M 1.3.2. D�v�l 
o�m�nt of �yb�r 
s��urity d�f�n��
����biliti�s for
n�tion�l �nd mil 
it�ry n��ds
through th� �r� 
�tion of � solid
fr�m�work for th�
d��loym�nt of
�yb�rs��urity
d�f�n�� ����b 
iliti�s �s n��d�d
for th� �rot��tion
of n�tion�l s��ur 
ity �nd milit�ry
o��r�tions;

A 1.3.2.1.
D�v�lo� 
m�nt of
�yb�rs� 
�urity d� 
f�n�� ��� 
�biliti�s for
n�tion�l
�nd mil 
it�ry n��ds
through
th� �r� 
�tion of �
solid
fr�m�work
for th� d� 
�loym�nt
of �yb�r 
s��urity
d�f�n��
����biliti�s
�s n��d�d
for th� �ro 
t��tion of
n�tion�l
s��urity
�nd mil 
it�ry o� 
�r�tions

ARM
МoD

1/2025 4/2027 4,305,000д
ен.

Budg
�t of
th�
l��d 
ing
��tiv 
ity
sub 
���t

Est�b 
lish�d
fr�m� 
work for
d��loy 
ing �y 
b�rs� 
�urity
d�f�n��
����b 
iliti�s for
n�tion�l
s��urity
�rot�� 
tion.
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ACTION PLAN (2025 2027) FOR 2025 2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: S��urity �nd R�sili�n�� of
Ess�nti�l �nd Im�ort�nt Entiti�s, N�tworks �nd
Inform�tion �nd Communi��tion Syst�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: S��ur�,
s�f� �nd r�sili�nt so�i�ty  

G�n�r�l Ob���tiv�:
Ensuring th� s��urity, �onfid�nti�lity, �nd r�si 
li�n�� of �riti��l n�tworks, inform�tion syst�ms,
�nd �ss�nti�l �nd im�ort�nt �ntiti�s.

Eff��t Indi��tor:
L�v�l of im�rov�m�nt in th� s��urity, �onfid�nti 
�lity, �nd r�sili�n�� of �riti��l n�tworks �nd inform 
�tion syst�ms, m��sur�d through th� su���ss of
d�v�lo��d n�tion�l risk m�n�g�m�nt fr�m�works,
im�l�m�nt�d �rot��tion m��sur�s, �nd th� �ff��t 
iv�n�ss of �ubli� �riv�t� �oo��r�tion.

S���ifi� Ob���tiv� 2.1: Risk �nd thr��t m�n�g� 
m�nt �nd monitoring

Out�om� Indi��tor:
L�v�l of �ff��tiv�n�ss in risk �nd thr��t m�n�g� 
m�nt, m��sur�d through th� d�gr�� of id�ntifi�� 
tion, �ss�ssm�nt, �nd m�n�g�m�nt of �yb�r risks
�nd thr��ts �t th� n�tion�l l�v�l.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�r
)

Pl�nn�
d �x 

��ution
d�t�

(qu�rt�r
)

Estim 
�t�d
R� 

quir�d
R� 

sour��s

Sour��
of

Funding

R�sult Indi� 
�tor (link�d to

th� m��s 
ur�/��tivity)

M 2.1.1 N� 
tion�l
Fr�m�work
for Risk As 
s�ssm�nt
R�l�t�d to
Cyb�rs��ur 
ity

A 2.1.1.1
Pr���r�tion
�nd Ado� 
tion of �
N�tion�l
Fr�m�work
for Cyb�r 
s��urity
Risk M�n 
�g�m�nt
with M�th 
odology:

MDT, Ess�n 
ti�l �nd Im 
�ort�nt En 
titi�s

1/2025 4/2025 1.537.50
0

Budg�t
of l��d 
ing in 
stitution

Indi��tor: Full
im�l�m�nt 
�tion of th�
fr�m�work �t
th� n�tion�l
l�v�l.
Initi�l v�lu�:
0%,
Int�rm�di�t�
v�lu� �ft�r 6
months: 50%,
Fin�l v�lu�:
100% �ft�r 12
months, by
th� �nd of
2025.

M 2.1.1 N� 
tion�l
Fr�m�work
for Risk As 
s�ssm�nt
R�l�t�d to
Cyb�rs��ur 
ity

A 2.1.1.2
R�vision of
th� N�tion�l
Fr�m�work
for Cyb�r 
s��urity
Risk M�n 
�g�m�nt:

MDT, Ess�n 
ti�l �nd Im 
�ort�nt En 
titi�s

1/2026 4/2027 922,500
MKD

Budg�t
of th�
l��ding
insti 
tution
of th�
��tivity.

Im�rov�d
�ffi�i�n�y of
th�
fr�m�work
�ft�r th�
r�vision.
Initi�l v�lu�:
0%; Tr�ns 
ition v�lu� by
th� �nd of
2027: 35%;
Fin�l v�lu�:
70% of insti 
tutions to
r��ort im 
�rov�d �ff��t 
iv�n�ss in
risk m�n�g� 
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ACTION PLAN (2025 2027) FOR 2025 2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: S��urity �nd R�sili�n�� of
Ess�nti�l �nd Im�ort�nt Entiti�s, N�tworks �nd
Inform�tion �nd Communi��tion Syst�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: S��ur�,
s�f� �nd r�sili�nt so�i�ty  

m�nt �ft�r th�
r�vision by
th� �nd of
2027.

M 2.1.1 N� 
tion�l fr�m� 
work for risk
�ss�ssm�nt
r�l�t�d to
�yb�rs��ur 
ity

A.2.1.1.3.
Tr�ining for
�ss�nti�l
�nd im�ort 
�nt �ntiti�s
on risk �s 
s�ssm�nt

MDT, MKD
CIRCT, Es 
s�nti�l �nd
im�ort�nt
�ntiti�s

1/2026 4/2027 2,460,00
0 MKD

Budg�t
of th�
l��ding
insti 
tution
for th�
��tivity

In�r��s�d
�r���r�dn�ss
of institutions
for risk �s 
s�ssm�nt –
M��sur�bl�
im�rov�m�nt
in th� �bility
of institutions
to id�ntify
�nd �ss�ss
risks within 1
y��r �ft�r th�
tr�ining is
�om�l�t�d.

M 2.1.1 N� 
tion�l
Fr�m�work
for Cyb�r 
s��urity
Risk As 
s�ssm�nt

A.2.1.1.4.
Su��rvision
of �ubli�
s��tor in 
stitutions'
�om�li�n��
with �r� 
s�rib�d risk
�ss�ss 
m�nts

MDT, MKD
CIRT, Es 
s�nti�l �nd
Im�ort�nt
Entiti�s

1/2027 4/2027 1.230.00
0

Budg�t
of th�
l��ding
insti 
tution
for th�
��tivity

1. Full �om 
�li�n�� of
institutions
with risk �s 
s�ssm�nts.
Initi�l v�lu�:
0% – Tr�ns 
ition�l v�lu�:
50% of insti 
tutions to b�
�om�li�nt
with risk �s 
s�ssm�nts
within 2
y��rs. Fin�l
v�lu�: 70% of
institutions to
b� �om�li�nt
with risk �s 
s�ssm�nts
within 3
y��rs. 2

M.2.1.2 O� 
�r�tion�l
�nd Org�n 
iz�tion�l
M��sur�s
for M�n 
�ging Risks
R�l�t�d to
th� S��urity
of N�twork
�nd Inform 
�tion Sys 

A.2.1.2.1
O��r�tion�l
�nd Org�n 
iz�tion�l
M��sur�s
for M�n 
�ging Risks
R�l�t�d to
th� S��urity
of N�twork
�nd Inform 

MKD CIRT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2025 4/2027
1,845,00
0 MKD

Budg�t
of th�
l��ding
insti 
tution
for th�
��tivity

, A�hi�v�d
full �om�li 
�n�� with th�
�r�s�rib�d
m��sur�s –
100% �om 
�li�n�� of
�ss�nti�l �nd
im�ort�nt
�ntiti�s with
th� im�l� 
m�nt�d m��s 
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ACTION PLAN (2025 2027) FOR 2025 2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: S��urity �nd R�sili�n�� of
Ess�nti�l �nd Im�ort�nt Entiti�s, N�tworks �nd
Inform�tion �nd Communi��tion Syst�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: S��ur�,
s�f� �nd r�sili�nt so�i�ty  

t�ms for
Ess�nti�l
�nd Im�ort 
�nt Entiti�s;

�tion Sys 
t�ms for
Ess�nti�l
�nd Im�ort 
�nt Entiti�s;

ur�s within 4
y��rs. Initi�l
v�lu�: 0% in
2025. Tr�ns 
ition�l v�lu�:
35% in 2026.
Fin�l v�lu�:
70% in 2027.

M.2.1.3 Su 
��rvision of
Ess�nti�l
�nd Im�ort 
�nt Entiti�s
in th� Im 
�l�m�nt� 
tion of Pr� 
s�rib�d
M��sur�s,
Controls,
�nd Risk
Ass�ssm�nt

A.2.1.3.1
Est�blish 
m�nt of Su 
��rvision
ov�r Ess�n 
ti�l �nd Im 
�ort�nt En 
titi�s in th�
Im�l�m�nt 
�tion of Pr� 
s�rib�d
M��sur�s,
Controls,
�nd Risk
Ass�ssm�nt

MDT,
MKD CIRT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2026 4/2026 1.230.00
0

Budg�t
of th�
l��ding
insti 
tution
for th�
��tivity

Fun�tion�l
su��rvisory
syst�m – Es 
t�blish�d �nd
o��r�tion�l
su��rvisory
syst�m th�t is
r�gul�rly �� 
�li�d to �ll
r�l�v�nt �n 
titi�s.

M.2.1.3 Su 
��rvision of
Ess�nti�l
�nd Im�ort 
�nt Entiti�s
in th� Im 
�l�m�nt� 
tion of Pr� 
s�rib�d
M��sur�s,
Controls,
�nd Risk
Ass�ssm�nt

A.2.1.3.2
Im�l�m�nt 
�tion of Su 
��rvision
ov�r Ess�n 
ti�l �nd Im 
�ort�nt En 
titi�s in th�
Im�l�m�nt 
�tion of Pr� 
s�rib�d
M��sur�s,
Controls,
�nd Risk
Ass�ssm�nt

MDT,
MKD CIRT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2026 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

Eff��tiv� risk
r�du�tion du�
to su��rvi 
sion – 30%
r�du�tion in
risks r�l�t�d
to non �om 
�li�n�� within
on� y��r �ft�r
th� im�l� 
m�nt�tion of
su��rvisory
��tiviti�s.
A�hi�v�d
�ontinuous
�om�li�n�� –
70% of �ntit 
i�s to ��hi�v�
full �om�li 
�n�� �ft�r th�
s��ond round
of su��rvi 
sion.

M.2.1.4 Vul 
n�r�bility
M�n�g� 
m�nt, In 
�luding th�
Promotion

A.2.1.4.1
Poli�y for
Vuln�r�bility
M�n�g� 
m�nt, In 
�luding th�

MDT,
MKD CIRT,

1/2026 4/2027 615.000 Budg�t
of th�
l��ding
insti 
tution
for th�

1. R�du�tion
in th� numb�r
of �riti��l vul 
n�r�biliti�s in
n�twork �nd
inform�tion
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ACTION PLAN (2025 2027) FOR 2025 2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: S��urity �nd R�sili�n�� of
Ess�nti�l �nd Im�ort�nt Entiti�s, N�tworks �nd
Inform�tion �nd Communi��tion Syst�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: S��ur�,
s�f� �nd r�sili�nt so�i�ty  

�nd F��il 
it�tion of
Coordin�t�d
Vuln�r�bility
Dis�losur�

Promotion
�nd F��il 
it�tion of
Coordin�t�d
Vuln�r�bility
Dis�losur�

��tivity syst�ms on �
qu�rt�rly,
s�mi �nnu�l,
�nd �nnu�l
b�sis.

M.2.1.4 Vul 
n�r�bility
M�n�g� 
m�nt, In 
�luding th�
Promotion
�nd F��il 
it�tion of
Coordin�t�d
Vuln�r�bility
Dis�losur�

A.2.1.4.2
Tr�ining for
Ess�nti�l
�nd Im�ort 
�nt Entiti�s
on Vuln�r 
�bility M�n 
�g�m�nt

MDT,
MKD CIRT,

1/2026 4/2027 2,460,00
0 MKD

Budg�t
of th�
L��ding
Insti 
tution
for th�
A�tivity

1. In�r��s�d
Vuln�r�bility
M�n�g�m�nt
C���bility –
85% of ��r 
ti�i��nts to
r��ort im 
�rov�d �bility
to id�ntify
�nd m�n�g�
vuln�r�biliti�s
�ft�r �om�l�t 
ing th� tr�in 
ing.

M.2.1.4 Vul 
n�r�bility
M�n�g� 
m�nt, In 
�luding th�
Promotion
�nd F��il 
it�tion of
Coordin�t�d
Vuln�r�bility
Dis�losur�;

A.2.1.4.3
Inform�tion
Sh�ring on
Vuln�r�b 
iliti�s

MDT,
MKD CIRT,

1/2026 4/2026 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

Tim�ly In 
form�tion
Sh�ring
Within 24
Hours
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ACTION PLAN (2025 2027) FOR 2025 2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: S��urity �nd R�sili�n�� of
Ess�nti�l �nd Im�ort�nt Entiti�s, N�tworks
�nd Inform�tion �nd Communi��tion Syst�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

G�n�r�l Ob���tiv�: Ensuring th� s�curit�,
c�nfid�nti�lit�, �nd r�sili�nc� �f critic�l n�t 
w�rks, inf�rm�ti�n s�st�ms, �nd �ss�nti�l
�nd im��rt�nt �ntiti�s.

Eff��t Indi��tor: L�v�l �f im�r�v�m�nt in th� s�curit�,
c�nfid�nti�lit�, �nd r�sili�nc� �f critic�l n�tw�rks �nd in 
f�rm�ti�n s�st�ms, m��sur�d thr�ugh th� succ�ss �f d� 
v�l���d n�ti�n�l risk m�n�g�m�nt fr�m�w�rks, im�l�m�n 
t�d �r�t�cti�n m��sur�s, �nd th� �ff�ctiv�n�ss �f �ublic 
�riv�t� c����r�ti�n.

S���ifi� Ob���tiv� 2.2: S��ur� �nd r�si 
li�nt �ss�nti�l �nd im�ort�nt �ntiti�s

Out�om� Indi��tor: L�v�l �f s�curit� �nd r�sili�nc� �f
�ss�nti�l �nd im��rt�nt �ntiti�s, m��sur�d thr�ugh th�
im�l�m�nt�ti�n �f �r�t�cti�n m��sur�s �nd th�ir �bilit� t�
withst�nd c�b�r�tt�cks �nd thr��ts.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�r
)

Pl�nn�
d �x 

��ution
d�t�

(qu�rt�r
)

Estim 
�t�d R� 
quir�d

R� 
sour��s

Sour�� of
Funding

R�sult Indi� 
�tor (link�d to

th� m��s 
ur�/��tivity)

M.2.2.1. Im 
�roving th�
R�sili�n��
of Ess�nti�l
�nd Im�ort 
�nt Entiti�s

A.2.2.1.1.
Est�blishing
Poli�i�s for
Risk An� 
lysis �nd
S��urity of
Inform�tion
Syst�ms

MDT,
MKD 
CIRT, Es 
s�nti�l
�nd Im 
�ort�nt
Entiti�s

1/2025 4/2027
3,690,000
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

R�du�tion of
risks by 30%
– R�du�tion
of id�ntifi�d
risks in th�
�urr�nt
��riod �om 
��r�d to th�
�r�vious
y��r.

M.2.2.1. Im 
�roving th�
R�sili�n��
of Ess�nti�l
�nd Im�ort 
�nt Entiti�s

A.2.2.1.2.
D�v�lo� 
m�nt, r� 
vi�w, �nd
u�d�ting of
Busin�ss
Continuity
Pl�ns �nd
Crisis M�n 
�g�m�nt
Pl�ns.

MDT,
MKD 
CIRT, Es 
s�nti�l
�nd Im 
�ort�nt
Entiti�s

1/2025 4/2027
2,767,500
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

Im�rov�m�nt
of �risis r� 
sili�n��.
St�rting
v�lu�: 0% in
2025, Tr�ns 
ition�l v�lu�:
35% in 2026,
Fin�l v�lu�:
70% in 2027.
70% of insti 
tutions
should
d�monstr�t�
im�rov�m�nt
in �risis
s��n�rios,
through r� 
�orts on �on 
du�t�d �x 
�r�is�s �nd
t�sts.
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ACTION PLAN (2025 2027) FOR 2025 2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: S��urity �nd R�sili�n�� of
Ess�nti�l �nd Im�ort�nt Entiti�s, N�tworks
�nd Inform�tion �nd Communi��tion Syst�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

M.2.2.1. Im 
�rov�m�nt
of r�sili�n��
of �ss�nti�l
�nd im�ort 
�nt �ntiti�s

A.2.2.1.3.
Im�l�m�nt 
�tion of
Su��ly
Ch�in S� 
�urity M��s 
ur�s

MDT,
MKD 
CIRT, Es 
s�nti�l
�nd Im 
�ort�nt
Entiti�s

1/2025 4/2027
922,500
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

1. R�du�tion
of su��ly
�h�in r�l�t�d
risks – R� 
du�tion of
su��ly �h�in
in�id�nts by
30% �nnu�lly.

M.2.2.1. Im 
�rov�m�nt
of r�sili�n��
of �ss�nti�l
�nd im�ort 
�nt �ntiti�s

A.2.2.1.4.
Ass�ssm�nt
of �yb�rs� 
�urity risk
m�n�g� 
m�nt m��s 
ur�s

MDT,
MKD 
CIRT, Es 
s�nti�l
�nd Im 
�ort�nt
Entiti�s

1/2025 4/2027 0 No fin�n 
�i�l r� 
sour��s
r�quir�d

R�du�tion of
risks by 30%
 R�du�tion
of id�ntifi�d
�yb�rs��urity
risks �nnu 
�lly.

M.2.2.1. Im 
�rov�m�nt
of r�sili�n��
of �ss�nti�l
�nd im�ort 
�nt �ntiti�s

A.2.2.1.5.
B�si� Cyb�r
Hygi�n�
Pr��ti��s
�nd Cyb�r 
s��urity
Tr�ining

MDT,
MKD 
CIRT, Es 
s�nti�l
�nd Im 
�ort�nt
Entiti�s

1/2026 4/2027
3,075,000
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

1: In�r��s�d
�w�r�n�ss of
�yb�r hy 
gi�n� – Mor�
th�n 85% of
��rti�i��nts
should r��ort
�n in�r��s�d
und�rst�nd 
ing of �yb�r
hygi�n� �ft�r
�om�l�ting
th� �nnu�l
tr�ining.
2: R�du�tion
in in�id�nts
r�l�t�d to
hum�n
f��tors �n 
nu�lly.

M.2.2.1. Im 
�rov�m�nt
of r�sili�n��
of �ss�nti�l
�nd im�ort 
�nt �ntiti�s

A.2.2.1.6.
Poli�i�s �nd
Pro��dur�s
R�g�rding
th� Us� of
Cry�to 
gr��hy �nd,
Wh�r� A� 
�ro�ri�t�,
En�ry�tion

MDT,
MKD 
CIRT, Es 
s�nti�l
�nd Im 
�ort�nt
Entiti�s

1/2026 4/2027 922,500
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� �ctivit�

1. In�r��s�d
d�t� �rot�� 
tion – R�du� 
tion in r��or 
t�d in�id�nts
r�l�t�d to
�n�ry�tion on
�n �nnu�l
b�sis.
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ACTION PLAN (2025 2027) FOR 2025 2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: S��urity �nd R�sili�n�� of
Ess�nti�l �nd Im�ort�nt Entiti�s, N�tworks
�nd Inform�tion �nd Communi��tion Syst�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

M.2.2.1. Im 
�rov�m�nt
of r�sili�n��
of �ss�nti�l
�nd im�ort 
�nt �ntiti�s

A.2.2.1.7.
Hum�n R� 
sour��s
S��urity,
A���ss
Control
Poli�i�s,
�nd Ass�t
M�n�g� 
m�nt

MDT,
MKD 
CIRT, Es 
s�nti�l
�nd Im 
�ort�nt
Entiti�s

1/2026 4/2027 922,500
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

1. R�du�tion
in r��ort�d
in�id�nts
r�l�t�d to
hum�n r� 
sour��s on
�n �nnu�l
b�sis.

M.2.2.1. Im 
�rov�m�nt
of r�sili�n��
of �ss�nti�l
�nd im�ort 
�nt �ntiti�s

A.2.2.1.8.
Us� of
Multi f��tor
Auth�nti� 
�tion or
Continuous
Auth�nti� 
�tion Solu 
tions

MDT,
MKD 
CIRT, Es 
s�nti�l
�nd Im 
�ort�nt
Entiti�s

1/2026 4/2027 24,600,00
0 MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

1 Im�rov�d
����ss s� 
�urity – R� 
du�tion in
�om�romis�d
����ss to
�riti��l sys 
t�ms on �n
�nnu�l b�sis.
2. Full im�l� 
m�nt�tion of
�uth�nti�� 
tion – 100%
of �ntiti�s to
���ly Multi 
F��tor Au 
th�nti��tion
(MFA) for
�riti��l sys 
t�ms �nd
s�rvi��s
within 4
y��rs.

М.2.2.2.
Gov�rnm�nt
S��urity
O��r�tions
C�nt�r
(SOC) for
�r�v�ntiv�
monitoring
�nd ��r� of
�yb�rs��ur 
ity for th�
n�tworks,
syst�ms,
�nd s�r 
vi��s of
MDT �nd
th� Gov�rn 

A.2.2.2.1.
Cr��tion of
s��tor�l
CSIRT �nd
SOC stru� 
tur�s for
�ss�nti�l
�nd im�ort 
�nt �ntiti�s.

MDT,
Ess�nti�l
�nd Im 
�ort�nt
Entiti�s,

1/2025 4/2027 196,800,0
00 MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

1. In�r��s�d
s���d �nd
�ffi�i�n�y in
in�id�nt r� 
s�ons� – At
l��st 90% of
�ntiti�s to
r��ort im 
�rov�m�nt in
th� tim� �nd
qu�lity of
in�id�nt r� 
s�ons�.
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ACTION PLAN (2025 2027) FOR 2025 2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: S��urity �nd R�sili�n�� of
Ess�nti�l �nd Im�ort�nt Entiti�s, N�tworks
�nd Inform�tion �nd Communi��tion Syst�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

m�nt

М.2.2.2.
Gov�rnm�nt
S��urity
O��r�tions
C�nt�r
(SOC) for
�r�v�ntiv�
monitoring
�nd ��r� of
�yb�rs��ur 
ity for th�
n�tworks,
syst�ms,
�nd s�r 
vi��s of
MDT �nd
th� Gov�rn 
m�nt

A.2.2.2.2.
Pro��dur�s
for h�ndling
�yb�rs��ur 
ity in�id 
�nts;

MDT,
Ess�nti�l
�nd Im 
�ort�nt
Entiti�s,

1/2025 4/2027 3,075,000
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

1. Im�rov�d
in�id�nt r� 
s�ons� – R� 
du�tion in
in�id�nt r� 
s�ons� tim�
on �n �nnu�l
b�sis.

М.2.2.2.

Gov�rnm�nt
S��urity
O��r�tions
C�nt�r
(SOC) for
�r�v�ntiv�
monitoring
�nd ��r� of
�yb�rs��ur 
ity for th�
n�tworks,
syst�ms,
�nd s�r 
vi��s of
MDT �nd
th� Gov�rn 
m�nt

A.2.2.2.3.
S��urity in
th� us�,
d�v�lo� 
m�nt, �nd
m�int�n 
�n�� of n�t 
works �nd
inform�tion
syst�ms,
in�luding
vuln�r�bility
m�n�g� 
m�nt �nd
d�t��tion.

Ess�nti�l
�nd Im 
�ort�nt
Entiti�s,

1/2025 4/2027 36,900,00
0 MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

1. In�r��s�d
�rot��tion of
n�tworks �nd
syst�ms –
D��r��s� in
th� numb�r
of su���ssful
�yb�r�tt��ks
du� to vul 
n�r�biliti�s
on �n �nnu�l
b�sis.

ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028 CYBERSECURITY STRATEGY

PRIORITY AREA 2: S�curit� �nd R�sili�nc� �f
Ess�nti�l �nd Im��rt�nt Entiti�s, N�tw�rks, �nd
Inf�rm�ti�n �nd ��mmunic�ti�n S�st�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5 “S��ur�, s�f�
�nd r�sili�nt so�i�ty”
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ACTION PLAN (2025 2027) FOR 2025 2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: S��urity �nd R�sili�n�� of
Ess�nti�l �nd Im�ort�nt Entiti�s, N�tworks
�nd Inform�tion �nd Communi��tion Syst�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

G�n�r�l Ob���tiv�: Ensuring th� s�curit�, c�n 
fid�nti�lit�, �nd r�sili�nc� �f critic�l n�tw�rks,
inf�rm�ti�n s�st�ms, �nd �ss�nti�l �nd im��rt�nt
�ntiti�s.

Eff��t Indi��tor: L�v�l �f im�r�v�m�nt in th� s�curit�,
c�nfid�nti�lit�, �nd r�sili�nc� �f critic�l n�tw�rks �nd in 
f�rm�ti�n s�st�ms, m��sur�d thr�ugh th� succ�ss �f d� 
v�l���d n�ti�n�l risk m�n�g�m�nt fr�m�w�rks, im�l� 
m�nt�d �r�t�cti�n m��sur�s, �nd th� �ff�ctiv�n�ss �f
�ublic �riv�t� c����r�ti�n.

S���ifi� Ob���tiv� 2.3: Im�rov�d s��urity of
n�tion�l n�tworks �nd inform�tion syst�ms

Out�om� Indi��tor: L�v�l �f s�curit� �nd r�sili�nc� �f
�ss�nti�l �nd im��rt�nt �ntiti�s, m��sur�d thr�ugh th�
im�l�m�nt�ti�n �f �r�t�cti�n m��sur�s �nd th�ir �bilit� t�
withst�nd c�b�r�tt�cks �nd thr��ts.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�r
)

Pl�nn�
d �x 

��ution
d�t�

(qu�rt�r
)

Estim 
�t�d R� 
quir�d
R� 
sour��s

Sour�� of
Funding

R�sult Indi� 
�tor (link�d to
th� m��s 
ur�/��tivity)

M.2.3.1. Min 
imum s�t of
t��hnolo 
gi��l �nd
org�niz� 
tion�l m��s 
ur�s for
�yb�rs��ur 
ity

A.2.3.1.1.
D�fining th�
minimum
s�t of t��h 
nologi��l
�nd org�n 
iz�tion�l
m��sur�s
for �yb�r 
s��urity

MDT, Es 
s�nti�l
�nd Im 
�ort�nt
Entiti�s

1/2025 4/2027
1,230,000
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

1 Risk r�du� 
tion du� to
th� im�l� 
m�nt�tion of
m��sur�s – A
30% r�du� 
tion in id�n 
tifi�d t��h 
nologi��l �nd
org�niz� 
tion�l risks
�ft�r im�l� 
m�nt�tion.

M.2.3.1. Min 
imum s�t of
t��hnolo 
gi��l �nd
org�niz� 
tion�l m��s 
ur�s for
�yb�rs��ur 
ity

A.2.3.1.2.
R�vision of
th� min 
imum s�t of
t��hnolo 
gi��l �nd
org�niz� 
tion�l m��s 
ur�s for
�yb�rs��ur 
ity

MDT, Es 
s�nti�l
�nd Im 
�ort�nt
Entiti�s

1/2027 4/2027 615.000 Int�rn� 
tion�l
Assist 
�n��

At l��st 70%
of institutions
should b�
�om�li�nt
with th� r� 
vis�d m��s 
ur�s �nd in 
t�rn�tion�l
st�nd�rds.

M.2.3.2.
Su��ort for
im�l�m�nt 
�tion �nd
ov�rsight of
�om�li�n��
with th�
minimum

A.2.3.2.1
Su��ort for
im�l�m�nt 
�tion �nd
ov�rsight of
�om�li�n��
with th�
minimum

MDT, Es 
s�nti�l
�nd Im 
�ort�nt
Entiti�s

1/2027 4/2027 0 No fin�n 
�i�l r� 
sour��s
n��d�d

1. Full �om 
�li�n�� with
t��hnologi��l
�nd org�n 
iz�tion�l
m��sur�s –
95% of �ll
r�l�v�nt in 
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ACTION PLAN (2025 2027) FOR 2025 2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: S��urity �nd R�sili�n�� of
Ess�nti�l �nd Im�ort�nt Entiti�s, N�tworks
�nd Inform�tion �nd Communi��tion Syst�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

s�t of t��h 
nologi��l
�nd org�n 
iz�tion�l
m��sur�s
for �yb�r 
s��urity

s�t of t��h 
nologi��l
�nd org�n 
iz�tion�l
m��sur�s
for �yb�r 
s��urity

stitutions
should
��hi�v� �om 
�li�n�� with
t��hnologi��l
�nd org�n 
iz�tion�l
m��sur�s
within 4
y��rs.

M.2.3.3. S� 
�urity �� 
�r�dit�tion
of �ommu 
ni��tion �nd
inform�tion
syst�ms
through
whi�h �l�s 
sifi�d in 
form�tion is
�ro��ss�d.

A.2.3.3.1.
Pro�ur� 
m�nt of
�qui�m�nt
for TEM 
PEST zon 
ing of f��il 
iti�s.

Dir��tor 
�t� for
s��urity of
�l�ssifi�d
inform 
�tion

1/2025 4/2025 12.300.00
0

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

Im�l�m�nt 
�tion of �ro 
�ur�m�nt �nd
tr�ining for
th� us� of
�qui�m�nt.

M.2.3.3. S� 
�urity �� 
�r�dit�tion
of �ommu 
ni��tion �nd
inform�tion
syst�ms
through
whi�h �l�s 
sifi�d in 
form�tion is
�ro��ss�d.

A.2.3.3.2.
Tr�ining for
s���i�liz�d
��rsonn�l.

Dir��tor 
�t� for
s��urity of
�l�ssifi�d
inform 
�tion

1/2025 4/2027 1,845,000
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

Su���ssful
�om�l�tion of
tr�ining for �
minimum of
80% of s�� 
�i�liz�d ��r 
sonn�l on �n
�nnu�l b�sis.

M.2.3.3. S� 
�urity �� 
�r�dit�tion
of �ommu 
ni��tion �nd
inform�tion
syst�ms
through
whi�h �l�s 
sifi�d in 
form�tion is
�ro��ss�d.

А.2.3.3.3.
Pro�ur� 
m�nt of
�ry�to 
gr��hi�
�qui�m�nt
�nd soft 
w�r�

Dir��tor 
�t� for
s��urity of
�l�ssifi�d
inform 
�tion,
St�k� 
hold�rs

1/2025 4/2027 18,450,00
0 MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

In�r��s�d
s��urity of
�l�ssifi�d
inform�tion
h�ndl�d in
Inform�tion
�nd Commu 
ni��tion Sys 
t�ms (ICS) on
�n �nnu�l
b�sis.
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ACTION PLAN (2025 2027) FOR 2025 2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: S��urity �nd R�sili�n�� of
Ess�nti�l �nd Im�ort�nt Entiti�s, N�tworks
�nd Inform�tion �nd Communi��tion Syst�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

M.2.3.3. S� 
�urity �� 
�r�dit�tion
of �ommu 
ni��tion �nd
inform�tion
syst�ms
through
whi�h �l�s 
sifi�d in 
form�tion is
�ro��ss�d.

A.2.3.3.4.
Pro�ur� 
m�nt of
TEMPEST
�qui�m�nt

Dir��tor 
�t� for
s��urity of
�l�ssifi�d
inform 
�tion,
St�k� 
hold�rs

1/2025 4/2027 3,690,000
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

In�r��s�d
s��urity of
�l�ssifi�d
inform�tion
h�ndl�d in
Inform�tion
�nd Commu 
ni��tion Sys 
t�ms (ICS) on
�n �nnu�l
b�sis.

M.2.3.3. S� 
�urity �� 
�r�dit�tion
of �ommu 
ni��tion �nd
inform�tion
syst�ms
through
whi�h �l�s 
sifi�d in 
form�tion is
�ro��ss�d.

A.2.3.3.4.
Constru� 
tion of s� 
�urity zon�s

Dir��tor 
�t� for
s��urity of
�l�ssifi�d
inform 
�tion,
St�k� 
hold�rs

1/2025 4/2027 3,690,000
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

In�r��s�d
s��urity of
�l�ssifi�d
inform�tion
h�ndl�d in
Inform�tion
�nd Commu 
ni��tion Sys 
t�ms (ICS) on
�n �nnu�l
b�sis.

M.2.3.3. S� 
�urity �� 
�r�dit�tion
of �ommu 
ni��tion �nd
inform�tion
syst�ms
through
whi�h �l�s 
sifi�d in 
form�tion is
�ro��ss�d.

A.2.3.3.5.
D�v�lo� 
m�nt of �
n�w R�g 
ul�tion for
�ry�to 
gr��hi� �ro 
t��tion

Ministry of
D�f�n��,
ARM, Min 
istry of
Int�rior,
Ministry of
For�ign
Aff�irs
�nd For 
�ign
Tr�d�,
Dir��tor 
�t� for
s��urity of
�l�ssifi�d
inform 
�tion
Int�lli 
g�n��
Ag�n�y,
N�tion�l
S��urity
Ag�n�y,
Crisis
M�n�g� 

1/2025 4/2025 123.000 Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

Th� r�gul� 
tion �do�t�d
by th� Gov 
�rnm�nt of
th� R��ubli�
of North
M���doni�.



27

ACTION PLAN (2025 2027) FOR 2025 2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: S��urity �nd R�sili�n�� of
Ess�nti�l �nd Im�ort�nt Entiti�s, N�tworks
�nd Inform�tion �nd Communi��tion Syst�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

m�nt
C�ntr�

ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028 CYBERSECURITY STRATEGY

PRIORITY AREA 2: S�curit� �nd R�sili�nc� �f
Ess�nti�l �nd Im��rt�nt Entiti�s, N�tw�rks, �nd
Inf�rm�ti�n �nd ��mmunic�ti�n S�st�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

G�n�r�l Ob���tiv�:
Ensuring th� s�curit�,
c�nfid�nti�lit�, �nd
r�sili�nc� �f critic�l
n�tw�rks, inf�rm�ti�n
s�st�ms, �nd �ss�nti�l
�nd im��rt�nt �ntiti�s.

Eff��t Indi��tor: L�v�l �f im�r�v�m�nt in th� s�curit�, c�nfid�nti�lit�, �nd r�sili�nc�
�f critic�l n�tw�rks �nd inf�rm�ti�n s�st�ms, m��sur�d thr�ugh th� succ�ss �f d� 
v�l���d n�ti�n�l risk m�n�g�m�nt fr�m�w�rks, im�l�m�nt�d �r�t�cti�n m��sur�s,
�nd th� �ff�ctiv�n�ss �f �ublic �riv�t� c����r�ti�n.

S���ifi� Ob���tiv� 2.4: R��omm�nd�tions for
th� us� of s��urity t��hnology in so�i�ty

Out�om� Indi��tor: Th� l�v�l �f im�l�m�nt�ti�n �f s� 
curit� t�chn�l�gi�s �nd �lignm�nt with r�c�mm�nd�ti�ns,
�s w�ll �s th� d�gr�� �f �w�r�n�ss �nd �cc��t�nc� �f
s�curit� t�chn�l�gi�s b� v�ri�us �ntiti�s in s�ci�t�.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�r
)

Pl�nn�
d �x 

��ution
d�t�

(qu�rt�r
)

Estim 
�t�d
R� 

quir�d
R� 

sour��s

Sour�� of
Funding

R�sult Indi� 
�tor (link�d to

th� m��s 
ur�/��tivity)

М.2.4.1.

Poli�y for
In�lusion
�nd S�� 
�ifi��tion
of Cyb�r 
s��urity
R�quir� 
m�nts for

А.2.4.1.1.
Poli�y for
In�luding
�nd S�� 
�ifying
Cyb�rs� 
�urity R� 
quir�m�nts
for ICT

MDT,
MKD CIRT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2026 4/2027 922,500
MKD

Int�rn� 
tion�l
Assist 
�n��

1Im�rov�d
Cyb�rs��urity
of Pro�ur�d
ICT Produ�ts
�nd S�rvi��s
– Institutions
should in�or 
�or�t� �yb�r 
s��urity r� 
quir�m�nts in
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ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028 CYBERSECURITY STRATEGY

PRIORITY AREA 2: S�curit� �nd R�sili�nc� �f
Ess�nti�l �nd Im��rt�nt Entiti�s, N�tw�rks, �nd
Inf�rm�ti�n �nd ��mmunic�ti�n S�st�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

ICT
Produ�ts
�nd ICT
S�rvi��s in
Publi� Pro 
�ur�m�nt

Produ�ts
�nd ICT
S�rvi��s in
Publi� Pro 
�ur�m�nt

ICT �ro�ur� 
m�nts.

M.2.4.2.
R�gistry of
S��ur�
N�w T��h 
nologi�s

A.2.4.2.1.
R�gistry of
S��ur�
N�w T��h 
nologi�s

MDT,
MKD CIRT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2026 4/2027 922,500
MKD

Int�rn� 
tion�l
Assist 
�n��

R�du�tion in
in�id�nts �nd
�robl�ms
��us�d by
ins��ur�
t��hnologi�s
�ft�r th� im 
�l�m�nt�tion
of th� r� 
gistry.

M.2.4.3.
R�gist�r of
T��hno 
logi�s R�� 
r�s�nting
High S� 
�urity
Risks

А.2.4.3.1.
R�gist�r of
T��hno 
logi�s R�� 
r�s�nting
High S� 
�urity
Risks

MDT,
MKD CIRT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2026 4/2027 922,500
MKD

Int�rn� 
tion�l
Assist 
�n��

1. R�du�tion
in th� us� of
high risk
t��hnologi�s
on �n �nnu�l
b�sis �ft�r
th� r�gistry
im�l�m�nt 
�tion.

М.2.4.4.
P�rm�n�nt
int�r min 
ist�ri�l
working
grou� for
monitoring
n�w t��h 
nologi�s

А.2.4.4.1.
P�rm�n�nt
int�r min 
ist�ri�l
working
grou� for
monitoring
n�w t��h 
nologi�s.

MDT,
MKD CIRT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of So 
�i�ty

1/2026 4/2027 922,500
MKD

Int�rn� 
tion�l
Assist 
�n��

O��r�tion�l
working
grou� by th�
�nd of 2026.

ACTION PLAN (2025 2027) FOR THE IMPLEMENTATION OF THE 2025 2028 CYBERSECURITY
STRATEGY
PRIORITY AREA 2: S�curit� �nd R�sili�nc� �f
Ess�nti�l �nd Im��rt�nt Entiti�s, N�tw�rks, �nd
Inf�rm�ti�n �nd ��mmunic�ti�n S�st�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

G�n�r�l Ob���tiv�: Ensuring th� s�curit�, c�n 
fid�nti�lit�, �nd r�sili�nc� �f critic�l n�tw�rks,
inf�rm�ti�n s�st�ms, �nd �ss�nti�l �nd im��rt 

Eff��t Indi��tor: L�v�l �f im�r�v�m�nt in th� s�curit�, c�n 
fid�nti�lit�, �nd r�sili�nc� �f critic�l n�tw�rks �nd inf�rm�ti�n
s�st�ms, m��sur�d thr�ugh th� succ�ss �f d�v�l���d n� 
ti�n�l risk m�n�g�m�nt fr�m�w�rks, im�l�m�nt�d �r�t�cti�n
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ACTION PLAN (2025 2027) FOR THE IMPLEMENTATION OF THE 2025 2028 CYBERSECURITY
STRATEGY
PRIORITY AREA 2: S�curit� �nd R�sili�nc� �f
Ess�nti�l �nd Im��rt�nt Entiti�s, N�tw�rks, �nd
Inf�rm�ti�n �nd ��mmunic�ti�n S�st�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

�nt �ntiti�s. m��sur�s, �nd th� �ff�ctiv�n�ss �f �ublic �riv�t� c����r 
�ti�n.

S���ifi� Ob���tiv� 2.5: Publi� �riv�t� s��tor
��rtn�rshi� �nd �oll�bor�tion

Out�om� Indi��tor: L�v�l �f �ublic �riv�t� c����r�ti�n in
th� im�l�m�nt�ti�n �f c�b�rs�curit� m��sur�s �nd th� �f 
f�ctiv�n�ss �f ��rtn�rshi�s in �r�t�cting �g�inst c�b�r
thr��ts.

M��sur�s A�tiviti�s

L��ding
Sub���ts
�nd
oth�r
Sub���ts

St�rt
d�t�

(qu�rt�r
)

Pl�nn�d
�x��u 

tion
d�t�

(qu�rt�r
)

Estim 
�t�d R� 
quir�d
R� 
sour��s

Sour�� of
Funding

R�sult Indi� 
�tor (link�d to
th� m��s 
ur�/��tivity)

M.2.5.1.
Multis��t 
or�l Work 
ing Grou�

A.2.5.1.1.
Est�blish 
m�nt of �
N�tion�l
Pl�tform for
Multis��t 
or�l Coo��r 
�tion

MDT,
Priv�t�
S��tor,
Ch�m 
b�rs of
Com 
m�r��

1/2025 4/2027 5,535,000
MKD

Int�rn� 
tion�l As 
sist�n��

1. Im�rov�d
�oordin�tion
b�tw��n s�� 
tors – By 2027,
90% of us�rs
should r��ort
im�rov�d
�ommuni�� 
tion �nd �o 
o��r�tion
through th�
�l�tform.

М.2.5.1.
Multis��t 
or�l Work 
ing Grou�

A.2.5.1.2.
D�v�lo� 
m�nt �nd
Monitoring
of L�g�l
Fr�m�work:
L�g�l solu 
tions th�t
will f��ilit�t�
�ubli� 
�riv�t� ��rt 
n�rshi�s,
outsour�ing
�ontr��ts,
�nd su��ort
from busi 
n�ss �h�m 
b�rs

MDT,
Priv�t�
S��tor,
Ch�m 
b�rs of
Com 
m�r��

1/2025 4/2027 615.000 Int�rn� 
tion�l �s 
sist�n��

1In�r��s�d
l�g�l su��ort
for �ubli� 
�riv�t� ��rt 
n�rshi�s –
institutions
(in�luding
sub���ts using
th�s� m��h 
�nisms) to
r��ort th�t th�
l�g�l fr�m� 
work h�s f� 
�ilit�t�d th�
��rtn�rshi�.

М.2.5.1.
Multis��t 
or�l Work 
ing Grou�

A.2.5.1.3.
En�our 
�ging Out 
sour�ing
Solutions:
Cr��ting
�rogr�ms

MDT,
Priv�t�
S��tor,
Ch�m 
b�rs of
Com 
m�r��

1/2026 4/2027 0 No fin�n 
�i�l r� 
sour��s
n��d�d

1. In�r��s�d
us� of out 
sour�ing solu 
tions in �yb�r 
s��urity on �n
�nnu�l b�sis.
2. Im�rov�d
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ACTION PLAN (2025 2027) FOR THE IMPLEMENTATION OF THE 2025 2028 CYBERSECURITY
STRATEGY
PRIORITY AREA 2: S�curit� �nd R�sili�nc� �f
Ess�nti�l �nd Im��rt�nt Entiti�s, N�tw�rks, �nd
Inf�rm�ti�n �nd ��mmunic�ti�n S�st�ms

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

th�t will
�romot�
outsour�ing
in �yb�rs� 
�urity

�yb�rs��urity
through out 
sour�ing solu 
tions – R�du� 
tion in s��urity
in�id�nts �ft�r
th� introdu� 
tion of out 
sour�ing solu 
tions on �n
�nnu�l b�sis.

М.2.5.1.
Multis��t 
or�l Work 
ing Grou�

A.2.5.1.4.
Str�t�gi�
Pl�n for
Publi� 
Priv�t� P�rt 
n�rshi�s
(PPP)

MDT,
Priv�t�
S��tor,
Ch�m 
b�rs of
Com 
m�r��

1/2026 4/2027 615.000 Int�rn� 
tion�l As 
sist�n��

2. In�r��s�d
inv�stm�nt
through PPP
�ro���ts on �n
�nnu�l b�sis.
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ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028CYBERSECURITY STRATEGY

PRIORITY AREA 3: ��b�r R�sili�nt S�ci�t� ALIGNMENT TO THE NATIONAL DEVELOP 
MENT STRATEGY (2024 2044): Priority Ar�� 5:
“S��ur�, s�f� �nd r�sili�nt so�i�ty”

G�n�r�l Ob��ctiv�: �r��t� � c�b�rs�curit� r�sili�nt �nd
s�ci�t�

Eff��t Indi��tor: 	�rc�nt�g� �f incr��s�d �w�r� 
n�ss �nd b�h�vi�ur�l ch�ng� in s�ci�t� r�g�rding
c�b�rs�curit�, th� �r�t�cti�n �f childr�n �nd ��ung
����l� �n th� int�rn�t, �nd critic�l thinking c�nc�rn 
ing c�b�r risks �nd disinf�rm�ti�n.

S���ifi� Ob���tiv� 3.1: R�is� �w�r�n�ss on �yb�rs��ur 
ity �nd disinform�tion in �yb�rs����

Out�om� Indi��tor: 	�rc�nt�g� �f incr��s�d
�w�r�n�ss �nd und�rst�nding �f c�b�rs�curit� �nd
disinf�rm�ti�n in c�b�rs��c�, m��sur�d thr�ugh
ch�ng�s in b�h�vi�ur �nd kn�wl�dg� �f th� t�rg�t
gr�u�.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt
�r)

Pl�nn�
d �x 

��ution
d�t�

(qu�rt�
r)

Estim 
�t�d
R� 

quir�d
R� 

sour��
s

Sour��
of Fund 

ing

R�sult
Indi��tor
(link�d to
th� m��s 
ur�/��tiv 

ity)
M.3.1.1. Pl�n for
Im�roving G�n�r�l
Cyb�rs��urity
Aw�r�n�ss, In 
�luding �t L��st
th� N���ss�ry
M��sur�s

A.3.1.1.1. Pr� 
��r�tion �nd
Ado�tion of �
Pl�n for Im 
�roving G�n 
�r�l Cyb�rs� 
�urity Aw�r� 
n�ss, In�luding
�t L��st th�
N���ss�ry
M��sur�s

MDT,
ME,
Bur��u for
D�v�lo� 
m�nt of
Edu��tion,
C�nt�r for
th� D�v�l 
o�m�nt of
Vo��tion�l
Edu��tion,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of
So�i�ty,
MKD CIRT

1/202
6

4/2027 1.230.0
00

Int�rn� 
tion�l
Assist 
�n��

Ado�t�d
�l�n, r� 
vi�w�d
�nnu�lly.

M.3.1.1. Pl�n for
Im�roving G�n�r�l
Cyb�rs��urity
Aw�r�n�ss, In 
�luding �t L��st
th� N���ss�ry
M��sur�s

A.3.1.1.2. Im 
�l�m�nt�tion of
��m��igns,
�r��tion of �du 
��tion�l �on 
t�nt.

MDT,
ME,
Bur��u for
D�v�lo� 
m�nt of
Edu��tion,
C�nt�r for
th� D�v�l 
o�m�nt of
Vo��tion�l
Edu��tion,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of
So�i�ty,
MKD CIRT

1/202
6

4/2027
1,230,0
00

Int�rn� 
tion�l
Assist 
�n��

1. In 
�r��s�d
�ubli�
�w�r�n�ss
of �yb�r 
s��urity –
Mor� th�n
75% of
��m��ign
��rti 
�i��nts to
r��ort �
high�r
l�v�l of
�w�r�n�ss
(m��sur�d
through
surv�ys).

M.3.1.1. Pl�n for
im�roving th�
g�n�r�l l�v�l of
�yb�rs��urity
�w�r�n�ss, in 
�luding �t l��st

A.3.1.1.3. N� 
tion�l �l�tform
for �yb�rs��ur 
ity �du��tion

MDT,
ME,
Bur��u for
D�v�lo� 
m�nt of
Edu��tion,

1/202
5

4/2027
9,225,0
00

Int�rn� 
tion�l
Assist 
�n��

In�r��s�d
�yb�rs� 
�urity
�w�r�n�ss
�nd know 
l�dg� –
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th� n���ss�ry
m��sur�s

C�nt�r for
th� D�v�l 
o�m�nt of
Vo��tion�l
Edu��tion,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of
So�i�ty,
MKD CIRT

85% of
�l�tform
us�rs to
r��ort �
high�r
l�v�l of
�yb�rs� 
�urity
�w�r�n�ss
�nd know 
l�dg� �ft�r
�om�l�t 
ing tr�in 
ing �nd
�rogr�ms.

M.3.1.2. Pl�n for
im�roving �du�� 
tion in �rim�ry
�nd s��ond�ry
s�hools on �riti��l
thinking �nd �ro 
t��tion �g�inst
disinform�tion in
�yb�rs����

A.3.1.2.1. Pr� 
��r�tion �nd
�do�tion of �
Pl�n for im 
�roving th�
g�n�r�l l�v�l of
�yb�rs��urity
�w�r�n�ss,
in�luding �t
l��st th� n���s 
s�ry m��sur�s

Bur��u for
D�v�lo� 
m�nt of
Edu��tion,
MDT, ME,
C�nt�r for
th� D�v�l 
o�m�nt of
Vo��tion�l
Edu��tion,
Civil S��tor

1/202
6

4/2026 1.230.0
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

Ado�t�d
�l�n

M.3.1.2. Pl�n for
im�roving �du�� 
tion in �rim�ry
�nd s��ond�ry
s�hools on �riti��l
thinking �nd �ro 
t��tion �g�inst
disinform�tion in
�yb�rs����

A.3.1.2.2. Im 
�l�m�nt�tion of
th� ��tiviti�s
from th� �l�n

Bur��u for
D�v�lo� 
m�nt of
Edu��tion,
MDT, ME,
C�nt�r for
th� D�v�l 
o�m�nt of
Vo��tion�l
Edu��tion,
Civil S��tor

1/202
6

4/2027
12,300,
000

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

Im�l� 
m�nt�tion
of th� �l�n

M.3.1.2. Pl�n for
im�roving �du�� 
tion in �rim�ry
�nd s��ond�ry
s�hools on �riti��l
thinking �nd �ro 
t��tion �g�inst
disinform�tion in
�yb�rs����

A.3.1.2.3. R� 
vision �nd u� 
d�ting of th�
�l�n

Bur��u for
D�v�lo� 
m�nt of
Edu��tion
(BDE), Min 
istry of
Digit�l
Tr�nsform 
�tion
(MDT), Min 
istry of
Edu��tion
�nd S�i 
�n�� (ME),
C�nt�r for
th� D�v�l 
o�m�nt of
Vo��tion�l
Edu��tion
(CRVE),
N�tion�l
Coun�il for
Digit�l
Tr�nsform 

1/202
7

4/2027 615.000 Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

1.m�l� 
m�nt�tion
of th� r� 
�omm�nd 
�tions
from th�
r�vision
2.U�d�t�d
�l�n
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�tion of
So�i�ty
(NSDTS),
Civil S��tor

М. 3.1.3. R�is�
�w�r�n�ss �nd
�du��tion on �y 
b�rs��urity in
�rim�ry �nd s�� 
ond�ry �du��tion

A.3.1.3.1. In�or 
�or�tion of �y 
b�rs��urity
�on���ts �nd
th�m�ti� units
into th� �ur 
ri�ul� in
�rim�ry �nd
s��ond�ry �du 
��tion.

Bur��u for
D�v�lo� 
m�nt of
Edu��tion,
MDT, ME,
C�nt�r for
th� D�v�l 
o�m�nt of
Vo��tion�l
Edu��tion,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of
So�i�ty,
Civil S��tor

1/202
6

4/2026 3.382.5
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

1.P�r��nt 
�g� of �ur 
ri�ul� th�t
in�lud�
�yb�rs� 
�urity
2.D�v�l 
o�m�nt of
�urri�ul�
�nd �ro 
gr�ms for
�yb�rs� 
�urity
3.Numb�r
of stu 
d�nts ��r 
ti�i��ting
in �yb�r 
s��urity
tr�ining
�nd �ro 
gr�ms
4.Cr��tion
of l�ssons
on d�t�
�rot��tion
�nd �ri 
v��y
5.Ass�ss 
m�nt of
knowl�dg�
�nd �w�r� 
n�ss of
�yb�rs� 
�urity

М. 3.1.3. R�is�
�w�r�n�ss �nd
�du��tion on �y 
b�rs��urity in
�rim�ry �nd s�� 
ond�ry �du��tion

A.3.1.3.2. Edu 
��ting �nd
tr�ining t���h 
ing st�ff in
�rim�ry �nd
s��ond�ry
s�hools in th�
fi�ld of �yb�r 
s��urity �nd
�roviding �� 
�ro�ri�t� �nd
u� to d�t� m� 
t�ri�ls for stu 
d�nts.

Bur��u for
D�v�lo� 
m�nt of
Edu��tion,
MDT, ME,
C�nt�r for
th� D�v�l 
o�m�nt of
Vo��tion�l
Edu��tion,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of
So�i�ty,
Civil S��tor

1/202
6

4/2027 6,457,5
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

1.P�r��nt 
�g� of
t���h�rs
tr�in�d in
�yb�rs� 
�urity
St�rting
v�lu�: 0%
in 2025,
T�rg�t
v�lu�: 50%
in 2026,
Fin�l
v�lu�: 85%
in 2027.
2.P�r��nt 
�g� of
t���h�rs
who su� 
��ssfully
���ly �y 
b�rs��ur 
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ity in th�ir
t���hing
on �n �n 
nu�l b�sis.

М. 3.1.3. R�is�
�w�r�n�ss �nd
�du��tion on �y 
b�rs��urity in
�rim�ry �nd s�� 
ond�ry �du��tion

A.3.1.4.1. A� 
quiring know 
l�dg� �nd skills
in �yb�rs��ur 
ity �on���ts
through study
�rogr�ms �t
high�r �du�� 
tion institu 
tions.

Ag�n�y for
Qu�lity of
High�r
Edu��tion,
Univ�rsit 
i�s

1/202
6

4/2026 3.075.0
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

1.P�r��nt 
�g� of stu 
d�nts with
b�si� �nd
�dv�n��d
und�r 
st�nding
of �yb�r 
s��urity.
2.P�r��nt 
�g� of
gr�du�t�s
who st�rt
� ��r��r in
�yb�rs� 
�urity.
3.P�r��nt 
�g� of in 
stitutions
off�ring
���r�dit�d
�yb�rs� 
�urity �ro 
gr�ms.

M.3.1.5. R�ising
�w�r�n�ss �nd
�du��tion on �y 
b�rs��urity for
�m�loy��s in th�
�ubli� �nd �riv�t�
s��tors

A.3.1.5.1. Pro 
motion�l ��tiv 
iti�s

MDT,
MKD CIRT

1/202
5

4/2027 922.500
MKD

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

In�r��s�d
�yb�rs� 
�urity
�w�r�n�ss
– At l��st
80% of
��rti 
�i��nts in
th� ��m 
��igns
should
r��ort im 
�rov�d
�w�r�n�ss
�nd und�r 
st�nding
of �yb�r 
s��urity
on �n �n 
nu�l b�sis.
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M.3.1.5. R�ising
�w�r�n�ss �nd
�du��tion on �y 
b�rs��urity for
�m�loy��s in th�
�ubli� �nd �riv�t�
s��tors

А.3.1.5.2. U� 
d�t� of m�t�r 
i�ls

МДТ,
MKD CIRT

1/202
5

4/2027 922,500 Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

Com�li 
�n�� with
th� l�t�st
�yb�rs� 
�urity
st�nd�rds
on �n �n 
nu�l b�sis
– 100% of
u�d�t�d
m�t�ri�ls
should b�
�lign�d
with th�
l�t�st �y 
b�rs��ur 
ity �r�� 
ti��s.

M.3.1.6. M�nd�t 
ory �yb�rs��urity
tr�ining for �ll
�m�loy��s in th�
�ubli� s��tor.

A.3.1.6.1. Im 
�l�m�nting
m�nd�tory
tr�ining for �m 
�loy��s in th�
�ubli� s��tor

MDT,
AA,

1/202
5

4/2027 922,500 Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

Su���ss 
fully �om 
�l�t�d
tr�ining:
St�rting
v�lu� in
2025: 25%,
Tr�nsition
v�lu� in
2026: 50%,
Fin�l v�lu�
in 2027:
80%

M.3.1.6. M�nd�t 
ory �yb�rs��urity
tr�ining for �ll
�m�loy��s in th�
�ubli� s��tor.

A.3.1.6.2. D� 
v�lo�m�nt �nd
u�d�ting of
�yb�rs��urity
tr�ining for �m 
�loy��s in th�
�ubli� s��tor.

MDT,
AA, N� 
tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of
So�i�ty
, MKD CIRT

1/202
5

4/2027 922,500 Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

Su���ss 
fully �om 
�l�t�d
tr�ining:
Initi�l
v�lu� in
2025: 25%,
Tr�ns 
ition�l
v�lu� in
2026: 50%,
Fin�l v�lu�
in 2027:
80%.
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M.3.1.7. R�ising
�w�r�n�ss �nd
�du��tion on �y 
b�rs��urity for
�itiz�ns.

A.3.1.7.1. Cr� 
�tion of �ub 
li�ly �v�il�bl�
�ours�s, mul 
tim�di� ��m 
��igns, �nd
m�di� �ov�r�g�
for �yb�rs��ur 
ity for �itiz�ns.

MDT, MKD 
CIRT, Civil
S��tor

1/202
5

4/2027 1,845,0
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

In�r��s�d
�w�r�n�ss
of �yb�r 
s��urity
�mong
�itiz�ns –
Mor� th�n
70% of
�itiz�ns
who ��r 
ti�i��t�d
in th�
��m��igns
�nd
�ours�s to
r��ort in 
�r��s�d
�w�r�n�ss
of �yb�r 
s��urity
through
surv�ys.

M.3.1.8. Coordin 
�tion of ��tiviti�s
for th� d�v�lo� 
m�nt �nd im�l� 
m�nt�tion of �du 
��tion �nd tr�in 
ing �rogr�ms for
�yb�r �rof�ssion 
�ls

A.3.1.8.1. Co 
ordin�tion of
��tiviti�s for
th� d�v�lo� 
m�nt �nd im 
�l�m�nt�tion of
�du��tion �nd
tr�ining �ro 
gr�ms for �yb�r
�rof�ssion�ls

MES,
MDT, Uni 
v�rsiti�s

1/202
5

4/2027 0 No fin 
�n�i�l
r� 
sour��s
n��d�d

1.P�r��nt 
�g� of
su���ss of
th� tr�in 
ing b�s�d
on th�
numb�r of
��rtifi�d
�rof�s 
sion�ls.
2.L�v�l of
f��db��k
from th�
industry
on th�
qu�lity of
tr�in�d
�rof�s 
sion�ls.

M.3.1.9. D�v�lo� 
m�nt �nd �qui� 
�ing of th� Cyb�r 
s��urity �nd Di 
git�l For�nsi�s
Institut�

A.3.1.9.1 D� 
v�lo�m�nt �nd
im�l�m�nt�tion
of �du��tion
�nd tr�ining
�rogr�ms for
�yb�r �rof�s 
sion�ls

Milit�ry
A��d�my,
MDT, Min 
istry of
D�f�n��,
MoI, MKD 
CIRT, �nd
oth�r r�l 
�v�nt
st�k�hold 
�rs

1/202
5

4/2027 4,612,5
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

1.A��r�d 
it�d 2 (two)
s��ond 
�y�l� �ro 
gr�ms,
�nd 1
(on�) first 
�y�l� �ro 
gr�m
2.D�v�l 
o�m�nt of
�t l��st 10
�ours�s
3.Im�l� 
m�nt�tion
of �t l��st
3 s��ond 
�y�l� stud 
i�s during
th� ��riod
4.At l��st



37

6 �ours�s
�nnu�lly
5.Tr�ining
of �t l��st
30 �rof�s 
sion�ls
�nnu�lly

M.3.1.9. D�v�lo� 
m�nt �nd �qui� 
�ing of th� Cyb�r 
s��urity �nd Di 
git�l For�nsi�s
Institut�

A.3.1.9.2 Pro 
�ur�m�nt �nd
m�int�n�n�� of
�qui�m�nt,
s�rvi��s, �nd
�l�tforms for
tr�ining, �nd
oth�r �du�� 
tion�l li��ns�s.

Milit�ry
A��d�my,
MDT, Min 
istry of
D�f�n��,
MoI, MKD 
CIRT, �nd
oth�r r�l 
�v�nt
st�k�hold 
�rs

1/202
5

4/2027
5,842,5
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

R�n�w�l
�nd m�in 
t�n�n�� of
�qui�m�nt
to m��t
th� st�nd 
�rds for
d�liv�ring
���ro�ri 
�t� tr�in 
ing �nd
�du��tion
�t th�
high�st
l�v�l.

M.3.1.9. D�v�lo� 
m�nt �nd �qui� 
�ing of th� Cyb�r 
s��urity �nd Di 
git�l For�nsi�s
Institut�

A.3.1.9.3 Tr�in 
ing �nd li��ns 
ing of t���hing
st�ff

Milit�ry
A��d�my,
MDT, Min 
istry of
D�f�n��,
MoI, MKD 
CIRT, �nd
oth�r r�l 
�v�nt
st�k�hold 
�rs

1/202
5

4/2027 2,152,5
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

1.Fiv�
tr�inings
�ondu�t�d
�nnu�lly
2.D�v�l 
o�m�nt of
7 tr�in�rs
to b� ��r 
m�n�ntly
�m�loy�d,
�nd u� to
15 �xt�rn�l
tr�in�rs

M.3.1.9. D�v�lo� 
m�nt �nd �qui� 
�ing of th� Cyb�r 
s��urity �nd Di 
git�l For�nsi�s
Institut�

A.3.1.9.4 Or 
g�nizing �nd
��rti�i��ting in
�ro���ts, �on 
f�r�n��s, �x 
�r�is�s, �ro 
f�ssion�l d� 
b�t�s, �x��rt
m��tings, for 
ums, initi�tiv�s,
�t�.

Milit�ry
A��d�my,
MDT, Min 
istry of
D�f�n��,
MoI, MKD 
CIRT, �nd
oth�r r�l 
�v�nt
st�k�hold 
�rs

1/202
5

4/2027 2,460,0
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

1.On� �on 
f�r�n��
��r y��r
2.On� m� 
�or �x�r 
�is� dur 
ing th�
giv�n
��riod
3.Org�n 
iz�tion �nd
��rti�i� 
�tion in �t
l��st 2
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�rof�s 
sion�l d� 
b�t�s, �x 
��rt m��t 
ings, for 
ums, �nd
initi�tiv�s
�nnu�lly
4. Min 
imum of 5
�ro���ts
�om�l�t�d
during th�
giv�n
��riod
5.At l��st
20 �ub 
lish�d �� 
��rs �n 
nu�lly

М. 3.1.10. D�v�l 
o�m�nt �nd u� 
gr�ding of �xist 
ing institut�s/��n 
t�rs/l�bor�tori�s
for �yb�rs��urity
�nd digit�l
for�nsi�s �t r�l 
�v�nt M���doni�n
univ�rsiti�s.

A. 3.1.10.1 Pro 
�ur�m�nt of
�qui�m�nt,
softw�r�, soft 
w�r� li��ns�s,
�nd �du�� 
tion�l li��ns�s.

Univ�rsit 
i�s

1/202
5

4/2027 16,605,
000

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

1.P�r��nt 
�g� of
l�bor�t 
ori�s o� 
�r�ting
with th�
l�t�st
t��hnolo 
gi�s in
�yb�rs� 
�urity �nd
for�nsi�s.
2.Stud�nt
s�tisf�� 
tion �s 
s�ssm�nt
r�g�rding
r�sour��s
�nd infr� 
stru�tur�
in th�
l�bor�t 
ori�s3.P�r 
��nt�g� of
��tiviti�s
su��ort�d
by in 
dustry
��rtn�rs.

М. 3.1.10. D�v�l 
o�m�nt �nd u� 
gr�ding of �xist 
ing institut�s/��n 
t�rs/l�bor�tori�s
for �yb�rs��urity
�nd digit�l
for�nsi�s �t r�l 
�v�nt M���doni�n
univ�rsiti�s.

A. 3.1.10.2
Tr�ining �nd
��rtifi��tion of
�m�loy��s with
int�rn�tion�lly
r��ogniz�d ��r 
tifi��t�s in th�
fi�ld of �yb�r 
s��urity �nd
digit�l
for�nsi�s.

Univ�rsit 
i�s

1/202
5

4/2027 5,535,0
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

1.Ass�ss 
m�nt of
th� �ff��t 
iv�n�ss of
l�bor�t 
ori�s in
d�liv�ring
r�sults for
r�s��r�h
�ro���ts.
2.P�r��nt 
�g� of
l�bor�t 
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ori�s ��r 
ti�i��ting
in int�r 
n�tion�l
r�s��r�h
n�tworks.
3.Numb�r
of industry
or ��� 
d�mi�
�v�nts
org�niz�d
in th�
l�bor�t 
or 
i�s4.Su� 
��ss r�t�
of stu 
d�nts us 
ing l�bor 
�tory r� 
sour��s
for fin�l
�nd di� 
lom� �ro 
���ts.

M. 3.1.11. Continu 
ous im�rov�m�nt
of �xisting study
�rogr�ms �t �ll
�y�l�s of high�r
�du��tion r�l�t�d
to �yb�rs��urity,
�r��tion of n�w
on�s, �nd ���om 
��nying ��tiviti�s
r�l�t�d to �yb�r 
s��urity �nd stu 
d�nts.

A. 3.1.11.1.
Form�tion of
�rof�ssion�l
studi�s in �y 
b�rs��urity �nd
digit�l
for�nsi�s.

Univ�rsit 
i�s,
Ministry of
Edu��tion

1/202
6

4/2027 0 No fin 
�n�i�l
r� 
sour��s
n��d�d

1.Ev�lu 
�tion of
stud�nt
s�tisf�� 
tion with
�yb�rs� 
�urity
study �ro 
gr�ms.
2.P�r��nt 
�g� of
su���ssful
�ro���ts
�nd �om 
��titions
in th� fi�ld
of �yb�r 
s��urity.
3.Ev�lu 
�tion of
th� im 
�rov�m�nt
of t���h 
ing st�ff in
th� fi�ld of
�yb�rs� 
�urity.
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М. 3.1.11. Continu 
ous im�rov�m�nt
of �xisting study
�rogr�ms ��ross
�ll �y�l�s of
high�r �du��tion
r�l�t�d to �yb�r 
s��urity, �r��tion
of n�w �nd su� 
�orting ��tiviti�s
r�l�t�d to �yb�r 
s��urity �nd stu 
d�nts.

А.3.1.11.2.
Form�tion of
�ddition�l �ro 
f�ssion�l m�s 
t�r's �rogr�ms
in �yb�rs��ur 
ity, digit�l
for�nsi�s, �nd
�yb�r�rim�.

Univ�rsit 
i�s,
Ministry of
Edu��tion

1/202
6

4/2027 0 No fin 
�n�i�l
r� 
sour��s
n��d�d

1.Ass�ss 
m�nt of
stud�nt
s�tisf�� 
tion with
�yb�rs� 
�urity
study �ro 
gr�ms.
2.P�r��nt 
�g� of
su���ssful
�ro���ts
�nd �om 
��titions
in th� fi�ld
of �yb�r 
s��urity.
3.Ass�ss 
m�nt of
th� �d 
v�n��m�nt
of f��ulty
in th� fi�ld
of �yb�r 
s��urity.

M.3.1.11. Continu 
ous im�rov�m�nt
of �xisting study
�rogr�ms in �ll
�y�l�s of high�r
�du��tion r�l�t�d
to �yb�rs��urity,
�r��tion of n�w
�nd �om�l�m�nt 
�ry ��tiviti�s r� 
l�t�d to �yb�rs� 
�urity �nd stu 
d�nts.

A.3.1.11.3. En 
h�n��m�nt of
�xisting studi�s
in �ll �y�l�s
with to�i�s r� 
l�t�d to �yb�r 
s��urity

Univ�rsit 
i�s, Min 
istry of
Edu��tion,
MDT

1/202
5

4/2027 0 No fin 
�n�i�l
r� 
sour��s
n��d�d

1.Ass�ss 
m�nt of
stud�nt
s�tisf�� 
tion with
�yb�rs� 
�urity
study �ro 
gr�ms
2.P�r��nt 
�g� of
su���ssful
�ro���ts
�nd �om 
��titions
in th� fi�ld
of �yb�r 
s��urity
3.Ev�lu 
�tion of
f��ulty
�dv�n�� 
m�nt in
th� fi�ld of
�yb�rs� 
�urity.

M.3.1.11. Continu 
ous im�rov�m�nt
of �xisting study
�rogr�ms in �ll
�y�l�s of high�r
�du��tion r�l�t�d
to �yb�rs��urity,
�r��tion of n�w
�nd �om�l�m�nt 
�ry ��tiviti�s r� 

A.3.1.11.4. Im 
�rov�m�nt of
t��hni��l �� 
���iti�s for th�
im�l�m�nt�tion
of �du��tion�l
�rogr�ms for
�yb�rs��urity

Univ�rsit 
i�s, Min 
istry of
Edu��tion,
MDT

1/202
5

4/2027 7,380,0
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

P�r��nt 
�g� d� 
�r��s� in
in�id�nts
on �n �n 
nu�l b�sis
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l�t�d to �yb�rs� 
�urity �nd stu 
d�nts.

M.3.1.11. Continu 
ous im�rov�m�nt
of �xisting study
�rogr�ms in �ll
�y�l�s of high�r
�du��tion r�l�t�d
to �yb�rs��urity,
�r��tion of n�w
�nd �om�l�m�nt 
�ry ��tiviti�s r� 
l�t�d to �yb�rs� 
�urity �nd stu 
d�nts.

A.3.1.11.5. Or 
g�niz�tion of
n�tion�l h��k 
�thons/�om 
��titions for
stud�nts in
�yb�rs��urity

Univ�rsit 
i�s, Min 
istry of
Edu��tion,
MDT

1/202
5

4/2027 1,845,0
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

Numb�r of
org�niz�d
h��k� 
thons,
numb�r of
��rti 
�i��nts in
th� h��k 
�thons on
�n �nnu�l
b�sis.

M.3.1.11. Continu 
ous im�rov�m�nt
of �xisting study
�rogr�ms in �ll
�y�l�s of high�r
�du��tion r�l�t�d
to �yb�rs��urity,
�r��tion of n�w
�nd �om�l�m�nt 
�ry ��tiviti�s r� 
l�t�d to �yb�rs� 
�urity �nd stu 
d�nts.

A.3.1.11.6. D� 
v�lo�m�nt �nd
im�l�m�nt�tion
of �yb�rs��ur 
ity tr�ining, �s
w�ll �s r��og 
niz�d �rogr�ms
for th� �du�� 
tion of �yb�r 
s��urity �ro 
f�ssion�ls

Univ�rsit 
i�s, Min 
istry of
Edu��tion,
MDT

1/202
5

4/2027 5,535,0
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

Numb�r of
�ondu�t�d
tr�inings,
numb�r of
��rti 
�i��nts
�nnu�lly.

ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028 CYBERSECURITY STRATEGY

PRIORITY AREA 3: Cyb�r r�sili�nt so 
�i�ty

ALIGNMENT TO THE NATIONAL DEVELOPMENT STRATEGY
(2024 2044): Priority Ar�� 5: “S��ur�, s�f� �nd r�sili�nt so�i 
�ty”

G�n�r�l �b��ctiv�: �r��t� � c�b�rs�curit� 
�w�r� �nd r�sili�nt s�ci�t�

Eff��t indi��tor: 	�rc�nt�g� �f incr��s�d �w�r�n�ss �nd b�h� 
vi�r�l ch�ng� in s�ci�t� r�g�rding c�b�rs�curit�, �r�t�cti�n �f chil 
dr�n �nd ��uth �n th� int�rn�t, �nd critic�l thinking �b�ut c�b�r
risks �nd disinf�rm�ti�n.

S���ifi� ob���tiv� 3.2: Prot��tion of �hil 
dr�n �nd youth onlin�

Out�om� indi��tor: 	�rc�nt�g� �f childr�n �nd ��uth �r�t�ct�d
fr�m �nlin� risks �nd tr�in�d t� r�c�gniz� �nd �v�id ��t�nti�l in 
t�rn�t thr��ts.

M��sur�s A�tiv 
iti�s

L��d 
ing

Sub 
���ts
�nd

oth�r
Sub 
���ts

St�rt
d�t�

(qu�rt�r)

Pl�nn�d �x� 
�ution d�t�
(qu�rt�r)

Estim 
�t�d
R� 

quir�d
R� 

sour��
s

Sour��
of Fund 

ing

R�sult Indi��tor
(link�d to th�

m��sur�/��tiv 
ity)
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М.3.2.1. Pl�n
for �rot�� 
tion of �hil 
dr�n �nd
youth onlin�

A.3.2.1.
1 D� 
v�lo� 
m�nt,
�do� 
tion,
im�l� 
m�nt 
�tion,
mon 
itoring,
�nd
r�vi 
sion of
th�
�l�n.

MDT,
Civil
S��tor

1/2025 4/2027 3,075,0
00

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

1. Im�rov�d
�w�r�n�ss �nd
knowl�dg� du�
to th� str�t�gy –
At l��st 80% of
th� �ff��t�d
grou�s (�it 
iz�ns, s�hools,
�m�loy��s in
th� �ubli� s�� 
tor) should r� 
�ort in�r��s�d
knowl�dg�
�bout �yb�rs� 
�urity �nd in 
t�rn�t risks.

M.3.2.2.
M��h�nisms
for r��orting
�nd monit 
oring onlin�
�rim�s
�g�inst �hil 
dr�n.

A.3.2.2.
1. In 
trodu� 
tion
�nd
�romo 
tion of
r��ort 
ing
m��h 
�n 
isms.

MoI,
MDT,
MKD 
CIRT,
Civil
s��tor

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d.

1.	�rc�nt�g� �f
r���rts th�t l��d
t� th� initi�ti�n �f
�n inv�stig�ti�n.
2. 	�rc�nt�g� �f
c�s�s th�t r�sult
in fin�l �udg 
m�nts.
3. Ev�lu�ti�n �f
th� �ff�ctiv�n�ss
�f th� r���rting
�l�tf�rm.
4.Numb�r �f r� 
��rt�d c�s�s b�
t���s �f �nlin�
crim� (s�xu�l
�x�l�it�ti�n, m� 
ni�ul�ti�n, tr�f 
ficking, �tc.).

M.3.2.3. MDT
initi�tiv� with
int�rn�t �ro 
vid�rs for th�
�romotion of
filt�rs to
blo�k h�rm 
ful �ont�nt
for �hildr�n.

A.3.2.3.
1. Col 
l�bor 
�tion
b�tw��
n MDT
�nd
Int�rn�t
�ro 
vid�rs.

MoI,
MDT,
MKD 
CIRT,
Int�rn�t
Pro 
vid�rs

1/2026 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d.

1.R�du�tion of
����ss to h�rm 
ful �ont�nt for
�hildr�n – 50%
r�du�tion in
����ss to h�rm 
ful �ont�nt for
�hildr�n within
th� first y��r of
introdu�ing fil 
t�rs, b�s�d on
blo�king st�t 
isti�s.
2.In�r��s�d us�
of �rot��tiv�
filt�rs by f�m 
ili�s – 80% of
��r�nts with
int�rn�t ����ss
to us� filt�rs to
blo�k h�rmful
�ont�nt for �hil 
dr�n.
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M.3.2.4.
Tools for
��r�nt�l �on 
trol �nd s�f�
int�rn�t
browsing for
young�r
us�rs.

А.3.2.4.
1 Col 
l�bor 
�tion
b�tw��
n MDT
�nd
Int�rn�t
�ro 
vid�rs.

MDT,
MKD 
CIRT,
Int�rn�t
Pro 
vid�rs,
Civil
s��tor

1/2026 4/2027 4,305,0
00

Int�rn� 
tion�l
�ssist 
�n��

1.In�r��s�d �ro 
t��tion for �hil 
dr�n during in 
t�rn�t browsing
– 50% r�du�tion
in �x�osur� to
h�rmful �ont�nt
for young�r
us�rs within th�
first y��r �ft�r
th� im�l�m�nt 
�tion of th�
tools, b�s�d on
tool st�tisti�s.

M.3.2.5. N� 
tion�l C�nt�r
for � S�f�r
Int�rn�t MK 
S�f�N�t

А.3.2.5.
1. Es 
t�blish 
m�nt of
MK 
S�f�N�
t

MDT,
Civil
s��tor

1/2025 4/2027 17.183.
961

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

1.P�r��nt�g� of
us�rs r���iving
f�st �nd �ff��t 
iv� �ssist�n��
2.Numb�r of
�ublish�d �du 
��tion�l r� 
sour��s (vid�os,
�rti�l�s, guid�s)
3.P�r��nt�g� of
��tiv� us�rs of
s��urity tools
�nd r�sour��s
4.Us�r s�tisf�� 
tion l�v�l with
MKS�f�N�t s�r 
vi��s

ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028 CYBERSECURITY STRATEGY

PRIORITY AREA 4: Minimizing th� Im���t of
Cyb�r In�id�nts

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 2044): Priority Ar�� 5: “S��ur�, s�f�
�nd r�sili�nt so�i�ty”

G�n�r�l Ob���tiv�: Ensur� tim�ly �nd �o 
ordin�t�d r�s�ons� to �yb�r in�id�nts �nd
�ris�s

Eff��t Indi��tor: 	�rc�nt�g� r�ducti�n in th� numb�r �f
c�b�r incid�nts �ff�cting critic�l infr�structur� �nd k�� s�r 
vic�s f�ll�wing th� im�l�m�nt�ti�n �f risk m�n�g�m�nt
m��sur�s �nd c��rdin�ti�n.

S���ifi� Ob���tiv� 4.1: Tim�ly id�ntifi��tion,
r��orting, �nd ���ro�ri�t� r�s�ons� to �y 
b�r�tt��ks �nd signifi��nt in�id�nts r�l�t�d
to �yb�rs����.

Out�om� Indi��tor: 	�rc�nt�g� �f �ff�ct�d �ntiti�s (g�v 
�rnm�nt�l �nd �riv�t�) r�gul�rl� r���rting c�b�r incid�nts t�
th� N�ti�n�l �SIRT �nd �th�r r�l�v�nt �uth�riti�s.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�r
)

Pl�nn�
d �x 

��ution
d�t�

(qu�rt�
r)

L��ding
Sub 
���ts
�nd
oth�r
Sub 
���ts

St�rt d�t�
(qu�rt�r)

R�sult Indi��tor
(link�d to th�
m��sur�/��tivity)

M.4.1.1.
Monitoring
of n�t 
works �nd
inform� 
tion sys 

A.4.1.1.1.
Syst�m for
monitoring,
d�t��tion,
�nd r� 
s�ons� to

MKD 
CIRT

1/2025 4/2027 64,575,0
00 MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

Numb�r of or 
g�niz�tions/�n 
titi�s �onn��t�d
to th� syst�m (10
��r y��r)
Initi�l v�lu�
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t�ms of
�riti��l �nd
im�ort�nt
�ntiti�s by
MKD CIRT
�nd th�
Gov�rn 
m�nt
CSIRT for
gov�rn 
m�nt n�t 
works �nd
syst�ms

�yb�r�t 
t��ks �nd
in�id�nts on
infr�stru� 
tur� �nd
�nd�oints
of �riti��l
�nd im�ort 
�nt �ntiti�s
by MKD 
CIRT.

(2025): 10 org�n 
iz�tions
Tr�nsition v�lu�
�ft�r 1 y��r
(2026): 20 org�n 
iz�tions
Fin�l v�lu� �ft�r
3 y��rs (2027):
40 org�niz�tions

A.4.1.1.2.
Syst�m for
monitoring
gov�rnm�nt
n�tworks,
syst�ms,
�nd �nd 
�oints by
th� Gov�rn 
m�nt CSIRT

MKD 
CIRT

1/2026 4/2027 30,750,0
00 MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

Im�l�m�nt�tion
tim� for th� mon 
itoring syst�m:
12 months
Indi��tor: P�r 
��nt�g� of gov 
�rnm�nt n�t 
works �ov�r�d
(100% by th� fifth
y��r).

M.4.1.2.
Syst�m for
�oo��r� 
tion �nd
inform� 
tion �x 
�h�ng�,
su��ort for
r�s�ons�
�nd �o 
ordin�tion
in h�ndling
in�id�nts

A.4.1.2.1.
D�v�lo� 
m�nt �nd
im�l�m�nt 
�tion of sys 
t�ms �nd
s�rvi��s for
th� �x 
�h�ng� �nd
sh�ring of
inform�tion,
knowl�dg�,
�nd �x��r 
i�n��s
b�tw��n th�
�ubli�,
�riv�t�, �nd
d�f�n�� 
s��urity
s��tors in
th� fi�ld of
�yb�rs��ur 
ity, �im�d �t
�rot��ting
�riti��l ICT
syst�ms
�nd s�r 
vi��s.

MKD 
CIRT
MDT, Min 
istry of
D�f�n��,
MoI, Min 
istry of
For�ign
Aff�irs
�nd For 
�ign
Tr�d�
, oth�r
st�k� 
hold�rs

1/2025 4/2027 11,070,0
00 MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

O��r�tion�l sys 
t�m in 2025
M��sur�m�nt:
Syst�m u�tim�
with � t�rg�t of
99.99% �v�il�b 
ility on �n �nnu�l
b�sis.

M.4.1.3.
Est�blish 
m�nt of �
singl�
�oint for
r��orting
in�id�nts
�nd �yb�r 
�rim�, �nd
furth�r
�oo��r� 
tion
b�tw��n
th� N� 
tion�l
CSIRT �nd

A.4.1.3.1.
M�mor 
�ndum of
Coo��r�tion
b�tw��n th�
Ministry of
Int�rior
(MVR),
MKD CIRT,
�nd Gov 
�rnm�nt
CSIRT

MKD 
CIRT,
MDT,
MoI

1/2025 4/2025 0 No fin 
�n�i�l
r�sour��s
r�quir�d

A m�mor�ndum
of �oo��r�tion
sign�d b�tw��n
th� Ministry of
Int�rior, MKD 
CIRT, �nd th�
Gov�rnm�nt
CSIRT, whi�h
in�lud�s d�fin�d
oblig�tions �nd
�ro��dur�s for
�oordin�tion �nd
inform�tion �x 
�h�ng� in m�n 
�ging �yb�r in 
�id�nts.
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th� Min 
istry of
Int�rior,
Com�ut�r
Crim� D� 
��rtm�nt.

A.4.1.3.2
D�v�lo� 
m�nt �nd
Ado�tion of
� Coo��r 
�tion Pro 
��dur�

MKD 
CIRT,
MDT,
MoI

1/2025 4/2025 0 No fin 
�n�i�l
r�sour��s
r�quir�d

D�v�lo�m�nt
within 3 months

А.4.1.3.3
Working
Grou�

MKD 
CIRT,
MDT,
MoI

1/2025 4/2026 0 No fin 
�n�i�l
r�sour��s
r�quir�d

A working grou�
for �oo��r�tion
b�tw��n th� Min 
istry of Int�rior
(MVR), MKD 
CIRT, �nd Gov 
�rnm�nt CSIRT
h�s b��n form�d
�nd is o��r� 
tion�l. This
grou� m��ts
r�gul�rly �nd
h�s d�fin�d �ro 
��dur�s for �o 
ordin�tion �nd
r�s�ons� to �y 
b�r in�id�nts.

А.4.1.3.4.
Promotion
of r��orting
�nd �om 
muni��tion
�h�nn�ls.

MKD 
CIRT,
MDT,
MoI

1/2025 4/2027 8,610,00
0 MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

Th� initi�l v�lu�
in 2025 is thr��
�romotions ��r
y��r to l�un�h �
��m��ign for
r��orting in�id 
�nts. Th� tr�ns 
ition�l v�lu� from
2026 onw�rd is
fiv� �romotions
��r y��r to in 
�r��s� �w�r� 
n�ss. Th� fin�l
v�lu� in 2027 is
s�v�n �romo 
tions ��r y��r to
��hi�v� high
�w�r�n�ss �nd
��rti�i��tion in
in�id�nt r��ort 
ing.

M.4.1.4.
N�tion�l
��t�gor 
iz�tion �nd
�l�ssifi� 
�tion of
�yb�r in 
�id�nts
�nd �t 
t��ks, �nd
�rioritiz 
�tion in
th�ir r�s 
olution.

A.4.1.4.1.
Pr���r�tion
�nd �do� 
tion of �
�ro�os�l for
th� ��t�gor 
iz�tion �nd
�l�ssifi� 
�tion of �y 
b�r in�id 
�nts, with
d�v�lo��d
�ro��dur�s
for initi 
�tion, �o 
ordin�tion,
�nd h�nd 
ling of dif 
f�r�nt ��t 
�gori�s of
in�id�nts.

MKD 
CIRT,
MDT

1/2025 4/2026 922.500
MKD

Int�rn� 
tion�l
�ssist 
�n��

Th� initi�l v�lu�
in 2025 is 0%, �s
th� �ro���t b� 
gins �nd th�
�ommuni��tion
�nd �oo��r�tion
�l�n is in th�
d�sign �h�s�.
Aft�r thr��
months, 70% of
th� �l�n is �x 
���t�d to b� �r� 
��r�d, with �ro 
gr�ss in d�fining
k�y �ommuni� 
�tion str�t�gi�s
�nd �oll�bor� 
tions. By 2026,
th� fin�l v�lu�
should r���h
90%, with �
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l�rg�ly �om 
�l�t�d �ommu 
ni��tion �nd �o 
o��r�tion �l�n,
though som�
d�t�ils m�y still
n��d fin�liz�tion.

A.4.1.4.2.
Worksho�s
�nd �x�r 
�is�s for
�du��ting
involv�d
st�k�hold 
�rs.

MKD 
CIRT,
MDT,

1/2025 4/2027 369,000
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

Numb�r of �on 
du�t�d work 
sho�s �nd �x 
�r�is�s. Th� ini 
ti�l v�lu� for
2025 is four
worksho�s ��r
y��r to initi�t�
org�niz�tion.
Th� tr�nsition�l
v�lu� for 2026 is
six worksho�s
�nnu�lly, in 
volving r�l�v�nt
institutions �nd
�riv�t� ��rtn�rs.
Th� fin�l v�lu�
for 2027 is �ight
worksho�s ��r
y��r, with �x��n 
d�d ��rti�i��tion
�nd �dv�n��d
to�i�s.
P�r��nt�g� of
�m�loy��s �om 
�l�ting th� tr�in 
ing. Th� initi�l
v�lu� for 2025 is
60% of �m�loy 
��s st�rting th�
tr�ining. Th�
tr�nsition�l v�lu�
for 2026 is 80%
of �m�loy��s
�om�l�ting th�
tr�ining. Th�
fin�l v�lu� for
2027 is 85% of
�m�loy��s �om 
�l�ting th� tr�in 
ing with � high
l�v�l of know 
l�dg�.
Onlin� work 
sho�s for �du 
��ting st�k�hold 
�rs �nd �x�r 
�is�s. Th� initi�l
v�lu� for 2025 is
on� onlin� work 
sho� org�niz�d.
Th� tr�nsition�l
v�lu� for 2026 is
two onlin� work 
sho�s �nnu�lly
for st�k�hold�r
�du��tion, with
th� �romotion of
in�id�nt r��ort 
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ing �h�nn�ls.
Th� fin�l v�lu�
for 2027 is four
onlin� work 
sho�s ��r y��r,
�romoting th�
�ntir� in�id�nt
r��orting �ro 
��ss �nd th� us�
of r��orting
forms.

М.4.1.5.
Su��ort for
th� �st�b 
lishm�nt of
w�ll 
�qui���d,
st�ff�d,
�nd o��r 
�tion�l
CSIRT
t��ms in
highly �rit 
i��l s�� 
tors �nd
oth�r �rit 
i��l s�� 
tors.

А.4.1.5.1.
Worksho�s
for �st�b 
lishing
CSIRT,
SOC, �nd
ISAC fun� 
tions.

MKD 
CIRT,
MDT

1/2025 4/2026 1.845.00
0 MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

Initi�l V�lu�
(2025): Su���ss 
fully �ondu�t�d
on� worksho�
on �st�blishing
CSIRT (Com 
�ut�r S��urity
In�id�nt R� 
s�ons� T��m),
SOC (S��urity
O��r�tions C�n 
t�r), �nd ISAC
(Inform�tion
Sh�ring �nd
An�lysis C�nt�r)
fun�tions �s �n
initi�l st�� for
�����ity building
�nd �r���r�tion.
Tr�nsition�l
V�lu� (2025 
2026): Two work 
sho�s.
Fin�l V�lu�
(2026): Thr��
worksho�s.

А.4.1.5.2.
Tr�ining for
CIRT t��ms

MKD 
CIRT,
MDT

1/2025 4/2026 0 No fin 
�n�i�l
r�sour��s
r�quir�d

Th� initi�l v�lu�
for 2025 in�lud�s
th� org�niz�tion
of on� tr�ining
s�ssion for
CSIRT t��ms,
with �t l��st 60%
of ��rti�i��nts
su���ssfully
�om�l�ting th�
�rogr�m �nd
obt�ining ��r 
tifi��tion in �y 
b�r in�id�nt r� 
s�ons�.
Th� tr�nsition�l
v�lu� for 2025 
2026 �nt�ils th�
org�niz�tion of
two tr�ining s�s 
sions ��r y��r,
with 70% of ��r 
ti�i��nts su� 
��ssfully �om 
�l�ting th� �ro 
gr�m �nd ��rn 
ing ��rtifi��tion,
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th�r�by in�r��s 
ing t��m �r� 
��r�dn�ss.
Th� fin�l v�lu�
for 2026 involv�s
th� org�niz�tion
of thr�� tr�ining
s�ssions ��r
y��r, with 80% of
��rti�i��nts su� 
��ssfully �om 
�l�ting th� �ro 
gr�m �nd obt�in 
ing ��rtifi��tion
in �yb�r in�id�nt
r�s�ons�, �nsur 
ing �nh�n��d
r��din�ss �nd
�ffi�i�n�y of
t��ms in h�nd 
ling �yb�r in�id 
�nts.

M.4.1.6.
St�nd�rd 
iz�d o��r 
�tion�l
�ro��d 
ur�s, rul�s,
�nd oblig 
�tions for
�oo��r� 
tion �nd
inform� 
tion �x 
�h�ng�,
su��ort in
r�s�ons�,
�nd �o 
ordin�tion
in h�ndling
in�id�nts
b�tw��n
th� N� 
tion�l
CSIRT
t��m, th�
Gov�rn 
m�nt
CSIRT,
s��tor�l
CSIRT
t��ms, �nd
oth�r r�l 
�v�nt
st�k�hold 
�rs

A.4.1.6.1.
D�v�lo� 
m�nt of �ro 
��dur�s �nd
rul�s for
�oo��r�tion
�nd inform 
�tion �x 
�h�ng�,
su��ort in
r�s�ons�,
�nd �o 
ordin�tion
in h�ndling
in�id�nts
b�tw��n th�
N�tion�l
CSIRT t��m,
th� Gov�rn 
m�nt CSIRT
t��m, s�� 
tor�l CSIRT
t��ms, �nd
oth�r r�l 
�v�nt st�k� 
hold�rs.

MKD 
CIRT,
MDT,
Ess�nti�l
�nd Im 
�ort�nt
Entiti�s

1/2025 4/2026 1.230.00
0 MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

Form�l �do�tion
of th� �ro��dur�
�nd rul�s by th�
N�tion�l CSIRT
t��m �nd s�� 
tor�l CSIRT
t��ms – Ado� 
tion of th� �ro 
��dur� within six
months.
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M.4.1.7.
M��h�n 
isms for
d�t��tion
�nd r� 
s�ons� to
�yb�r�t 
t��ks �nd
in�id�nts
in org�n 
iz�tions –
�ss�nti�l
�nd im 
�ort�nt
�ntiti�s

A.4.1.7.1.
Tr�ining for
�st�blishing
m��h�n 
isms for
d�t��tion
�nd r� 
s�ons� to
�yb�r�t 
t��ks �nd
in�id�nts in
�ss�nti�l
�nd im�ort 
�nt �ntiti�s.

MKD 
CIRT,
MDT,
Ess�nti�l
�nd Im 
�ort�nt
Entiti�s

1/2025 4/2027 1,845,00
0 MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

Initi�l v�lu�
(2025): 10 org�n 
iz�tions/�ntiti�s
�onn��t�d to th�
monitoring sys 
t�ms of MKD 
CIRT �nd th�
Gov�rnm�nt
CSIRT.
Tr�nsition�l
v�lu� (2026): 20
org�niz� 
tions/�ntiti�s
�onn��t�d, with
th� �ontinu�d
�ro��ss of in 
�luding n�w �n 
titi�s into th�
monitoring sys 
t�m.
Fin�l v�lu�
(2027): 40 org�n 
iz�tions/�ntiti�s
�onn��t�d to th�
monitoring sys 
t�ms of MKD 
CIRT �nd Gov 
�rnm�nt CSIRT,
with full �ro 
gr�ss ��hi�v�d
in �nsuring s� 
�urity �nd �o 
o��r�tion in th�
fi�ld of �yb�r 
s��urity.

А. 4.1.7.2.
R��orting
�nd inform 
�tion sh�r 
ing

MKD 
CIRT,
MDT

1/2026 4/2027 0 No fin 
�n�i�l
r�sour��s
r�quir�d

Pr���r�tion of
str�t�gi� �nd
t��ti��l inform 
�tion �nd r��orts
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M.4.1.8.
R��id R� 
s�ons�
T��ms for
Cyb�r At 
t��ks �nd
In�id�nts
of N�tion�l
Im�ort�n��

A.4.1.8.1.
Est�blish 
m�nt of
R��id R� 
s�ons�
T��ms for
Cyb�r At 
t��ks �nd
In�id�nts

MKD 
CIRT,
MDT

1/2025 4/2026 0 No fin 
�n�i�l
r�sour��s
r�quir�d

Numb�r of r� 
�ort�d �yb�r
in�id�nts. Num 
b�r of r��id r� 
s�ons�s to in 
�id�nts.

А.4.1.8.2
Qui�k r� 
s�ons� to
in�id�nts

MKD 
CIRT,
MDT

1/2025 4/2027 46,125,0
00 MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

A�hi�ving r��id
r�s�ons� by
m��suring th�
r�s�ons� tim�
with 1 hour dis 
t�n�� �nd 3
hours on sit�.

М. 4.1.9.
N�tion�l
r�gist�r of
� y b � r  r � 
sour��s

А.4.1.9.1
Est�blish 
ing � N� 
tion�l R� 
gist�r of
Cyb� r  R� 
sour��s

MDT,
MKD 
CIRT

1/2026 4/2027 10,455,0
00
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

1.Tim� for �st�b 
lishing th� r� 
gist�r – Th� n� 
tion�l r�gist�r
should b� �st�b 
lish�d �nd fun� 
tion�l within 12
months.
2.P�r��nt�g� of
�yb�r r�sour��s
(��rsonn�l,
�qui�m�nt, s�r 
vi��s...) �nt�r�d
in th� r�gist�r –
80% of �riti��l
�yb�r r�sour��s
�t th� n�tion�l
l�v�l should b�
r�gist�r�d �nd
do�um�nt�d
within th� first 12
months.
 Numb�r of
institutions us 
ing �nd u�d�ting
d�t� in th� r� 
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ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028 CYBERSECURITY STRATEGY

PRIORITY AREA 4: Minimizing th� Im���t of
Cyb�r In�id�nts in Cyb�rs����

ALIGNMENT WITH THE NATIONAL DEVELOPMENT
STRATEGY: "A S��ur�, S�f�, �nd R�sili�nt So�i�ty"

GENERAL OBJECTIVE: Ensur� tim�ly �nd
�oordin�t�d r�s�ons� to �yb�r in�id�nts �nd
�ris�s

Eff��t Indi��tor: 	�rc�nt�g� d�cr��s� in th� numb�r �f
c�b�r incid�nts �ff�cting critic�l infr�structur� �nd k�� s�r 
vic�s �ft�r th� im�l�m�nt�ti�n �f risk m�n�g�m�nt �nd
c��rdin�ti�n m��sur�s.

S���ifi� ob���tiv� 4.2: Tim�ly �nd ���ro�ri�t�
h�ndling of l�rg� s��l� in�id�nts �nd �ris�s

Out�om� Indi��tor: 	�rc�nt�g� �f �ff�ct�d �ntiti�s (g�v 
�rnm�nt�l �nd �riv�t�) th�t r�gul�rl� r���rt incid�nts �f
signific�nt sc��� �nd cris�s t� th� N�ti�n�l �SIRT �nd
�th�r r�l�v�nt �uth�riti�s, �n�bling tim�l� �nd �ff�ctiv�
m�n�g�m�nt �nd c��rdin�ti�n in r�s��nding t� such in 
cid�nts.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�
r)

Pl�nn�
d �x 

��ution
d�t�

(qu�rt�
r)

L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt d�t�
(qu�rt�r)

R�sult Indi� 
�tor (link�d
to th� m��s 
ur�/��tivity)

M.4.2.1.
MDT �s
th� Co 
ordin�ting
�nd M�n 
�ging
Body for
L�rg� 
S��l� In 
�id�nts
�nd
Cris�s

A.4.2.1.1.
Id�ntifi�� 
tion of MDT
�s th� Co 
ordin�ting
�nd M�n 
�ging Body
for L�rg� 
S��l� In�id 
�nts �nd
Cris�s
through th�
Cyb�rs��ur 
ity L�w

MDT,
N�tion�l
Coun�il for
Digit�l
Tr�nsform 
�tion of
So�i�ty,
Ministry of
D�f�n��,
MKD CIRT

1/2026 4/2027 2,460,000
MKD

Int�rn� 
tion�l
�ssist 
�n��

1.Tim� for
Form�l Id�n 
tifi��tion of
MDT
St�rting
V�lu� (2026):
MDT initi�t�s
th� �ro��ss
of form�l
id�ntifi��tion
through th�
Cyb�rs��ur 
ity L�w.
Tr�nsition�l
V�lu� (2026 
2027): Six
months �ft�r
th� initi�tion
of th� �ro 
��ss, MDT is
id�ntifi�d �s
th� body r� 
s�onsibl� for
�oordin�ting

gist�r – 100% of
r�l�v�nt gov�rn 
m�nt institutions
�nd �riv�t� ��rt 
n�rs should us�
�nd u�d�t� th�
r�gist�r on �
r�gul�r b�sis
within thr��
y��rs of its �v�il 
�bility.
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ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028 CYBERSECURITY STRATEGY

PRIORITY AREA 4: Minimizing th� Im���t of
Cyb�r In�id�nts in Cyb�rs����

ALIGNMENT WITH THE NATIONAL DEVELOPMENT
STRATEGY: "A S��ur�, S�f�, �nd R�sili�nt So�i�ty"

GENERAL OBJECTIVE: Ensur� tim�ly �nd
�oordin�t�d r�s�ons� to �yb�r in�id�nts �nd
�ris�s

Eff��t Indi��tor: 	�rc�nt�g� d�cr��s� in th� numb�r �f
c�b�r incid�nts �ff�cting critic�l infr�structur� �nd k�� s�r 
vic�s �ft�r th� im�l�m�nt�ti�n �f risk m�n�g�m�nt �nd
c��rdin�ti�n m��sur�s.

S���ifi� ob���tiv� 4.2: Tim�ly �nd ���ro�ri�t�
h�ndling of l�rg� s��l� in�id�nts �nd �ris�s

Out�om� Indi��tor: 	�rc�nt�g� �f �ff�ct�d �ntiti�s (g�v 
�rnm�nt�l �nd �riv�t�) th�t r�gul�rl� r���rt incid�nts �f
signific�nt sc��� �nd cris�s t� th� N�ti�n�l �SIRT �nd
�th�r r�l�v�nt �uth�riti�s, �n�bling tim�l� �nd �ff�ctiv�
m�n�g�m�nt �nd c��rdin�ti�n in r�s��nding t� such in 
cid�nts.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�
r)

Pl�nn�
d �x 

��ution
d�t�

(qu�rt�
r)

L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt d�t�
(qu�rt�r)

R�sult Indi� 
�tor (link�d
to th� m��s 
ur�/��tivity)

�nd m�n 
�ging in�id 
�nts �nd
�ris�s.
Fin�l V�lu�
(2027): MDT
is fully form 
�lly id�ntifi�d
through th�
Cyb�rs��ur 
ity L�w �nd
b�gins th�
im�l�m�nt 
�tion of its
rol�.
2.P�r��nt�g�
of Com�li 
�n�� with
L�g�l R� 
quir�m�nts
St�rting
V�lu� (2026):
50% �om�li 
�n�� with
l�g�l �nd
r�gul�tory
r�quir�m�nts
for d�fining
MDT's rol�.
Tr�nsition�l
V�lu� (E�rly
2027): 80%
�om�li�n��
with �ll l�g�l
�nd r�gul�t 
ory r�quir� 
m�nts.
Fin�l V�lu�
(End of 2027):
100% �om 
�li�n�� with
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ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028 CYBERSECURITY STRATEGY

PRIORITY AREA 4: Minimizing th� Im���t of
Cyb�r In�id�nts in Cyb�rs����

ALIGNMENT WITH THE NATIONAL DEVELOPMENT
STRATEGY: "A S��ur�, S�f�, �nd R�sili�nt So�i�ty"

GENERAL OBJECTIVE: Ensur� tim�ly �nd
�oordin�t�d r�s�ons� to �yb�r in�id�nts �nd
�ris�s

Eff��t Indi��tor: 	�rc�nt�g� d�cr��s� in th� numb�r �f
c�b�r incid�nts �ff�cting critic�l infr�structur� �nd k�� s�r 
vic�s �ft�r th� im�l�m�nt�ti�n �f risk m�n�g�m�nt �nd
c��rdin�ti�n m��sur�s.

S���ifi� ob���tiv� 4.2: Tim�ly �nd ���ro�ri�t�
h�ndling of l�rg� s��l� in�id�nts �nd �ris�s

Out�om� Indi��tor: 	�rc�nt�g� �f �ff�ct�d �ntiti�s (g�v 
�rnm�nt�l �nd �riv�t�) th�t r�gul�rl� r���rt incid�nts �f
signific�nt sc��� �nd cris�s t� th� N�ti�n�l �SIRT �nd
�th�r r�l�v�nt �uth�riti�s, �n�bling tim�l� �nd �ff�ctiv�
m�n�g�m�nt �nd c��rdin�ti�n in r�s��nding t� such in 
cid�nts.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�
r)

Pl�nn�
d �x 

��ution
d�t�

(qu�rt�
r)

L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt d�t�
(qu�rt�r)

R�sult Indi� 
�tor (link�d
to th� m��s 
ur�/��tivity)

l�g�l �nd
r�gul�tory
r�quir�m�nts
for d�fining
MDT's rol�,
with full im 
�l�m�nt�tion
of th� l�w.

M.4.2.2.
Pl�n for
Coordin 
�t�d R� 
s�ons� to
M��or In 
�id�nts
�nd
Cris�s,
In�luding
Crisis
M�n�g� 
m�nt Pro 
��dur�s

A.4.2.2.1.
Ado�tion
�nd Im�l� 
m�nt�tion of
� Coordin 
�t�d R� 
s�ons� Pl�n
for M��or
In�id�nts
�nd Cris�s,
In�luding
Crisis M�n 
�g�m�nt
Pro��dur�s

MDT, Min 
istry of D� 
f�n��, N� 
tion�l Coun 
�il for Di 
git�l Tr�ns 
form�tion of
So�i�ty

1/2026 4/2026 1.845.000
MKD

Int�rn� 
tion�l
�ssist 
�n��

1.Tim� for
Ado�tion �nd
Im�l�m�nt 
�tion – Th�
�l�n should
b� �do�t�d
�nd im�l� 
m�nt�d
within 12
months.
2.P�r��nt�g�
of R�l�v�nt
Institutions
Following th�
Pl�n – 90% of
r�l�v�nt in 
stitutions
should �do�t
�nd follow
th� �oordin 
�t�d r� 
s�ons� �l�n
for in�id�nts
�nd �ris�s.

A.4.2.2.2.
R�gul�r
t�sting of
th� Coordin 
�t�d R� 
s�ons� Pl�n
for l�rg�
in�id�nts

MDT, Min 
istry of D� 
f�n��, N� 
tion�l Coun 
�il for Di 
git�l Tr�ns 
form�tion of
So�i�ty,

1/2026 4/2027 4,920,000
ден

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

At l��st on�
t�sting of th�
Coordin�t�d
R�s�ons�
Pl�n for l�rg�
in�id�nts �nd
�ris�s will b�
�ondu�t�d
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ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028 CYBERSECURITY STRATEGY

PRIORITY AREA 4: Minimizing th� Im���t of
Cyb�r In�id�nts in Cyb�rs����

ALIGNMENT WITH THE NATIONAL DEVELOPMENT
STRATEGY: "A S��ur�, S�f�, �nd R�sili�nt So�i�ty"

GENERAL OBJECTIVE: Ensur� tim�ly �nd
�oordin�t�d r�s�ons� to �yb�r in�id�nts �nd
�ris�s

Eff��t Indi��tor: 	�rc�nt�g� d�cr��s� in th� numb�r �f
c�b�r incid�nts �ff�cting critic�l infr�structur� �nd k�� s�r 
vic�s �ft�r th� im�l�m�nt�ti�n �f risk m�n�g�m�nt �nd
c��rdin�ti�n m��sur�s.

S���ifi� ob���tiv� 4.2: Tim�ly �nd ���ro�ri�t�
h�ndling of l�rg� s��l� in�id�nts �nd �ris�s

Out�om� Indi��tor: 	�rc�nt�g� �f �ff�ct�d �ntiti�s (g�v 
�rnm�nt�l �nd �riv�t�) th�t r�gul�rl� r���rt incid�nts �f
signific�nt sc��� �nd cris�s t� th� N�ti�n�l �SIRT �nd
�th�r r�l�v�nt �uth�riti�s, �n�bling tim�l� �nd �ff�ctiv�
m�n�g�m�nt �nd c��rdin�ti�n in r�s��nding t� such in 
cid�nts.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�
r)

Pl�nn�
d �x 

��ution
d�t�

(qu�rt�
r)

L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt d�t�
(qu�rt�r)

R�sult Indi� 
�tor (link�d
to th� m��s 
ur�/��tivity)

�nd �ris�s,
in�luding
�ro��dur�s
for �risis
m�n�g� 
m�nt.

Civil S��tor �nnu�lly,
with �ll ��r 
ti�i��nts in
th� t�sting
d�monstr�t 
ing 90% or
mor� su� 
��ss in im 
�l�m�nting
th� �risis
m�n�g�m�nt
�ro��dur�s.

A.4.2.2.3.
Ado�tion
�nd im�l� 
m�nt�tion of
� Str�t�gi�
Communi� 
�tion Pl�n
with th�
�ubli�,
whi�h will
in�lud� �ro 
��dur�s for
�risis m�n 
�g�m�nt.

MDT, Min 
istry of D� 
f�n��, N� 
tion�l Coun 
�il for Di 
git�l Tr�ns 
form�tion of
So�i�ty,
Civil S��tor

1/2026 4/2026 1.845.000
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

Ado�t�d �nd
im�l�m�nt�d
Str�t�gi�
Communi� 
�tion Pl�n
with th� �ub 
li� by th� �nd
of 2026.

A.4.2.2.4.
R�gul�r
t�sting of
th� Str�t�gi�
Communi� 
�tion Pl�n
with th�
�ubli�,
whi�h will
in�lud� �ro 
��dur�s for
�risis m�n 
�g�m�nt.

MDT, Min 
istry of D� 
f�n��, N� 
tion�l Coun 
�il for Di 
git�l Tr�ns 
form�tion of
So�i�ty,
Civil S��tor

1/2026 4/2027 4,920,000
MKD

Int�rn� 
tion�l
�ssist 
�n��

1.Fr�qu�n�y
of t�sting –
Th� �l�n
should b�
t�st�d �t
l��st twi�� �
y��r with th�
��rti�i��tion
of �ll r�l�v�nt
institutions.
2.P�r��nt�g�
of su���ssful
t�sts – 80%
of t�sts
should
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ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028 CYBERSECURITY STRATEGY

PRIORITY AREA 4: Minimizing th� Im���t of
Cyb�r In�id�nts in Cyb�rs����

ALIGNMENT WITH THE NATIONAL DEVELOPMENT
STRATEGY: "A S��ur�, S�f�, �nd R�sili�nt So�i�ty"

GENERAL OBJECTIVE: Ensur� tim�ly �nd
�oordin�t�d r�s�ons� to �yb�r in�id�nts �nd
�ris�s

Eff��t Indi��tor: 	�rc�nt�g� d�cr��s� in th� numb�r �f
c�b�r incid�nts �ff�cting critic�l infr�structur� �nd k�� s�r 
vic�s �ft�r th� im�l�m�nt�ti�n �f risk m�n�g�m�nt �nd
c��rdin�ti�n m��sur�s.

S���ifi� ob���tiv� 4.2: Tim�ly �nd ���ro�ri�t�
h�ndling of l�rg� s��l� in�id�nts �nd �ris�s

Out�om� Indi��tor: 	�rc�nt�g� �f �ff�ct�d �ntiti�s (g�v 
�rnm�nt�l �nd �riv�t�) th�t r�gul�rl� r���rt incid�nts �f
signific�nt sc��� �nd cris�s t� th� N�ti�n�l �SIRT �nd
�th�r r�l�v�nt �uth�riti�s, �n�bling tim�l� �nd �ff�ctiv�
m�n�g�m�nt �nd c��rdin�ti�n in r�s��nding t� such in 
cid�nts.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�
r)

Pl�nn�
d �x 

��ution
d�t�

(qu�rt�
r)

L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt d�t�
(qu�rt�r)

R�sult Indi� 
�tor (link�d
to th� m��s 
ur�/��tivity)

d�monstr�t�
full �r���r�d 
n�ss �nd
fun�tion�lity
of th� �ro 
��dur�s in
th� s��ond
y��r.
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ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028 CYBERSECURITY STRATEGY

PRIORITY AREA 4: Minimizing th� Im���t of
Cyb�r In�id�nts in Cyb�rs����

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY: "S��ur�, S�f�, �nd R�sili�nt So�i�ty"

G�n�r�l Ob���tiv�: Ensur� tim�ly �nd �oordin 
�t�d r�s�ons� to �yb�r in�id�nts �nd �ris�s.

Eff��t Indi��tor: 	�rc�nt�g� r�ducti�n in th� numb�r �f
c�b�r incid�nts �ff�cting critic�l infr�structur� �nd k��
s�rvic�s �ft�r im�l�m�nting risk m�n�g�m�nt �nd c� 
�rdin�ti�n m��sur�s.

S���ifi� Ob���tiv� 4.3: Tim�ly �nd ���ro�ri�t�
h�ndling of �yb�r�rim�

Out�om� Indi��tor: 	�rc�nt�g� �f succ�ssfull� inv�st 
ig�t�d �nd �r�c�ss�d c�s�s �f c�b�rcrim� thr�ugh �
��int �l�tf�rm f�r r���rting incid�nts �nd c����r�ti�n
b�tw��n th� �inistr� �f Int�ri�r (��I), th� N�ti�n�l
�SIRT, th� G�v�rnm�nt �SIRT, �nd int�rn�ti�n�l ��rt 
n�rs (Int�r��l, Eur���l), with � f�cus �n l�g�l �cti�ns
�nd s�ncti�ns.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�r
)

Pl�nn�
d �x 

��ution
d�t�

(qu�rt�r
)

Estim 
�t�d
R� 
quir�d
R� 
sour��s

Sour��
of
Fund 
ing

R�sult Indi� 
�tor (link�d to
th� m��s 
ur�/��tivity)

M.4.3.1. Im 
�roving C� 
���iti�s for
D��ling with
Cyb�r�rim�.

A.4.3.1.1. An� 
lysis of Cur 
r�nt C����iti�s
for D��ling
with Com�ut�r
Crim� in th�
R��ubli� of
North M��� 
doni�.

MoI
MDT,
MKD CIRT

1/2025 4/2026 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

Th� �n�lysis
of th� �urr�nt
�����iti�s for
d��ling with
�om�ut�r
�rim� h�s
b��n �om 
�l�t�d.

A.4.3.1.2. Id�n 
tifi��tion of All
R�l�v�nt In 
stitutions in
th� R��ubli� of
North M��� 
doni� with
Com��t�n�i�s
�nd C����iti�s
for Addr�ssing
Com�ut�r
Crim�.

MoI,
MDT,
MKD CIRT

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

Th� id�ntifi� 
�tion �nd
m���ing of �ll
r�l�v�nt in 
stitutions in
th� R��ubli�
of North M��� 
doni� with th�
�uthority �nd
�����ity to
h�ndl� �yb�r 
�rim� will b�
�om�l�t�d in
2025, with
r�gul�r �nnu�l
u�d�t�s in
2026 �nd 2027.
A r��ort will
b� �r���r�d
�nd d�liv�r�d
to th� r� 
s�onsibl� in 
stitutions.

A.4.3.1.3. D� 
v�lo�m�nt of
Pro��dur�s
�nd R��om 
m�nd�tions for
Coo��r�tion
B�tw��n All
Institutions

MoI,
MDT,
MKD CIRT

1/2025 4/2027 922.500
MKD

Budg�t
of th�
l��ding
insti 
tution
for th�
��tivity

In 2025, �ro 
��dur�s �nd
r��omm�nd 
�tions for �o 
o��r�tion
b�tw��n �ll
�om��t�nt
institutions
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Involv�d in th�
Fight Ag�inst
Cyb�r�rim�

involv�d in th�
fight �g�inst
�yb�r�rim�
will b� d� 
v�lo��d �nd
�do�t�d, �im 
ing to
str�ngth�n
�oordin�tion
�nd �ommu 
ni��tion, �nd
d�liv�r�d to �ll
r�l�v�nt in 
stitutions. A
r�vision will
b� m�d� in
2027.

A.4.3.1.4.
Study on th�
n��d for tr�in 
ing �nd d�v�l 
o�m�nt of �ro 
gr�ms �nd
�ours�s for
h�ndling �y 
b�r�rim� �nd
digit�l
for�nsi�s for
�ll r�l�v�nt
institutions.

MoI,
MDT,
MKD CIRT

1/2025 4/2027 1,537,50
0 MKD

Budg�t
of th�
l��ding
insti 
tution
for th�
��tivity

A study h�s
b��n d� 
v�lo��d, tr�in 
ing �ondu� 
t�d, �nd �om 
�ut�r �qui� 
m�nt �nd soft 
w�r� tools
�rovid�d.

A.4.3.1.5 Es 
t�blishing �
fr�m�work for
�oll�bor�tion
with th� �riv�t�
s��tor, int�rn�t
s�rvi�� �ro 
vid�rs, �nd th�
���d�mi� �om 
munity.

MoI,
MDT,
MKD CIRT

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

Offi�i�l �o 
o��r�tion with
ISPs �nd oth�r
r�l�v�nt st�k� 
hold�rs will b�
form�liz�d.
Th� go�l is to
�st�blish dir 
��t �ont��t
�nd f��ilit�t�
inform�tion
sh�ring
b�tw��n th�
Ministry of
Int�rior (MVR),
ISPs, �nd
oth�r r�l�v�nt
��rti�s.

M.4.3.2 H�r 
moniz�tion
of n�tion�l
�oli�i�s with
int�rn� 
tion�l on�s
r�l�t�d to
�yb�r�rim�.

A.4.3.2.1 An� 
lysis of th�
�urr�nt m�th 
odology, �ro 
��dur�s, �nd
�oo��r�tion
for d��ling
with �yb�r 
�rim� �t th�
n�tion�l l�v�l.

MoI,
MDT,
MKD CIRT

1/2025 4/2026 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

Com�l�t�d
�n�lysis

A.4.3.2.2 Pro 
�os�l for n�w
or sugg�st�d
�h�ng�s to
�xisting m�th 
odologi�s �nd
�ro��dur�s for
h�ndling �y 

MoI,
MDT,
MKD CIRT

1/2025 4/2026 1.230.00
0 MKD

Budg�t
of th�
l��ding
insti 
tution
for th�
��tivity

N�w u�d�t�d
St�nd�rd O� 
�r�ting Pro 
��dur�s
(SOPs)
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b�r�rim� �nd
�l��troni�
�vid�n��.

M.4.3.3 Es 
t�blishing
�ffi�i�nt
�ro��dur�s
for r��orting
�nd inv�st 
ig�ting �y 
b�r�rim�.

A.4.3.3.1.
Est�blishm�nt
of � sys 
t�m/�l�tform
for r��orting
�yb�r�rim�
�nd inform� 
tion r�l�t�d to
�rimin�l ��tiv 
iti�s in th� fi�ld
of �yb�r�rim�.
Est�blishm�nt
of �ro��dur�s
for involving
th� �riv�t�
s��tor �nd
���d�mi� in
th� �ro��ss of
�roviding in 
form�tion r� 
l�t�d to �yb�r 
�rim�. Est�b 
lishm�nt of
�ro��dur�s for
sh�ring �ol 
l��t�d inform 
�tion from th�
syst�m with �ll
institutions
th�t h�v� �u 
thority in th�
fi�ld of �yb�r 
�rim�.

MoI,
MDT,
MKD CIRT

1/2025 4/2027
5,535,00
0 MKD

Budg�t
of th�
l��ding
insti 
tution
for th�
��tivity

D�v�lo�m�nt
of � ��s� m�n 
�g�m�nt sys 
t�m for r� 
�orts r���iv�d
by th� Min 
istry of Int�rior
(�.g., t�rror 
ism, viol�nt
�rim�, �t�.).

M.4.3.4.
Providing
s���i�liz�d
�du��tion
�nd tr�ining
for individu 
�ls working
in th� fi�ld
of id�ntifi� 
�tion �nd
inv�stig� 
tion of �y 
b�r�rim�.

A.4.3.4.1
Id�ntifi��tion
of �xisting �nd
r�l�v�nt s�� 
�i�liz�d �du 
��tion �nd
tr�ining �ro 
gr�ms �t th�
n�tion�l �nd
int�rn�tion�l
l�v�l.

MoI,
MDT

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

Id�ntifi�d �x 
isting �nd
r�l�v�nt �ro 
gr�ms for s�� 
�i�liz�d �du 
��tion �nd
tr�ining �t th�
n�tion�l �nd
int�rn�tion�l
l�v�l.
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A.4.3.4.2
D�v�lo�m�nt
of � �l�n �nd
�ro��dur�s for
th� ��rti�i� 
�tion of r�� 
r�s�nt�tiv�s
from �ll insti 
tutions with
r�s�onsibil 
iti�s in �om 
b�ting �yb�r 
�rim� in s�� 
�i�liz�d tr�in 
ing �rogr�ms
�t th� n�tion�l
�nd int�rn� 
tion�l l�v�l.

MoI,
MDT

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

D�v�lo��d
�nd ���rov�d
�l�n �nd �ro 
��dur�s for
��rti�i��tion
in s���i�liz�d
tr�ining �ro 
gr�ms �t th�
n�tion�l �nd
int�rn�tion�l
l�v�l, with
�nnu�l u� 
d�t�s.

M.4.3.5.
Continuous
�ss�ssm�nt
of th� �d 
�qu��y �nd
�ff��tiv� 
n�ss of n� 
tion�l �y 
b�r�rim�
r�gul�tions.

A.4.3.5.1. An� 
lysis �nd �s 
s�ssm�nt of
th� �d�qu��y
�nd �ff��tiv� 
n�ss of th�
�xisting l�g�l
r�gul�tions for
�omb�ting
�yb�r�rim�.

MoI
MDT,
MoJ

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

An �n�lysis
�nd �ss�ss 
m�nt of th�
suit�bility �nd
�ff��tiv�n�ss
of th� �xisting
l�g�l fr�m� 
work for �y 
b�r�rim� h�s
b��n �om 
�l�t�d, with
r��omm�nd 
�tions for n� 
��ss�ry
�m�ndm�nts
or �dditions.

A.4.3.5.2. D� 
v�lo�m�nt of
�ro�os�ls for
�m�ndm�nts
�nd �h�ng�s
to th� n�tion�l
l�g�l r�gul� 
tions r�g�rd 
ing th� id�n 
tifi��tion �nd
inv�stig�tion
of �yb�r�rim�.

MoI,
MDT,
MoJ

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

Pro�os�ls
h�v� b��n
m�d� for th�
su��l�m�nt 
�tion �nd
�m�ndm�nt of
th� n�tion�l
l�g�l fr�m� 
work r�g�rd 
ing th� id�n 
tifi��tion �nd
inv�stig�tion
of �yb�r�rim�.
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M.4.3.6.
Continuous
�du��tion of
�udi�i�l �u 
thoriti�s in
th� fi�ld of
�yb�rs��ur 
ity, �yb�r 
�rim�, �nd
�l��troni�
�vid�n��.

A.4.3.6.1. An� 
lysis of th�
�du��tion�l
�nd tr�ining
n��ds of �u 
di�i�l �uthor 
iti�s in th� fi�ld
of �om�ut�r
�rim� inv�st 
ig�tion �nd
�l��troni�
�vid�n��.

A��d�my
for
Judg�s
�nd Pub 
li� Pro 
s��utors,
MoI,
MoJ,
PP,
Courts

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

Th� �n�lysis
of th� n��ds
for �du��tion
�nd tr�ining of
�udi�i�l �u 
thoriti�s in th�
fi�ld of �om 
�ut�r �rim�
inv�stig�tion
�nd �l��troni�
�vid�n�� h�s
b��n �om 
�l�t�d.

A.4.3.6.2. Pr� 
��r�tion of �
Curri�ulum for
Judi�i�l Au 
thoriti�s

A��d�my
for
Judg�s
�nd Pub 
li� Pro 
s��utors,
MoI,
MoJ,
PP,
Courts

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

Th� �ur 
ri�ulum for
�udi�i�l �u 
thoriti�s, �ov 
�ring tr�ining
on th� inv�st 
ig�tion of
�om�ut�r
�rim� �nd
�l��troni�
�vid�n��, h�s
b��n �� 
�rov�d.

A �l�n for th�
im�l�m�nt� 
tion of �du�� 
tion �nd tr�in 
ing for �udi�i�l
�uthoriti�s on
th� inv�stig 
�tion of �om 
�ut�r �rim�
�nd �l��troni�
�vid�n�� h�s
b��n �r���r�d.

A��d�my
for
Judg�s
�nd Pub 
li� Pro 
s��utors,
MoI,
MoJ,
PP,
Courts

1/2025 4/2026 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

A d�v�lo��d
�nd ���rov�d
�l�n for th�
�du��tion �nd
tr�ining of
�udi�i�l �u 
thoriti�s on
th� inv�stig 
�tion of �om 
�ut�r �rim�
�nd �l��troni�
�vid�n��,
whi�h in 
�lud�s �l��r
tim�lin�s, r� 
sour��s, �nd
m�thodolo 
gi�s for �on 
du�ting th�
tr�ining, h�s
b��n d�liv�r�d
to �ll r�l�v�nt
institutions.
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M. 4.3.7.
N�w
Str�t�gy for
Cyb�r�rim�

А.4.3.7.1 D� 
v�lo��d
Str�t�gy for
Cyb�r�rim�

MoI,
MoJ,
PP

1/2025 4/2026 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

D�v�lo��d
�nd �do�t�d
Str�t�gy for
Cyb�r�rim�.

M. 4.3.8.
Im�l�m�nt 
�tion of �y 
b�rs��urity
��m��igns
r�l�t�d to
�om�ut�r
�rim�.

A.4.3.8.1 Im 
�l�m�nt�tion
of onlin� ��m 
��igns,
�ost�rs, �nd
visu�l m�t�r 
i�ls to r�is�
�yb�rs��urity
�w�r�n�ss.

MoI,
PP

1/2025 4/2027 922,500
MKD

Budg�t
of th�
l��ding
insti 
tution
for th�
��tivity

Initi�l V�lu�
(2025): 1 ��m 
��ign, 2 visu�l
m�t�ri�ls.
Tr�nsition�l
V�lu� (2026):
2 ��m��igns,
3 visu�l m� 
t�ri�ls.
Fin�l V�lu�
(2027): 3 ��m 
��igns �nnu 
�lly, 5 visu�l
m�t�ri�ls.

M. 4.3.9.
Int�rn� 
tion�l ��rt 
n�rshi�s for
monitoring
�nd �ros�� 
uting onlin�
�rim�s
�g�inst �hil 
dr�n.

A.4.3.9.1
Building int�r 
n�tion�l ��rt 
n�rshi�s for
monitoring �nd
�ros��uting
onlin� �rim�s
�g�inst �hil 
dr�n.

MoI,
MoJ,
PP,
Courts

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r� 
quir�d

Est�blishm�nt
of 1 n�w in 
t�rn�tion�l
��rtn�rshi�
for monitoring
�nd �ros�� 
uting onlin�
�hild �rim�.
Tr�nsition�l
V�lu� (2026):
Form�tion of 2
n�w int�rn� 
tion�l ��rtn�r 
shi�s �nd ini 
ti�tion of �oint
��tiviti�s.
Fin�l V�lu�
(2027): Est�b 
lishm�nt of 3
n�w int�rn� 
tion�l ��rtn�r 
shi�s �nd su� 
��ssful im�l� 
m�nt�tion of 2
int�rn�tion�l
��tions or
l�g�l �oll�b 
or�tions.
Fin�l V�lu�
(2027): Est�b 
lishm�nt of 3
n�w int�rn� 
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ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028CYBERSECURITY STRATEGY

PRIORITY AREA 5: n�tion�l �nd Int�rn�tion�l
Coo��r�tion

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY: 'A S��ur�, S�f�, �nd R�sili�nt So�i�ty'"

G�n�r�l Ob���tiv�: Str�ngth�n n�tion�l �� 
���iti�s �nd build trust in �yb�rs����

Eff��t Indi��tor: 	�rc�nt�g� �f incr��s�d c����r�ti�n
�nd inf�rm�ti�n �xch�ng� in th� fi�ld �f c�b�rs�curit� �t
int�rn�ti�n�l, r�gi�n�l, �nd n�ti�n�l l�v�ls, m��sur�d b�
th� numb�r �f n�w ��rtn�rs, �st�blish�d ��rtn�rshi�s, �nd
succ�ssful int�rn�ti�n�l �cti�ns im�l�m�nt�d int� n�ti�n�l
��lic�, �s w�ll �s th� numb�r �f ��int �r���cts �nd initi�tiv�s
inv�lving th� c�untr�'s ��rtici��ti�n.

S���ifi� Ob���tiv� 5.1: Coo��r�tion in �yb�r 
s��urity �t n�tion�l, r�gion�l �nd int�rn�tion�l
l�v�l

Out�om� Indi��tor: Numb�r �f �st�blish�d �nd functi�n�l
int�rn�ti�n�l c�b�rs�curit� c����r�ti�n ��rtn�rshi�s with
NATO, th� EU, �nd r�gi�n�l c�untri�s. 	�rc�nt�g� �f suc 
c�ssful ��int �l�tf�rms �nd initi�tiv�s f�r c��rdin�ting c�l 
l�b�r�ti�n in th� fight �g�inst c�b�r thr��ts.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�r
)

Pl�nn�d
�x��u 

tion
d�t�

(qu�rt�r
)

Estim 
�t�d R� 
quir�d
R� 
sour��s

Sour��
of Fund 
ing

R�sult Indi� 
�tor (link�d to
th� m��s 
ur�/��tivity)

M.5.1.1.
Coo��r� 
tion within
NATO �nd
th� EU, r� 
gion�l
�ountri�s,
oth�r �oun 
tri�s, �nd
r�l�v�nt
int�rn� 
tion�l or 
g�niz�tions.

A.5.1.1.1.
Signing
�oo��r�tion
�gr��m�nts
with bodi�s
r�s�onsibl�
for �yb�r 
s��urity in
oth�r �oun 
tri�s. Es 
t�blishing
�oo��r�tion
initi�tiv�s in
�r��s r� 
l�t�d to in 
form�tion
syst�ms
s��urity,
�yb�r�rim�,

Ag�n�y for
n�tion�l
S��urity,
Int�lli 
g�n��
Ag�n�y,
Ministry of
For�ign
Aff�irs �nd
For�ign
tr�d�,
MDT

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r�quir�d

Bil�t�r�l
�gr��m�nts,
initi�tiv�s,
�yb�r di� 
logu�s, �x�r 
�is�s, �nd
t��hni��l in 
form�tion �x 
�h�ng�.

tion�l ��rtn�r 
shi�s �nd su� 
��ssful im�l� 
m�nt�tion of 2
int�rn�tion�l
��tions or
l�g�l �oll�b 
or�tions.
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ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028CYBERSECURITY STRATEGY

PRIORITY AREA 5: n�tion�l �nd Int�rn�tion�l
Coo��r�tion

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY: 'A S��ur�, S�f�, �nd R�sili�nt So�i�ty'"

G�n�r�l Ob���tiv�: Str�ngth�n n�tion�l �� 
���iti�s �nd build trust in �yb�rs����

Eff��t Indi��tor: 	�rc�nt�g� �f incr��s�d c����r�ti�n
�nd inf�rm�ti�n �xch�ng� in th� fi�ld �f c�b�rs�curit� �t
int�rn�ti�n�l, r�gi�n�l, �nd n�ti�n�l l�v�ls, m��sur�d b�
th� numb�r �f n�w ��rtn�rs, �st�blish�d ��rtn�rshi�s, �nd
succ�ssful int�rn�ti�n�l �cti�ns im�l�m�nt�d int� n�ti�n�l
��lic�, �s w�ll �s th� numb�r �f ��int �r���cts �nd initi�tiv�s
inv�lving th� c�untr�'s ��rtici��ti�n.

S���ifi� Ob���tiv� 5.1: Coo��r�tion in �yb�r 
s��urity �t n�tion�l, r�gion�l �nd int�rn�tion�l
l�v�l

Out�om� Indi��tor: Numb�r �f �st�blish�d �nd functi�n�l
int�rn�ti�n�l c�b�rs�curit� c����r�ti�n ��rtn�rshi�s with
NATO, th� EU, �nd r�gi�n�l c�untri�s. 	�rc�nt�g� �f suc 
c�ssful ��int �l�tf�rms �nd initi�tiv�s f�r c��rdin�ting c�l 
l�b�r�ti�n in th� fight �g�inst c�b�r thr��ts.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�r
)

Pl�nn�d
�x��u 

tion
d�t�

(qu�rt�r
)

Estim 
�t�d R� 
quir�d
R� 
sour��s

Sour��
of Fund 
ing

R�sult Indi� 
�tor (link�d to
th� m��s 
ur�/��tivity)

�yb�r d� 
f�n��, �yb�r
t�rrorism,
�yb�r �s 
�ion�g�,
�nd �yb�r
di�lom��y.
A.5.1.1.2.
Im�roving
�oordin� 
tion of �ll
ty��s of
int�rn� 
tion�l �o 
o��r�tion of
institutions
in th� R� 
�ubli� of
North M��� 
doni� in th�
fi�ld of �y 
b�rs��urity.
Syst�m�ti�
�oordin� 
tion through
th� Ministry
of Int�rior
�s th� ��nt 
r�l institu 
tion wh�r�
�ll inform 
�tion
should b�
�onsolid 
�t�d.

MDT,
Ministry of
For�ign
Aff�irs �nd
For�ign
Tr�d�

1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��s
r�quir�d

Numb�r of
h�ld �oordin 
�tion m��t 
ings. In�lusion
of � r��r�s 
�nt�tiv� from
th� Ministry of
Int�rior in th�
�oordin�ting
bodi�s for
�yb�rs��urity
�t th� n�tion�l
l�v�l.
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ACTION PLAN (2025 2027) FOR IMPLEMENTATION OF 2025 2028CYBERSECURITY STRATEGY

PRIORITY AREA 5: n�tion�l �nd Int�rn�tion�l
Coo��r�tion

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY: 'A S��ur�, S�f�, �nd R�sili�nt So�i�ty'"

G�n�r�l Ob���tiv�: Str�ngth�n n�tion�l �� 
���iti�s �nd build trust in �yb�rs����

Eff��t Indi��tor: 	�rc�nt�g� �f incr��s�d c����r�ti�n
�nd inf�rm�ti�n �xch�ng� in th� fi�ld �f c�b�rs�curit� �t
int�rn�ti�n�l, r�gi�n�l, �nd n�ti�n�l l�v�ls, m��sur�d b�
th� numb�r �f n�w ��rtn�rs, �st�blish�d ��rtn�rshi�s, �nd
succ�ssful int�rn�ti�n�l �cti�ns im�l�m�nt�d int� n�ti�n�l
��lic�, �s w�ll �s th� numb�r �f ��int �r���cts �nd initi�tiv�s
inv�lving th� c�untr�'s ��rtici��ti�n.

S���ifi� Ob���tiv� 5.1: Coo��r�tion in �yb�r 
s��urity �t n�tion�l, r�gion�l �nd int�rn�tion�l
l�v�l

Out�om� Indi��tor: Numb�r �f �st�blish�d �nd functi�n�l
int�rn�ti�n�l c�b�rs�curit� c����r�ti�n ��rtn�rshi�s with
NATO, th� EU, �nd r�gi�n�l c�untri�s. 	�rc�nt�g� �f suc 
c�ssful ��int �l�tf�rms �nd initi�tiv�s f�r c��rdin�ting c�l 
l�b�r�ti�n in th� fight �g�inst c�b�r thr��ts.

M��sur�s A�tiviti�s
L��ding
Sub���ts
�nd oth�r
Sub���ts

St�rt
d�t�

(qu�rt�r
)

Pl�nn�d
�x��u 

tion
d�t�

(qu�rt�r
)

Estim 
�t�d R� 
quir�d
R� 
sour��s

Sour��
of Fund 
ing

R�sult Indi� 
�tor (link�d to
th� m��s 
ur�/��tivity)

A.5.1.1.3.
P�rti�i�� 
tion in �nd
org�niz� 
tion of �on 
f�r�n��s,
�x�r�is�s,
�nd oth�r
�v�nts.

MDT,
Ministry of
For�ign
Aff�irs �nd
For�ign
Tr�d�,
MoD,
Ag�n�y for
N�tion�l
S��urity,
Int�lli 
g�n��
Ag�n�y
�nd oth�r
st�k�hold 
�rs

1/2025 4/2027 1,845,00
0
MKD

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

P�rti�i��tion
in �nnu�l �on 
f�r�n��s of
NATO, th� EU,
�nd org�niz 
�tion of �on 
f�r�n��s in th�
R��ubli� of
North M��� 
doni�.
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ACTION PLAN (2025 2027) FOR THE IMPLEMENTATION OF 2025 2028 CYBERSECURITY STATEGY

PRIORITY AREA 5: N�tion�l �nd Int�rn� 
tion�l Coo��r�tion

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY: „S��ur�, s�f� �nd r�sili�nt so�i�ty “

G�n�r�l Ob���tiv�: Str�ngth�n n�tion�l
�����iti�s �nd build trust in �yb�rs����

Eff��t Indi��tor: 	�rc�nt�g� �f incr��s�d c����r�ti�n �nd
inf�rm�ti�n �xch�ng� in th� fi�ld �f c�b�rs�curit� �t int�rn� 
ti�n�l, r�gi�n�l, �nd n�ti�n�l l�v�ls, m��sur�d b� th� num 
b�r �f n�w ��rtn�rs, �st�blish�d ��rtn�rshi�s, �nd succ�ss 
ful int�rn�ti�n�l �cti�ns im�l�m�nt�d int� n�ti�n�l ��lic�, �s
w�ll �s th� numb�r �f ��int �r���cts �nd initi�tiv�s inv�lving
th� c�untr�'s ��rtici��ti�n.

S���ifi� Ob���tiv� 5.2: R�s�onsibl� st�t�
b�h�viour �nd m��sur�s to build trust in
�yb�rs����

Out�om� Indi��tor: 	�rc�nt�g� �f succ�ssful im�l�m�nt 
�ti�n �f n�ti�n�l ��lici�s f�r r�s��nsibl� b�h�vi�ur in c�b�r 
s��c�, m��sur�d thr�ugh th� �ff�ctiv� �lignm�nt �f l�g�l
�nd r�gul�t�r� m��sur�s with int�rn�ti�n�l st�nd�rds �nd
n�rms, �s w�ll �s incr��s�d �w�r�n�ss �nd �ng�g�m�nt �f
d�m�stic �nd int�rn�ti�n�l st�k�h�ld�rs r�g�rding th� �r� 
t�cti�n �f ��rs�n�l d�t� �nd c�b�rs�curit�.

M��s 
ur�s A�tiviti�s

L��d 
ing
Sub 
���ts
�nd
oth�r
Sub 
���ts

St�rt d�t�

(qu�rt�r)

Pl�nn�
d �x 
��u 
tion
d�t�

(qu�rt�
r)

Estim 
�t�d
R� 
quir�d
R� 
sour��
s

Sour��
of
Fund 
ing

R�sult Indi��tor
(link�d to th�
m��sur�/��tiv 
ity)

M.5.2.1.
Promot 
ing
norms,
rul�s,
�nd �rin 
�i�l�s of
r�s�ons 
ibl� b� 
h�viour
by th�
st�t�, in
���ord 
�n��
with th�
�st�b 
lish�d
�rin 
�i�l�s �t
th� in 
t�rn� 
tion�l
l�v�l.

A.5.2.1.1. Pro 
moting
norms, rul�s,
�nd �rin�i�l�s
of r�s�onsibl�
b�h�viour by
th� st�t�, in
���ord�n��
with th� �s 
t�blish�d
�rin�i�l�s �t
th� int�rn� 
tion�l l�v�l.

Min 
istry of
For�ign
Aff�irs
�nd
For�ign
Tr�d�,
MDT,
MKD 
CIRT

 1/2025 4/2027 0 No fin 
�n�i�l
r� 
sour��
s r� 
quir�d

Conf�r 
�n��s/tr�inings
on �yb�r di� 
lom��y for r�� 
r�s�nt�tiv�s
from st�t� insti 
tutions �nd
�riv�t� �om 
��ni�s.

M.5.2.2.
Prot�� 
tion of
n�tion�l
int�r�sts
through
��rti�i� 
�tion in
th�
d�fini 
tion of
int�rn� 

A.5.2.2.1.
P�rti�i��tion
in th� ��tiv 
iti�s/work 
ing bodi�s
of th� EU,
NATO, UN,
OSCE, �nd
oth�r int�r 
n�tion�l or 
g�niz�tions
�nd s�nding

Min 
istry
of
For 
�ign
Af 
f�irs
�nd
For 
�ign
Tr�d�

1/2025 4/202
7

1.845.0
00
MKD

Budg�t
of th�
l��ding
institu 
tion for
th�
��tivity

P�rti�i��tion of
th� R��ubli� of
North M���do 
ni� in th� ��tiv 
iti�s �nd work 
ing bodi�s of
int�rn�tion�l or 
g�niz�tions
(EU, NATO, UN,
OSCE, �nd oth 
�rs), with th� in 
volv�m�nt of
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tion�l
l�g�l
��ts r� 
l�t�d to
b�h� 
viour in
�yb�r 
s����,
fr��dom
of �x 
�r�ssion,
�rot�� 
tion of
��rson�l
d�t�,
�riv��y
rights,
�nd fun 
d�m�nt�l
hum�n
rights
�nd
fr��dom
s.

�x��rts from
th� fi�ld to
im�ort�nt
m��tings.

�x��rts in th�
fi�ld of �yb�rs� 
�urity �nd �om 
�ut�r �rim� �t
im�ort�nt int�r 
n�tion�l m��t 
ings �nd for 
ums.

A.5.2.2.2.
Building
�om��t�nt
�yb�r di�lo 
m�ts for
��rti�i��tion
in th� work 
ing bodi�s
of th� m�n 
tion�d int�r 
n�tion�l or 
g�niz�tions
through r�g 
ul�r tr�ining.

Min 
istry
of
For 
�ign
Af 
f�irs
�nd
For 
�ign
Tr�d�

1/2025 4/202
7

738.000
MKD

Budg�
t of th�
l��d 
ing in 
stitu 
tion
for th�
��tiv 
ity

D�v�lo�m�nt of
� �l�n for �ddi 
tion�l tr�ining
of di�lom�ts �s 
sign�d to th�s�
working �osi 
tions.
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A.5.2.2.3.
Str�ngth�ning
th� �����iti�s for
�yb�r di�lom��y
within th� Min 
istry of For�ign
Aff�irs.

Ministry
of For 
�ign
Aff�irs
�nd
For�ign
Tr�d�

1/2025 4/2027 1.845.000
MKD

Budg�t of
th� l��d 
ing insti 
tution for
th� ��tiv 
ity

Initi�l V�lu�
(2025): Num 
b�r of �m�loy 
��s in th� Min 
istry of For 
�ign Aff�irs
who b�gin
work on �yb�r
di�lom��y.
St�rt of r�g 
ul�r �oordin 
�tion m��t 
ings.

Tr�nsition�l
V�lu� (2026):
In�r��s� in th�
numb�r of
�m�loy��s
�nd org�niz 
�tion of �t
l��st two �o 
ordin�tion
m��tings ��r
month.

Fin�l V�lu�
(2027): A t��m
of �m�loy��s
in th� Ministry
of For�ign
Aff�irs �nd
r�gul�r hold 
ing of �t l��st
thr�� �oordin 
�tion m��tings
��r month.


