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ACTION PLAN FOR STRATEGY IMPLEMENTATION

PRIORITY AREA: 1. Secure national capacities
for cybersecurity.

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024 — 2044):
Priority area 5: Secure, safe and resilient society

space.

General Objective 1.:
Ensure a resilient and secure national cyber-

Effect Indicator: Percentage reduction in the number
of successful cyber incidents and attacks on national
networks and information systems.

Specific Objective:
1.1. Clear and robust cybersecurity governance
structure

Outcome Indicator:

Percentage of established and operational institu-
tional structures under the National Cybersecurity
Governance Framework.

Number of aligned cybersecurity policies and pro-
cedures for cybersecurity management among rel-
evant stakeholders.

M1.1.1. A1111. National 1/2025 | 4/2025 0 | No fin- | No financial
Develop- Develop- Council for ancial resources
ment of a ment of a Digital re- required
clear or- clear or- Transform- sources | Percentage
ganiza- ganiza- ation of So- required | of organ-
tional tional ciety, izational
schema for MDT chart com-
schema -
the Gov- for the pletion:
ernment's Initial value:
cyberse- Gove'rn- 0%
curity ment's Interim
structure. | Cyberse- value after
curity 6 months:
structure. 50%
Final value:
100% after
12 months,
by the end
of 2025.
M1.1.2. A1.1.21. MDT, 1/2025 | 4/2025 307.500 | Budget Percentage
Establish- Commu- National MKD | of the | of comple-
ment of nication Council for leading tion of the
clear gov- | 3nd co- Digital activity communic-
ernment operation Transform- subject ation and
policies for plan. ation of So- cooperation
commu- ciety plan:
nication Initial value:
and co- 0%
operation, Interim




with value: 70%
defined of the plan
roles and to be pre-
respons- pared
ibilities within 3
related to months
cyberse- Final value:
curity. 100% after
12 months,
by the end
of 2025.
A 1.1.2.2. | MDT, 1/2026 | 4/2027 615.000 | Budget Completed
Revision National MKD | of the | annual re-
of the | Council for leading vision.
ednil Digital activity Initial value:
- Transform- subject 0 in Janu-
Lyl ation of So- ary = 2026;
plan. ciet Interim
y value: 1 by
the end of
2026;
Final value:
2, for two
revisions of
the plan by
the end of
2027.
M 113. | A 1.1.3.1. | MDT, 1/2025 | 4/2025 1.230.000 | Interna- Result: Ad-
New legal | Cyberse- National tional opted cy-
framework | curity Law | Council for assist- bersecurity
for cyber- Digital ance law - The
security Transform- legal text to
that will ation of So- be ap-
define the ciety, inter- proved by
national sectoral the As-
cyberse- working sembly
curity group within 12
framework. months, by
the end of
2025.
M 114. | A 1.1.4.1. | MDT, 1/2025 4/2025 0 | No fin- | Result: Ad-
Integration | Amend- National ancial opted
of the Na- | ment of | Council for re- amendment
tional Cy- | the De- | Digital sources to the de-
bersecurity | cision on | Transform- required cision -
_Councﬂ the FonT a_tlon of So- The amend-
into the g ciety ment to be
. ation of -
National the Na- officially
Council for | | approved
Digital tional ™ by the gov-
Transform- | Council ernment or
ation. for Digital competent
Trans- body dur-
formation ing 2025.
of Society
M 115 | A 11.51. | MDT, Min- | 1/2025 4/2025 0 | No fin- | Result:
Formaliz- Formal- istry of De- ancial Formaliz-
ation of | jzation of | fence (MO), re- ation of
existing CICWG Ministry  of sources | CICWG -
working Internal  Af- required | CICWG to
groups and fairs (MVR), be officially
establish- MKD - CERT, recognized




ment of
new ones
related to
cyberse-
curity pro-
tection.

National Se- and form-
curity alized by
Agency the govern-
(NSA), Army ment or
(AR), Direct- MDT by the
orate for end of
Security of 2025.
classified
information,
Universities,
Civil Sector,
Private and
Public Sec-
tor
Planned
start: 1/2025
A 1.1.5.2. | MDT, Min- | 1/2025 4/2027 | 3,690,0004 | Interna- Implement-
Activities istry of De- eH | tional ation of
of cicwG | fence (MO), assist- CiICWG
Ministry  of ance activities —
Internal  Af- Successful
fairs (MVR), execution
MKD - CERT, of activities
National Se- contribut-
curity ing to in-
Agency creased
(NSA) Intel- national
ligence cyberse-
Agency, Dir- curity.
ectorate for Initial
Security of value: 70%
classified of the an-
information, nual
Universities, planned
Civil Sector, activities
Private and completed
Public Sec- in 2025;
tor. Interim
value: 85%
of the an-
nual
planned
activities
completed
in 2026;
Final value:
100% of the
annual
planned
activities
completed
in 2027.
A 1.1.53. | MDT 1/2025 4/2027 2,460,000 | Interna- At least 4
New Work- | National tional work-
ing Council for assist- shops/meet
Groups Digital ance ings held in
Transform- one year for
ation of So- each work-
ciety ing group.




M 1.1.6. | A 1.1.6.1. | MPA, 1/2025 4/2027 0 | No fin- | At least one
Develop- Develop- MDT, ancial specialized
ment of | ment of | National re- training per
specialized | gpecial- Council for sources | year, with
training ized cy- Digital required | the pro-
anc! edu- | porsecur- Tr_ansform- gram re-
cation pro- | . . ation of So- viewed at
ity training .
grams for ciety least once
cyberse- programs annually.
curity for | for em-
employees ployees in
in the pub- the public
lic sector. sector.
A 1.1.6.2. | MPA, MDT, | 1/2025 4/2027 0 | No fin- | Review of
Partner- National ancial programs
ship with | Council for re- at least
universit- Digital sources once an-
jes to cre- | Transform- required nually.
ate degree a.tlon of Sq-
ciety, Uni-
and cer- .
Py versities
tification
programs
tailored to
the needs
of the pub-
lic sector.
M 11.7. | A 1.1.71. | MDT, Min- | 1/2025 4/2027 | 3,690,000 Interna- Number of
Strength- Establish- | istry of So- tional workshops,
ening pub- | ment of | cial Policy, assist- seminars,
lic-private | cyperse- Demography ance or _collab-
partner- curity and Youth, oration
ships and hubs Chambers of meetings
knowledge h Commerce held for
sharing in “ e|:e and private each hub.
cyberse- public sec- | (o otor  or- Initial value:
curity. tor  em- | janizations 1 per year
ployees, associations in 2025;
universit- Interim
ies, and value: 4 per
private year in
sector 2026;
organiz- Final value:
ations will 12 per year
collabor- in 2027.
ate on
knowledge
sharing
and in-
formation
exchange.
A 11.7.2. | MDT, MKD- | 1/2025 4/2027 3,690,000 | Interna- Number of
Work- CIRT tional workshops
shops for assist- organized
cyberse- ance each year.
curity pro- Initial value:
fessionals 1 per .year
in the pub- n 20.25’
. Interim
lic sector, .
) value: 2 per
focusing year in




on know- 2026;
ledge Final value:
sharing, 4 per year
new cyber in 2027.
threats,
and infra-
structure
protection.
M 11.8. | A 1.1.8.1. | MDT, MKD- | 1/2025 4/2027 3,690,000 | Interna- Evaluation
Practical Design CIRT tional of  know-
workshops | and imple- assist- ledge
for public | mentation ance gained after
sector em- | ¢ prac- the w?rk-
ployees,fo- tical work- §hopltra|n-
cusing on ing.
incident tshc_>p.s apd Initial value:
response ra|n|r'|g i In 2025,
and infra- | for incid- 70% of par-
structure ent re- ticipants
protection. | sSponse success-
and infra- fully com-
structure plete the
protection. final as-
sessment.
Interim
value: In
2026, 80%
of parti-
cipants
success-
fully com-
plete the
final as-
sessment.
Final value:
In 2027,
90% of par-
ticipants
success-
fully com-
plete the
final as-
sessment.
M 119. | A 1.1.9.1. | MOT, 1/2025 4/2025 1.230.000 | Interna- Develop-
Specific Needs Ministry  of tional ment and
career analysis Social assist- adoption of
pathways and devel- | Policy, ance a plan for
and career opment of Demo- recruitment
develop- a plan for graphy, and a.nd reten-
ment pro- . Youth, tion of cy-
recruit- .
grams for Bureau for bersecurity
cyberse- ment . and Development profession-
curity roles retention of Education, als in the
in the pub- | ©f c.yber- Center  for public sec-
lic sector. security the Devel- tor by the
profes- opment  of end of 2025.
sionals in | Vocational
the public | Education,
sector. Ministry  of
Education,




National
Council for

Digital

Transform-

ation of So-

ciety, Uni-

versities
A 1.1.9.2. | MDT, All rel- | 1/2025 4/2026 0 | No fin- | Proposed
Amend- evant stake- ancial legislation
ments and | holders re- with com-
additions sources petitive
to the le- required | salary com-
islati pensation
glslatlon for  cyber-
or com- .
petitive securlty_

profession-

ey als, to be
compens- adopted
ation for within 12
cyberse- months of
curity pro- initiating
fessionals the activity.
in the pub-
lic sector,
in line with
the labour
market.
A 1.1.9.3. | MDT, 1/2025 4/2026 2.460.000 | Interna- Percentage
Building Ministry  of tional of  public
career Social assist- sector in-
develop- Policy, ance stitutions
ment pro- | Demo- with imple-
grams graphy, and mented
. Youth, Bur- career de-
with clear

eau for De- velopment
pathways

velopment of programs.
from entry- Education,
Ieve_l to | center for
senior the Devel-
roles in | opment  of
cyberse- Vocational
curity Education,
within the | Ministry  of
public sec- | Education,
tor. National

Council for

Digital

Transform-

ation of So-

ciety
A 1.1.9.4. | MDT, 1/2026 4/2027 1.230.000 | Interna- Percentage
Develop- Ministry  of tional of employ-
ment of | Social assist- ees who
sponsored | Policy, ance success-
certific- Demo- fully obtain
ation pro- graphy, and certification

Youth, Bur- upon com-
grams for )

eau for De- pletion of
cyb.erse- velopment of the train-
curity pro- | gqycation, ing/pro-
fessionals,

Center for

gram.




public sec- | the Devel- Initial value:
tor em- | opment  of By Septem-
ployees, Vocational ber 2026, at
focused Education, least 70%
on prac- Ministry of of_ particip-
tical skills Edu_catlon, ating en_1-
for infra- National ployees will
Council for success-
structure | py;ital fully com-
protection. | yiahsform- plete cer-
ation of So- tification.
ciety Interim
value: By
April 2027,
at least 80%
of particip-
ating em-
ployees will
success-
fully com-
plete cer-
tification.
Final value:
By the end
of 2027, at
least 90%
of particip-
ating em-
ployees will
success-
fully com-
plete cer-
tification.
M 1.1.10. | A 1.1.10.1. | MDT, 1/2026 4/2027 1.230.000 | Interna- 1: In-
Develop- Incentive Ministry  of tional creased
ment of | plan, such | Education, assist- motivation
incentives | 55 schol- | Bureau for ance for retrain-
for employ- arships Development ing, meas-
ees who and bo- of Education, ured by the
retrain for s Yor Center for percentage
cyb_erse- emplo,yees the Devel- of emplqy-
curity roles opment of ees receiv-
in the pub- Wh_° e | Vocational ing incent-
lic sector. train  for | Eqycation, ives who
cyberse- National provide
curity Council for positive
roles. Digital feedback
Transform- on the re-
ation of So- training
ciety program.
Initial state:
In 2025,
70% of em-
ployees
who re-
ceived in-
centives
report pos-
itive feed-
back.
Interim
state: In




2026, 85%
of employ-
ees who
received
incentives
report pos-
itive feed-
back.

Final state:
In 2027,
90% of em-
ployees
who re-
ceived in-
centives
report pos-
itive feed-
back.
2:
creased
number of
employees
in cyber-
security — A
5% annual
increase in
the number
of qualified
employees
in cyber-
security in
the public
sector
through
retraining.

In-

M 1111,
Interna-

tional co-
operation
for devel-
oping cy-
bersecurity
talent.

A 1.1.111.
Develop-
ment of
exchange
programs
within the
EU, NATO,
and part-
ner coun-
tries  for
training,
knowledge
sharing,
and best
practices
in cyber-
security
training
for the
public sec-
tor.

Ministry  of
European
Affairs

NDT, Min-
istry of For-
eign Affairs
and Foreign
Trade, MPA

1/2025

4/2027

No fin-
ancial

re-
sources
required

1: In-
creased
knowledge
and skills in
cyberse-
curity,
measured
by the per-
centage of
participants
showing a
significant
increase in
knowledge
and skills
after com-
pleting the
programs.
Initial state:
In 2025,
80% of par-
ticipants
show sig-
nificant
improve-
ment.
Interim




state: In
2026, 85%
of parti-
cipants
show
nificant
improve-
ment.
Final state:
In 2027,
90% of par-
ticipants
show sig-
nificant
improve-
ment.

2: En-
hanced
interna-
tional co-
operation —
Establish-
ment of
lasting re-
lationships
and pro-
jects  with
the EU,
NATO, and
partner
countries
contribut-
ing to the
improve-
ment of
cyberse-
curity..

sig-

M 1.1.11.2.
Promoting
cross-bor-
der co-
operation
by en-
abling cy-
bersecur-
ity profes-
sionals to
gain inter-
national
experi-
ence.

Ministry  of
Foreign Af-
fairs and
Foreign
Trade, MDT

1/2025

4/2027 0 | No
ancial
re-
sources

required

fin-

More pro-
fessionals
with inter-
national
experience
— Increase
in the num-
ber of pro-
fessionals
with inter-
national
experience
by 10% an-
nually,
measured
from 2025.

Specific Objective:
1.2. Establishment of Cybersecurity Sector within

the Ministry of Digital Transformation.

Outcome Indicator: Percentage of established and
functional institutional structures within the Cyber-
security Sector at the Ministry of Digital Transform-
ation.




M 1.2.1. National
Authority re-
sponsible for
cybersecurity
and Single Point
of Contact
(SPOC) for cyber-
security.

A 1.211.
Operation-
alization of
the Cyber-
security
Sector
(SSB).

MDT

1/2025

4/2027

107,625,00
0 MKD.

Budg
et of
the
lead-
ing
activ-
ity
entity

Percent-
age of
comple-
tion of
the op-
eration-
alization
of the
Cyber-
security
Sector
(SSB).
Initial
value:
0% in
2025
Interim
value:
50% in
2026
Final
value:
80% in
2027.

A 1.21.2
Establish-
ment of the
National
Authority
Respons-
ible for
Cyberse-
curity

MDT

1/2025

4/2027

No
fin-
ancial
re-
sourc
es

re-
quire
d

Time to
establish
the au-
thority -
The Na-
tional

Authority
should

be es-
tablished
and op-
erational
within 6
months
from the
initiation,
by the
end of
2025.

A 1.213.
National
Single
Point of
Contact for
Cyberse-
curity
(SPOC)

mMaTt

1/2025

4/2027

No
fin-
ancial
re-
sourc
es

re-
quire
d

Time to
establish
SPOC -
SPOC

should

be es-
tablished
and op-
erational
within 6
months
from ini-
tiation,

by the
end of
2025.
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M 1.2.2. Govern-
ment Security
Operations Cen-
ter (SOC) for pre-
ventive monitor-
ing and care of
cybersecurity for
the networks,
systems, and
services of MDT
and the Govern-
ment

A 1.221.
Security

monitoring
of govern-
ment net-
works, sys-
tems, and
services

MDT,
National
Council for
Digital
Transform-
ation of
Society,
MKD-CIRT

1/2026

4/2027

24,600,
MKD.

Budg
et of
the
lead-
ing
sub-
ject of
the
activ-
ity

Average
time to
resolve
90% of
security
issues
within
the SOC
Initial
value: 12
hours by
Septem-
ber 2026;
Trans-
itional
value: 6
hours by
April
2027;
Final
value:
Resolve
90% of
identified
issues
within 3
hours by
the end
of 2027.

A 1222,
Govern-
ment team
for re-
sponding
to com-
puter se-
curity in-
cidents -
Govern-
ment
CSIRT, as
part of the
Govern-
ment SOC;

MDT

1/2026

4/2027

No
fin-
ancial
re-
sourc
es

re-
quire
d

Incident
response
time
The re-
sponse
time for
signific-
ant in-
cidents,
from the
moment
of noti-
fication,
should
not ex-
ceed:
Initial
value: 24
hours by
Septem-
ber 2026;
Trans-
itional
value: 8
hours by
April
2027;
Final
value: 2
hours by
the end
of 2027.

11




A 1.223.
Cooper-
ation with
the na-
tional
CSIRT and
other gov-
ernment
institutions
and organ-
izations in
the country

MDT
MKD-CIRT,
Military
CIRT

1/2025

4/2027

No
fin-
ancial
re-
sourc
es

re-
quire

1. Fre-
quency
of co-
ordina-
tion
between
govern-
ment
institu-
tions -
Minimum
of 4
meetings
per year
for co-
ordina-
tion and
inform-
ation
sharing
between
govern-
ment
institu-
tions.

2. Per-
centage
of timely
shared
incident
inform-
ation -
100% of
cyber
incident
inform-
ation to
be
shared
within 12
hours
after
identi-
fication.

M 1.2.3. Interna-
tional coopera-
tion and building
strategic partner-
ships

A 1.23.1.
Cooper-
ation with
the
European
Union or-
ganiza-
tions and
networks
respons-
ible for
managing
large-scale
incidents
and crises
(EU-CyC-
LONe)

MDT,
MEA

1/2025

4/2027

No
fin-
ancial
re-
sourc
es

re-
quire

1.Fre-
quency
of com-
munic-
ation
with EU-
CyC-
LONe -
Regular
commu-
nication
with
Europea
n Union
net-
works, at
least
once per
quarter.
2.Fre-
quency
of par-

12




ticipation

in crisis
simula-
tions and
exer-
cises -
Particip-
ation in
at least 1
simula-
tion or
crisis
exercise
organ-
ized by
EU-CyC-
LONe per
year.
M 1.2.4. National | A 1.2.4.1. | MDT 1/2025 4/2027 No Time for
authority for co- | National MKD-CIRT, fin- estab-
ordination  and | authority Military ancial | lishing
management  of | for co- | CIRT, Na- re- the na-
large-scale com- | , dination | tional sourc | tional
puter security Council for es authority
oo and man- | “°° /, The
incidents and agement of Digital re- authorit
crises Transform- quire y
large-scale . must be
computer astcl,z?et of d fully
security y func-
incidents tional by
i the end
and crises of 2027.
Initial
value: 0
in 2025
Trans-
itional
value: 1
in 2026
(estab-
lished)
Final
value: 2
in 2027
(Fully
func-
tional)
M 1.2.5. Prepar- | A 1.2.5.1. | MDT, 1/2025 4/2027 No Number
ation of strategic | Prepara- National fin- of
documents and | tion of stra- | Council for ancial | Strategy
policies and mon- | tegic doc- | pijgital re- revisions
itoring the imple- | uments Transform- sourc | (suc-
mentation of the | and ation of es cessful
Cybersecurity policies Society re- imple-
Strategy and Ac- and mon- quire menta-
tion Plan, and | ofing the d tion) -
’ . implement- Carrying
other strategic ation of the out at
documents Cyberse- least 1
curity revision
Strategy annually
and Action to update
Plan, and and mon-
other stra- itor pro-

13




tegic doc- gress.
uments
M 1.2.6. Estab- | A 1.2.6.1. | MDT 1/2025 4/2027 2,460,000 | Budg | Percent-
lishing standards, | Establish- National MKD | et of | age of
measures, and | ijng stand- | Council for the govern-
controls for cy- | ards, Digital lead- _men_t
bersecurity  for | L oocures. | Transform- ing institu-
government net- " | ation  of activ- | fions that
and con- . < have
works, systems, trols for Society, ity imol
and services, and MKD-CIRT sub- | 'MpPre-
for the public | YPerSe- ject mented
sector curity for the
govern- stand-
ment net- Iar_d_s -
nitial
works, sys- value:
tems, and 35% in
services, 2025;
and for the Trans-
public sec- ititl)nal
value:
Q 50% in
2026;
Final
value:
75% in
2027.
M 1.2.7. Super- | A 1.27.1.| MDT 1/2025 4/2027 1.230.000 | Budg | 1. Num-
vision of public | Supervi- Inspection MKD | et of | ber  of
sector institu- | sjon of | Council the annual
tions' compliance public sec- lead- super-
with  prescribed | (or  insti- ing visions
standards, meas- | ¢ ..o . activ- | of public
: sector
ures, and con- compli- ity Instith
trols | sub- d
ance with ject tions —
prescribed Perform
standards, at least:
measures, I"'t'al_
value: 0
and con- in 2025
trols Trans-
itional
value: at
least 5 in
2026;
Final
value:
minimum
10 su-
pervi-
sions in
2027.

Specific Objective:

1.3. Increased capacities for defence operations

in cyberspace

Outcome Indicator:

Operational capacities for cyber defence within the
Army of the Republic of North Macedonia

14




M1.3.1. A 13.1.1.| MoD 1/2025 4/2025 1.230.000 | Budg | Adopted
Enhancement of Cyber de- | ARM MKD. | et of | cyber-
capacities for fence the security
military cyber strategy lead- | defence
operations ing strategy
through the de- activ- | by  the
velopment of a ity 2325 of
comprehensive sub- ’
strategy for im- ject
proving the cyber | A 1.3.1.2. MD 1/2025 4/2027 18,204,000 | Budg | Opera-
operations capa- | Formation | Stakehold- MKD. | et of | tional
cities of the mil- of a mil-| ers the team by
itary, including itary team lead- | 2027.
th_e_formatlon ofa | ¢ re- ing_
military t_eam for sponding :actlv-
responding to ity
cybersecurity 9 (.:yber- sub-
incidents ?:ec.urlty ject

incidents
M 1.3.2. Devel- | A 1.3.2.1. | ARM 1/2025 4/2027 4,305,0004 | Budg | Estab-
opment of cyber- | Develop- MoD eH. | et of | lished
security defence | ment  of the frame-
capabilities  for | cyberse- lead- | work for
national and mil- | curity —de- ing deploy-
itary needs | fence cap- activ- | '"g  cy-
through the cre- abll_ltles for ity ber§e-
ation of a solid mafignal . sub- curity
framework for the | 2nd _ mil- ject letenge

itary needs capab-
deployment  of | . 5,gn ilities for
cybersecurity the  cre- national
defence capab- | ation of a security
ilities as needed | golid protec-
for the protection | framework tion.
of national secur- | for the de-
ity and military | ployment
operations; of cyber-

security

defence

capabilities

as needed

for the pro-

tection of

national

security

and mil-

itary  op-

erations
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ACTION PLAN (2025-2027) FOR 2025-2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: Security and Resilience of | ALIGNMENT TO THE NATIONAL DEVELOPMENT
Essential and Important Entities, Networks and | STRATEGY (2024-2044): Priority Area 5: Secure,
Information and Communication Systems

Specific Objective 2.1: Risk and threat manage-

ment and monitoring

safe and resilient society -

Outcome

Indicator:

Level of effectiveness in risk and threat manage-

ment, measured through the degree of identifica-
tion, assessment, and management of cyber risks
and threats at the national level.

M 2.1.1 Na- A21141 MDT, Essen- | 1/2025 4/2025 1.537.50 | Budget | Indicator: Full
tional Preparation | tial and Im- 0 of lead- | implement-
Framework and Adop- portant En- ing in- ation of the
for Risk As- | tion of a tities stitution | framework at
sessment National the national
Related to Eramework level.
Cybersecur- p Initial value:
. or Cyber-
ity security 0%,
i Intermediate
Risk Man- value after 6
agement months: 50%,
with Meth- Final value:
odology: 100% after 12
months, by
the end of
2025.
M 2.1.1 Na- A211.2 MDT, Essen- | 1/2026 4/2027 922,500 Budget | Improved
tional Revision of | tial and Im- MKD of the efficiency of
Framework the National | portant En- leading | the
for Risk As- | Framework | tities insti- framework
sessment for Cyber- tution afte:r .the
Related to security of t-hc.a re.v!smn.
Cybersecur- Risk Man- activity. | Initial value:
ity agement: 0%; Trans-
’ ition value by
the end of
2027: 35%;
Final value:
70% of insti-
tutions to
report im-
proved effect-
iveness in
risk manage-
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ACTION PLAN (2025-2027) FOR 2025-2028 CYBERSECURITY STRATEGY IMPLEMENTATION
PRIORITY AREA 2: Security and Resilience of | ALIGNMENT TO THE NATIONAL DEVELOPMENT
Essential and Important Entities, Networks and | STRATEGY (2024-2044): Priority Area 5: Secure,
Information and Communication Systems safe and resilient society -

ment after the
revision by
the end of
2027.
M 2.1.1 Na- A.2.1.1.3. MDT, MKD 1/2026 4/2027 2,460,00 | Budget | Increased
tional frame- | Training for | CIRCT, Es- 0 MKD of the preparedness
work for risk | essential sential and leading | of institutions
assessment | and jmport- | important insti- for risk as-
related to ant entities entities tution sessment —
cybersecur- | o Lok as- for the Measurable
ity activity | improvement
sessment - -
in the ability
of institutions
to identify
and assess
risks within 1
year after the
training is
completed.
M 2.1.1 Na- A.2.1.1.4. MDT, MKD 1/2027 4/2027 1.230.00 | Budget | 1. Full com-
tional Supervision | CIRT, Es- 0 of the pliance of
Framework of public sential and leading | institutions
for Cyber- sector in- Important insti- with risk as-
security stitutions' Entities tution sessments.
Risk As- compliance for the Initial value:
sessment ! activity | 0% — Trans-
with pre- b
. . itional value:
scribed risk 50% of insti-
s i tutions to be
ments compliant
with risk as-
sessments
within 2
years. Final
value: 70% of
institutions to
be compliant
with risk as-
sessments
within 3
years. 2
M.2.1.2 Op- A.21.21 MKD-CIRT, 1/2025 4/2027 Budget |, Achieved
erational Operational National 1,845,00 | of the full compli-
and Organ- and Organ- Council for 0 MKD leading | ance with the
izational izational Digital insti- prescribed
Measures Measures Transform- tution measures —
for Man- for Man- ation of So- for the 100% com-
aging Risks aging Risks ciety activity pllance_ of
Related to Related to essential and
the Security . important
of Network the Security entities with
and Inform- | ©f Network the imple-
ation Sys- and Inform- mented meas-
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ACTION PLAN (2025-2027) FOR 2025-2028 CYBERSECURITY STRATEGY IMPLEMENTATION
PRIORITY AREA 2: Security and Resilience of | ALIGNMENT TO THE NATIONAL DEVELOPMENT
Essential and Important Entities, Networks and | STRATEGY (2024-2044): Priority Area 5: Secure,
Information and Communication Systems safe and resilient society -
tems for ation Sys- ures within 4
Essential tems for years. Initial
and Import- | Essential value: 0% in
ant Entities; | and Import- 2025. Trans-

ant Entities; itional value:
35% in 2026.
Final value:
70% in 2027.
M.2.1.3 Su- A.2.1.31 MDT, 1/2026 4/2026 1.230.00 | Budget | Functional
pervision of | Establish- MKD-CIRT, 0 of the supervisory
Essential ment of Su- National leading | system — Es-
and Import- | peryision Council for insti- tablished and
ant Entities over Essen- | Digital tution operational
in the Im- tial and Im- Transform- for the supervisory
plementa- rtant En- ation of So- activity | system thatis
tion of Pre- po a. ciety regularly ap-
scribed tiles in the plied to all
Measures, Irr!plement- relevant en-
Controls, ation of Pre- tities.
and Risk scribed
Assessment | Measures,
Controls,
and Risk
Assessment
M.2.1.3 Su- A.2.1.3.2 MDT, 1/2026 4/2027 0 No fin- Effective risk
pervision of | Implement- MKD-CIRT, ancial reduction due
Essential ation of Su- National re- to supervi-
and Import- | peryision Council for sources | sion —30%
:ant Entities over Essen- | Digital re- rfaduction in
in the Im- tial and Im- Tr_ansform- quired risks related
plementa- rtant En- ation of So- to non-com-
tion of Pre- po a. ciety pliance within
scribed Utichin Ty one year after
Measures, In!plement- the imple-
Controls, ation of Pre- mentation of
and Risk scribed supervisory
Assessment | Measures, activities.
Controls, Achieved
and Risk continuous
Assessment compliance —
70% of entit-
ies to achieve
full compli-
ance after the
second round
of supervi-
sion.
M.2.1.4Vul- | A2.1.41 MDT, 1/2026 4/2027 615.000 | Budget | 1. Reduction
nerability Policy for MKD-CIRT, of the in the number
Manage- Vulnerability leading | of critical vul-
ment, In- Manage- insti- nerabilities in
cluding the ment, In- tution network and
Promotion cluding the for the information
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ACTION PLAN (2025-2027) FOR 2025-2028 CYBERSECURITY STRATEGY IMPLEMENTATION
PRIORITY AREA 2: Security and Resilience of | ALIGNMENT TO THE NATIONAL DEVELOPMENT
Essential and Important Entities, Networks and | STRATEGY (2024-2044): Priority Area 5: Secure,
Information and Communication Systems safe and resilient society -
and Facil- Promotion activity | systems on a
itation of and Facil- quarterly,
Coordinated | jtation of semi-annual,
Vulnerability | coordinated and annual
Disclosure Vulnerability basis.

Disclosure
M.2.1.4Vul- | A21.4.2 MDT, 1/2026 4/2027 2,460,00 | Budget | 1.Increased
nerability Training for | MKD-CIRT, 0 MKD of the Vulnerability
Manage- Essential Leading | Management
ment, In- and Import- Insti- Capability -
cluding the ant Entities tution 85% of par-
Promotion on Vulner- for the ticipants to
and Facil- L. Activity | reportim-
I ability Man- -
itation of proved ability
Coordinated agement to identify
Vulnerability and manage
Disclosure vulnerabilities
after complet-
ing the train-
ing.
M.21.4Vul- | A21.43 MDT, 1/2026 4/2026 0 No fin- Timely In-
nerability Information MKD-CIRT, ancial formation
Manage- Sharing on re- Sharing
ment, In- Vulnerab- sources | Within 24
cluding the ilities re- Hours
Promotion quired
and Facil-
itation of
Coordinated
Vulnerability
Disclosure;
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ACTION PLAN (2025-2027) FOR 2025-2028 CYBERSECURITY STRATEGY IMPLEMENTATION

Specific Objective 2.2: Secure and resi-
lient essential and important entities

PRIORITY AREA 2: Security and Resilience of
Essential and Important Entities, Networks
and Information and Communication Systems

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024-2044): Priority Area 5: “Secure, safe
and resilient society”

Outcome Indicator: Level of security and resilience of

essential and important entities, measured through the
implementation of protection measures and their ability to
withstand cyberattacks and threats.

M.2.21.Im- | A2.21.1. MDT, 1/2025 4/2027 Budget of
proving the Establishing | MKD- 3,690,000 | the lead- Reduction of
Resilience Policies for | CIRT, Es- MKD ing insti- risks by 30%
of Essential | Risk Ana- sential tution for | — Reduction
and Import- lysis and and Im- the activ- | of identified
ant Entities Security of portant ity risks in the
I . Entities current
nformation .
Svstems period com-
y pared to the
previous
year.
M.2.21.Im- | A.2.21.2. MDT, 1/2025 4/2027 Budget of | Improvement
proving the Develop- MKD- 2,767,500 | the lead- of crisis re-
Resilience ment, re- CIRT, Es- MKD ing insti- silience.
of Essential | yjew, and sential tution for | Starting
and Import- updating of and Im- the activ- | value: 0% in
ant Entities Business portant ity 2025, Trans-
Continuity Entities itional value:
Plans and 35% in 2026,
o Final value:
Crisls Man~ 70% in 2027.
agement 70% of insti-
Plans. tutions
should
demonstrate
improvement
in crisis
scenarios,
through re-
ports on con-
ducted ex-
ercises and
tests.
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ACTION PLAN (2025-2027) FOR 2025-2028 CYBERSECURITY STRATEGY IMPLEMENTATION
PRIORITY AREA 2: Security and Resilience of | ALIGNMENT TO THE NATIONAL DEVELOPMENT
Essential and Important Entities, Networks | STRATEGY (2024-2044): Priority Area 5: “Secure, safe
and Information and Communication Systems | and resilient society”

M.2.21.Im- | A.2.2.1.3. MDT, 1/2025 4/2027 Budget of | 1. Reduction
provement Implement- MKD- 922,500 the lead- of supply
of resilience | ation of CIRT, Es- MKD ing insti- chain-related
of essential | sypply sential tution for | risks — Re-
and import- | chain Se- and Im- the activ- | duction of
ant entities curity Meas- portant ity supply chain
\ied Entities incidents by
30% annually.
M.2.21.Im- | A.2.2.1.4. MDT, 1/2025 4/2027 0 No finan- | Reduction of
provement Assessment | MKD- cial re- risks by 30%
of resilience | of cyberse- CIRT, Es- sources - Reduction
of essential | cyrity risk sential required of identified
and import- manage- and Im- cybersecurity
ant entities ment meas- portant risks annu-
Entities ally.
ures
M.2.2.1. Im- A.2.2.1.5. MDT, 1/2026 4/2027 Budget of | 1: Increased
provement Basic Cyber | MKD- 3,075,000 | the lead- awareness of
of resilience | Hygiene CIRT, Es- MKD ing insti- cyber hy-
of essential | practices sential tution for | giene — More
and import- | o4 Cyber- and Im- the activ- | than 85% of
ant entities security por?a?nt ity participants
Training Entities shquld report
an increased
understand-
ing of cyber
hygiene after
completing
the annual
training.
2: Reduction
in incidents
related to
human
factors an-
nually.
M.2.2.1. Im- A.2.2.1.6. MDT, 1/2026 4/2027 922,500 Budget of | 1. Increased
provement Policies and | MKD- MKD the lead- data protec-
of resilience | Procedures | CIRT, Es- ing insti- tion — Reduc-
of essential | Regarding sential tution for | tion in repor-
and import- | {he Use of and Im- the activity | ted incidents
ant entities Crypto- por?a?nt related ?o
Entities encryption on
graphy and,
Where Ap- an a!nnual
X p basis.
propriate,
Encryption
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ACTION PLAN (2025-2027) FOR 2025-2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: Security and Resilience of
Essential and Important Entities, Networks
and Information and Communication Systems

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024-2044): Priority Area 5: “Secure, safe
and resilient society”

M.2.21.Im- | A.2.21.7. MDT, 1/2026 4/2027 922,500 Budget of | 1. Reduction
provement Human Re- MKD- MKD the lead- in reported
of resilience | sources CIRT, Es- ing insti- incidents
of essential | security, sential tution for | related to
and import- | aAccess and Im- the activ- | human re-
ant entities Control portant ity sources on
4 Entities an annual
Policies, basis.
and Asset
Manage-
ment
M.2.2.1.Im- | A.2.2.1.8. MDT, 1/2026 4/2027 24,600,00 | Budget of | 1 Improved
provement Use of MKD- 0 MKD the lead- access se-
of resilience | Multi-factor | CIRT, Es- ing insti- curity — Re-
of essential | Aythentic- sential tution for | duction in
and import- | ation or and Im- the activ- | compromised
ant entities Continuous portant ity access to
A . Entities critical sys-
uthentic- tos@on ar
a.tlon Solu- annual basis.
tions 2. Full imple-
mentation of
authentica-
tion — 100%
of entities to
apply Multi-
Factor Au-
thentication
(MFA) for
critical sys-
tems and
services
within 4
years.
M.2.2.2. A.2.2.21. MDT, 1/2025 4/2027 196,800,0 | Budget of | 1. Increased
Government | Creation of Essential 00 MKD the lead- speed and
Security sectoral and Im- ing insti- efficiency in
Operations | cSIRT and portant tution for | incident re-
Center SOC struc- Entities, the activ- | sponse — At
(SOC) for tures for ity least 90% of
preventive essential entities to
monitoring . report im-
and care of | 2"d 'mme' provement in
cybersecur- ant entities. the time and
ity for the quality of
networks, incident re-
systems, sponse.
and ser-
vices of
MDT and
the Govern-
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ACTION PLAN (2025-2027) FOR 2025-2028 CYBERSECURITY STRATEGY IMPLEMENTATION
PRIORITY AREA 2: Security and Resilience of | ALIGNMENT TO THE NATIONAL DEVELOPMENT
Essential and Important Entities, Networks | STRATEGY (2024-2044): Priority Area 5: “Secure, safe
and Information and Communication Systems | and resilient society”
ment
M.2.2.2. A.2.2.2.2. MDT, 1/2025 4/2027 3,075,000 | Budget of | 1. Improved
Government | Procedures | Essential MKD the lead- incident re-
Security for handling | and Im- ing insti- sponse — Re-
Operations | cypersecur- | Portant tution for | duction in
Center ity incid- Entities, the activ- | incident re-
(SOC) for ents; ity sponse time
preventive on an annual
monitoring basis.
and care of
cybersecur-
ity for the
networks,
systems,
and ser-
vices of
MDT and
the Govern-
ment
M.2.2.2. A.2.2.2.3. Essential 1/2025 4/2027 36,900,00 | Budget of | 1. Increased

Security in and Im- 0 MKD the lead- | protection of
Government | use, portant ing insti- | networks and
Security develop- Entities, tution for | systems —
Operations ment. and the activ- | Decrease in
Center . ; ity the number
(SOC) for AN of successful
preventive ancevef nagg cyberattacks
monitoring | Works and due to vul-
and care of | information nerabilities
cybersecur- | systems, on an annual
ity for the including basis.
networks, vulnerability
systems, manage-
and ser- ment and
vices of detection.
MDT and
the Govern-
ment
ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY
PRIORITY AREA 2: Security and Resilience of ALIGNMENT TO THE NATIONAL DEVELOPMENT
Essential and Important Entities, Networks, and STRATEGY (2024-2044): Priority Area 5 “Secure, safe
Information and Communication Systems and resilient society”
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ACTION PLAN (2025-2027) FOR 2025-2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: Security and Resilience of
Essential and Important Entities, Networks
and Information and Communication Systems

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024-2044): Priority Area 5: “Secure, safe
and resilient society”

entities.

General Objective: Ensuring the security, con-
fidentiality, and resilience of critical networks,
information systems, and essential and important

Effect Indicator: Level of improvement in the security,
confidentiality, and resilience of critical networks and in-
formation systems, measured through the success of de-
veloped national risk management frameworks, imple-
mented protection measures, and the effectiveness of
public-private cooperation.

Specific Objective 2.3: Improved security of
national networks and information systems

Outcome Indicator: Level of security and resilience of
essential and important entities, measured through the
implementation of protection measures and their ability to
withstand cyberattacks and threats.

M.2.3.1. Min- | A.2.3.1.1. MDT, Es- 1/2025 4/2027 Budget of | 1 Risk reduc-
imum set of | Defining the | sential 1,230,000 | the lead- tion due to
technolo- minimum and Im- MKD ing insti- | the imple-
gical and set of tech- | portant tution for | mentation of
organiza- nological Entities the activ- | measures - A
tional meas- | _ ., organ- ity 3_0%_refjuc-
ures for izational tion in iden-
cybersecur- tified tech-
ity mpagyes nological and
R cyPer- organiza-
security tional risks
after imple-
mentation.
M.2.3.1. Min- | A.2.3.1.2. MDT, Es- 1/2027 4/2027 615.000 Interna- At least 70%
imum set of | Revision of | sential tional of institutions
technolo- the min- and Im- Assist- should be
gical and imum set of | portant ance compliant
organiza- technolo- Entities with the re-
tional meas- gical and vised meas-
ures for : ures and in-
organiza- .
cybersecur- tional meas- ternational
ity standards.
ures for
cybersecur-
ity
M.2.3.2. A.2.3.21 MDT, Es- 1/2027 4/2027 0 No finan- | 1. Full com-
Support for | Support for | sential cial re- pliance with
implement- implement- and Im- sources technological
ation and ation and portant needed and organ-
oversight of oversight of Entities izational
compliance compliance measures —
with the ith the 95% of all
minimum w'.t . relevant in-
minimum
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ACTION PLAN (2025-2027) FOR 2025-2028 CYBERSECURITY STRATEGY IMPLEMENTATION
PRIORITY AREA 2: Security and Resilience of | ALIGNMENT TO THE NATIONAL DEVELOPMENT
Essential and Important Entities, Networks | STRATEGY (2024-2044): Priority Area 5: “Secure, safe
and Information and Communication Systems | and resilient society”
set of tech- | set of tech- stitutions
nological nological should
and organ- and organ- achieve com-
izational jzational pliance with
measures measures technological
for cyber- for cyber- and organ-
security security izational

measures
within 4
years.
M.2.3.3. Se- | A.2.3.3.1. Director- 1/2025 4/2025 12.300.00 | Budget of | Implement-
curity ac- Procure- ate for 0 the lead- ation of pro-
creditation ment of security of ing insti- curement and
of commu- equipment classified tution for | training for
nication and | {5 TEM- inform- the activ- | the use of
information PEST zon- ation ity equipment.
systems ing of facil-
through L
which clas- itigs.
sified in-
formation is
processed.
M.2.3.3. Se- | A.2.3.3.2. Director- 1/2025 4/2027 1,845,000 | Budget of | Successful
curity ac- Training for | ate for MKD the lead- | completion of
creditation specialized security of ing insti- training for a
of commu- personnel. classified tution for | minimum of
nication and inform- the activ- | 80% of spe-
information ation ity cialized per-
systems sonnel on an
through annual basis.
which clas-
sified in-
formation is
processed.
M.2.3.3. Se- | A.2.3.3.3. Director- 1/2025 4/2027 18,450,00 | Budget of | Increased
curity ac- Procure- ate for 0 MKD the lead- security of
creditation ment of security of ing insti- classified
of commu- crypto- classified tution for | information
nication and graphic inform- the activ- | handled in
information equipment ation, ity Information
systems and soft- Stake- and Commu-
through holders nication Sys-
which clas- | Ware tems (ICS) on
sified in- an annual
formation is basis.
processed.
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ACTION PLAN (2025-2027) FOR 2025-2028 CYBERSECURITY STRATEGY IMPLEMENTATION
PRIORITY AREA 2: Security and Resilience of | ALIGNMENT TO THE NATIONAL DEVELOPMENT
Essential and Important Entities, Networks | STRATEGY (2024-2044): Priority Area 5: “Secure, safe
and Information and Communication Systems | and resilient society”

M.2.3.3. Se- | A.2.3.3.4. Director- 1/2025 4/2027 3,690,000 | Budget of | Increased
curity ac- Procure- ate for MKD the lead- security of
creditation ment of security of ing insti- classified
of commu- TEMPEST classified tution for | information
nication and equipment inform- the activ- | handled in
information ation, ity Information
systems Stake- and Commu-
through holders nication Sys-
which clas- tems (ICS) on
sified in- an annual
formation is basis.
processed.
M.2.3.3. Se- | A.2.3.3.4. Director- 1/2025 4/2027 3,690,000 | Budget of | Increased
curity ac- Construc- ate for MKD the lead- security of
creditation tion of se- security of ing insti- classified
of commu- curity zones | classified tution for | information
nication and inform- the activ- | handled in
information ation, ity Information
systems Stake- and Commu-
through holders nication Sys-
which clas- tems (ICS) on
sified in- an annual
formation is basis.
processed.
M.2.3.3. Se- | A.2.3.3.5. Ministry of | 1/2025 4/2025 123.000 Budget of | The regula-
curity ac- Develop- Defence, the lead- | tion adopted
creditation ment of a ARM, Min- ing insti- by the Gov-
of commu- new Reg- istry of tution for | ernment of
nication and | |ation for Interior, the activ- | the Republic
information crypto- Ministry of ity of North
systems hic pro- Foreign Macedonia.
through grar.) P Affairs
which clas- tagtfon and For-
sified in- eign
formation is Trade,
processed. Director-

ate for

security of

classified

inform-

ation

Intelli-

gence

Agency,

National

Security

Agency,

Crisis

Manage-
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ACTION PLAN (2025-2027) FOR 2025-2028 CYBERSECURITY STRATEGY IMPLEMENTATION

PRIORITY AREA 2: Security and Resilience of | ALIGNMENT TO THE NATIONAL DEVELOPMENT
Essential and Important Entities, Networks | STRATEGY (2024-2044): Priority Area 5: “Secure, safe
and Information and Communication Systems | and resilient society”

ment
Centre

ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY

PRIORITY AREA 2: Security and Resilience of | ALIGNMENT TO THE NATIONAL DEVELOPMENT
Essential and Important Entities, Networks, and | STRATEGY (2024-2044): Priority Area 5: “Secure, safe
Information and Communication Systems

and resilient society”

Specific Objective 2.4: Recommendations for | Outcome Indicator: The level of implementation of se-

the use of security technology in society

M.2.4.1.

Policy for
Inclusion
and Spe-
cification
of Cyber-
security
Require-
ments for

A.2.41.1.
Policy for
Including
and Spe-
cifying
Cyberse-
curity Re-
quirements
forICT

MDT,
MKD-CIRT,
National
Council for
Digital
Transform-
ation of So-
ciety

curity technologies and alignment with recommendations,
as well as the degree of awareness and acceptance of
security technologies by various entities in society.

1/2026 4/2027 922,500 Interna- 1lmproved
MKD tional Cybersecurity
Assist- of Procured
ance ICT Products
and Services
— Institutions

should incor-
porate cyber-
security re-

quirements in
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ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY
PRIORITY AREA 2: Security and Resilience of | ALIGNMENT TO THE NATIONAL DEVELOPMENT
Essential and Important Entities, Networks, and | STRATEGY (2024-2044): Priority Area 5: “Secure, safe
Information and Communication Systems and resilient society”

ICT Products ICT procure-
Products and ICT ments.
and ICT Services in
Services in | public Pro-
Public Pro- | .urement
curement
M.2.4.2. A.2.4.21. MDT, 1/2026 4/2027 922,500 | Interna- Reduction in
Registry of | Registry of | MKD-CIRT, MKD tional incidents and
Secure Secure National Assist- problems
New Tech- | New Tech- gOU;N:I' for ance caused by
nologies ; igita insecure
nologies Transform- technologies
ation of So- after the im-
ciety plementation
of the re-
gistry.
M.2.4.3. A.2.4.3.1. MDT, 1/2026 4/2027 922,500 | Interna- 1. Reduction
Register of | Register of | MKD-CIRT, MKD tional in the use of
Techno- Techno- National Assist- high-risk
logies Rep- | |ogjes Rep- | Council for ance technologies
resenting | resenting Digital on an annual
High Se- High Se- Ttr_ansfofmé- basis after
curity curity 2i:tm or So- the registry
Risks & Yy implement-
Risks .
ation.
M.2.4.4. A.2.44.1. MDT, 1/2026 4/2027 922,500 | Interna- Operational
Permanent | Permanent | MKD-CIRT, MKD tional working
inter-min- inter-min- National Assist- group by the
isterial isterial gOUtn(I:" for ance end of 2026.
working ; igita
group for ;vrc:)r:;l)nfir Ttr?nsfo;n;.
monitoring monitoring 2i:t>n —
new tech- Yy
nologies L 4 t?Ch'
nologies.

STRATEGY

ACTION PLAN (2025-2027) FOR THE IMPLEMENTATION OF THE 2025-2028 CYBERSECURITY

PRIORITY AREA 2: Security and Resilience of
Essential and Important Entities, Networks, and
Information and Communication Systems

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024-2044): Priority Area 5: “Secure, safe
and resilient society”

General Objective: Ensuring the security, con-
fidentiality, and resilience of critical networks,
information systems, and essential and import-

Effect Indicator: Level of improvement in the security, con-
fidentiality, and resilience of critical networks and information
systems, measured through the success of developed na-
tional risk management frameworks, implemented protection
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ACTION PLAN (2025-2027) FOR THE IMPLEMENTATION OF THE 2025-2028 CYBERSECURITY

STRATEGY

PRIORITY AREA 2: Security and Resilience of

ALIGNMENT TO THE NATIONAL DEVELOPMENT

Essential and Important Entities, Networks, and | STRATEGY (2024-2044): Priority Area 5: “Secure, safe
and resilient society”

Information and Communication Systems

Specific Objective 2.5: Public-private sector

partnership and collaboration

Outcome Indicator: Level of public-private cooperation in

the implementation of cybersecurity measures and the ef-
fectiveness of partnerships in protecting against cyber
threats.

M.2.5.1. A.2.5.1.1. MDT, 1/2025 4/2027 5,535,000 | Interna- 1. Improved
Multisect- Establish- Private MKD tional As- coordination
oral Work- | ment of a Sector, sistance between sec-
ing Group | National Cham- tors — By 2027,
Platform for | pers of 90% of users
Multisect- Com- :e»hould report
oral Cooper- merce |mproveq
¢ communica-
gen tion and co-
operation
through the
platform.
M.2.5.1. A.2.5.1.2. MDT, 1/2025 4/2027 615.000 Interna- 1increased
Multisect- Develop- Private tional as- legal support
oral Work- | ment and Sector, sistance for public-
ing Group | Monitoring Cham- private part-
of Legal bers of nerships —
Eramework: Com- institutions
Legal solu- merce (including
. subjects using
tions that
. & these mech-
will f.acmtate anisms) to
public- report that the
private part- legal frame-
nerships, work has fa-
outsourcing cilitated the
contracts, partnership.
and support
from busi-
ness cham-
bers
M.2.5.1. A.2.51.3. MDT, 1/2026 4/2027 0 No finan- 1. Increased
Multisect- Encour- Private cial re- use of out-
oral Work- | aging Out- Sector, sources sourcing solu-
ing Group | sourcing Cham- needed tions in cyber-
Solutions: bers of security on an
Creating Com- annual basis.
merce 2. Improved
programs
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STRATEGY

ACTION PLAN (2025-2027) FOR THE IMPLEMENTATION OF THE 2025-2028 CYBERSECURITY

PRIORITY AREA 2: Security and Resilience of
Essential and Important Entities, Networks, and
Information and Communication Systems

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024-2044): Priority Area 5: “Secure, safe
and resilient society”

that will cybersecurity
promote through out-
outsourcing sourcing solu-
in cyberse- tions — Reduc-
curity tion in security
incidents after
the introduc-
tion of out-
sourcing solu-
tions on an
annual basis.
M.2.5.1. A.2.5.1.4. MDT, 1/2026 4/2027 615.000 Interna- 2. Increased
Multisect- | Strategic Private tional As- | investment
oral Work- | Plan for Sector, sistance through PPP
ing Group Public- Cham- projects on an
Private Part- | Pers of annual basis.
nerships Com-
(PPP) merce

30




ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY

PRIORITY AREA 3: Cyber-Resilient Society

Specific Objective 3.1: Raise awareness on cybersecur-

ity and disinformation in cyberspace

ALIGNMENT TO THE NATIONAL DEVELOP-
MENT STRATEGY (2024-2044): Priority Area 5:
“Secure, safe and resilient society”

Outcome Indicator: Percentage of increased
awareness and understanding of cybersecurity and
disinformation in cyberspace, measured through

changes in behaviour and knowledge of the target
group.

M.3.1.1. Plan for A.3.1.1.1. Pre- MDT, 1/202 | 4/2027 1.230.0 | Interna- | Adopted
Improving General | paration and ME, 6 00 tional plan, re-
Cybersecurity Adoption of a Bureau for Assist- | viewed
Awareness, In- Plan for Im- Devc:lop- ) ance annually.
eral Cyberse- | Center for
Measures .
curity Aware- the Devel-
ness, Including | opment of
at Least the Vocational
Necessary Education,
Measures National
Council for
Digital
Transform-
ation of
Society,
MKD-CIRT
M.3.1.1. Plan for A.3.1.1.2. Im- MDT, 1/202 | 4/2027 Interna- 1. In-
Improving General | plementation of | ME, 6 1,230,0 | tional creased
Cybersecurity campaigns, Bureau for 00 Assist- | public
Awareness, In- creation of edu- | Develop- ance awareness
cluding at Least catibual Ban ment of of cyber-
the Necessary tent. Education, security —
Measures Center for More than
the Devel- 75% of
opment of campaign
Vocational parti-
Education, cipants to
National report a
Council for higher
Digital level of
Transform- awareness
ation of (measured
Society, through
MKD-CIRT surveys)_
M.3.1.1. Plan for A.3.1.1.3. Na- MDT, 1/202 | 4/2027 Interna- | Increased
improving the tional platform ME, 5 9,225,0 | tional cyberse-
general level of for cybersecur- | Bureau for 00 Assist- | curity
cybersecurity ity education Develop- ance awareness
awareness, in- ment of and know-
cluding at least Education, ledge —
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the necessary Center for 85% of
measures the Devel- platform
opment of users to
Vocational report a
Education, higher
gation_allf level of
ouncil for
Digital ng;se
Transform-
ation of awareness
Society, and know-
MKD-CIRT ledge after
complet-
ing train-
ing and
programs.
M.3.1.2. Plan for A.3.1.2.1. Pre- Bureau for | 1/202 | 4/2026 1.230.0 | Budget Adopted
improving educa- | paration and Develop- 6 00 of the plan
tion in primary adoption of a ment of leading
and secondary Plan for im- Education, institu-
schools on critical proving the MDT, ME, tion for
thm_kmg an_d pro- general level of Center for the_ :
tection against b it the Devel- activity
disinformation in cybersecurily opment of
cyberspace :awarer_mess, Vocational
including at Education,
least the neces- | civil Sector
sary measures
M.3.1.2. Plan for A.3.1.2.2. Im- Bureau for | 1/202 | 4/2027 Budget Imple-
improving educa- | plementation of | Develop- 6 12,300, | of the mentation
tion in primary the activities ment of 000 leading of the plan
and secondary from the plan Education, institu-
schools on critical MDT, ME, tion for
thinking and pro- Center for the
tection against the Devel- activity
disinformation in opment of
cyberspace Vocational
Education,
Civil Sector
M.3.1.2. Plan for A.3.1.2.3. Re- Bureau for | 1/202 | 4/2027 615.000 | Budget 1.mple-
improving educa- | vision and up- | Develop- 7 of the mentation
tion in primary dating of the ment of leading of the re-
and secondary plan Education institu- commend-
schools on critical (BDE), Min- tion for ations
thinking and pro- istry of the from the
tection against Digital activity revision
disinformation in Transform- 2.Updated
cyberspace ation plan
(MDT), Min-
istry of
Education
and Sci-
ence (ME),
Center for
the Devel-
opment of
Vocational
Education
(CRVE),
National
Council for
Digital
Transform-
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ation of

Society
(NSDTS),
Civil Sector
M. 3.1.3. Raise A.3.1.3.1. Incor- | Bureau for | 1/202 | 4/2026 3.382.5 | Budget 1.Percent-
awareness and poration of cy- | Develop- 6 00 of the age of cur-
education on cy- bersecurity ment of leading ricula that
bersecurity in concepts and Education, institu- include
primary and sec- thematic units MDT, ME, tion for cyberse-
ondary education | ;. he cur- Center for the curity
; . the Devel- activity 2.Devel-
ricula in
pfimdrydhd opmept of opm'ent of
Vocational curricula
sec,:ondary edu- Education, and pro-
cation. National grams for
Council for cyberse-
Digital curity
Transform- 3.Number
ation of of stu-
Society, dents par-
Civil Sector ticipating
in cyber-
security
training
and pro-
grams
4.Creation
of lessons
on data
protection
and pri-
vacy
5.Assess-
ment of
knowledge
and aware-
ness of
cyberse-
curity
M. 3.1.3. Raise A.3.1.3.2. Edu- Bureau for 1/202 | 4/2027 6,457,5 | Budget 1.Percent-
awareness and cating and Develop- 6 00 of the age of
education on cy- training teach- ment of leading teachers
bersecurity in ing staff in Education, institu- trained in
primary and sec- primary and MDT, ME, tion for cyberse-
ondary education secondary Center for the curity
. the Devel- activity Starting
schools in the no
field of cyber- opmept i Yalue. 0%
! Vocational in 2025,
secu.rlt.y and Education, Target
providing ap- National value: 50%
propriate and Council for in 2026,
up-to-date ma- | Digital Final
terials for stu- Transform- value: 85%
dents. ation of in 2027.
Society, 2.Percent-
Civil Sector age of
teachers
who suc-
cessfully
apply cy-
bersecur-
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ity in their
teaching
on an an-
nual basis.

M. 3.1.3. Raise
awareness and
education on cy-
bersecurity in
primary and sec-
ondary education

A.3.1.41. Ac-
quiring know-
ledge and skills
in cybersecur-
ity concepts
through study
programs at
higher educa-
tion institu-
tions.

Agency for
Quality of
Higher
Education,
Universit-
ies

1/202

4/2026

3.075.0
00

Budget
of the
leading
institu-
tion for
the
activity

1.Percent-
age of stu-
dents with
basic and
advanced
under-
standing
of cyber-
security.
2.Percent-
age of
graduates
who start
a career in
cyberse-
curity.
3.Percent-
age of in-
stitutions
offering
accredited
cyberse-
curity pro-
grams.

M.3.1.5. Raising
awareness and
education on cy-
bersecurity for
employees in the
public and private
sectors

A.3.1.5.1. Pro-
motional activ-
ities

MDT,
MKD-CIRT

1/202

4/2027

922.500
MKD

Budget
of the
leading
institu-
tion for
the
activity

Increased
cyberse-
curity
awareness
— At least
80% of
parti-
cipants in
the cam-
paigns
should
report im-
proved
awareness
and under-
standing
of cyber-
security
on an an-
nual basis.
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M.3.1.5. Raising A.3.1.5.2. Up- MAOT, 1/202 | 4/2027 922,500 | Budget Compli-
awareness and date of mater- MKD-CIRT |5 of the ance with
education on cy- ials leading the latest
bersecurity for institu- cyberse-
employees in the tion for curity
public and private the standards
sectors activity on an an-
nual basis
- 100% of
updated
materials
should be
aligned
with the
latest cy-
bersecur-
ity prac-
tices.
M.3.1.6. Mandat- A.3.1.6.1. Im- MDT, 1/202 | 4/2027 922,500 | Budget Success-
ory cybersecurity plementing AA, 5 of the fully com-
training for all mandatory leading pleted
employees in the training for em- institu- training:
public sector. ployees in the tion for Starting
; the value in
public sector activity | 2025: 25%,
Transition
value in
2026: 50%,
Final value
in 2027:
80%
M.3.1.6. Mandat- A.3.1.6.2. De- MDT, 1/202 | 4/2027 922,500 | Budget Success-
ory cybersecurity | velopmentand | AA, Na- | 5 of the fully com-
training for all updating of tional _ leading pleted
employees inthe | cypersecurity | Council for institu- | training:
public sector. training for em- Digital tion for | Initial
; Transform- the value in
ployees in the ation of \ . oEo
. ' activity 2025: 25%,
public sector. Society Trans-
, MKD-CIRT itional
value in
2026: 50%,
Final value
in 2027:
80%.
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M.3.1.7. Raising
awareness and
education on cy-
bersecurity for
citizens.

A.3.1.71.Cre-
ation of pub-
licly available
courses, mul-
timedia cam-
paigns, and
media coverage
for cybersecur-
ity for citizens.

MDT, MKD-
CIRT, Civil
Sector

1/202

4/2027

1,845,0
00

Budget
of the
leading
institu-
tion for
the
activity

Increased
awareness
of cyber-
security
among
citizens —
More than
70% of
citizens
who par-
ticipated
in the
campaigns
and
courses to
report in-
creased
awareness
of cyber-
security
through
surveys.

M.3.1.8. Coordin-
ation of activities
for the develop-
ment and imple-
mentation of edu-
cation and train-
ing programs for
cyber profession-
als

A.3.1.8.1. Co-
ordination of
activities for
the develop-
ment and im-
plementation of
education and
training pro-
grams for cyber
professionals

MES,
MDT, Uni-
versities

1/202

4/2027

No fin-
ancial
re-
sources
needed

1.Percent-
age of
success of
the train-
ing based
on the
number of
certified
profes-
sionals.
2.Level of
feedback
from the
industry
on the
quality of
trained
profes-
sionals.

M.3.1.9. Develop-
ment and equip-
ping of the Cyber-
security and Di-
gital Forensics
Institute

A.3.1.9.1 De-
velopment and
implementation
of education
and training
programs for
cyber profes-
sionals

Military
Academy,
MDT, Min-
istry of
Defence,
Mol, MKD-
CIRT, and
other rel-
evant
stakehold-
ers

1/202

4/2027

4,612,5
00

Budget
of the
leading
institu-
tion for
the
activity

1.Accred-
ited 2 (two)
second-
cycle pro-
grams,
and 1
(one) first-
cycle pro-
gram
2.Devel-
opment of
at least 10
courses
3.Imple-
mentation
of at least
3 second-
cycle stud-
ies during
the period
4. At least
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6 courses

annually
5.Training
of at least
30 profes-
sionals
annually
M.3.1.9. Develop- A.3.1.9.2 Pro- Military 1/202 | 4/2027 Budget Renewal
ment and equip- curement and Academy, 5 5,842,5 | of the and main-
ping of the Cyber- | maintenance of | MDT, Min- 00 leading tenance of
security and Di- equipment, istry of institu- equipment
gital Forensics services, and Defence, tion for to meet
Institute platforms for Mol, MKD- the the stand-
traini CIRT, and activity ards for
raining, and . N
other rel- delivering
‘f“‘e’ e.duca- evant appropri-
tional licenses. | gt kehold- ate train-
ers ing and
education
at the
highest
level.
M.3.1.9. Develop- A.3.1.9.3 Train- | Military 1/202 | 4/2027 2,152,5 | Budget 1.Five
ment and equip- ing and licens- | Academy, 5 00 of the trainings
ping of the Cyber- | ing of teaching | MDT, Min- leading conducted
security and Di- staff istry of institu- annually
gital Forensics Defence, tion for 2.Devel-
Institute Mol, MKD- the opment of
CIRT, and activity 7 trainers
other rel- to be per-
evant manently
stakehold- employed,
ers and up to
15 external
trainers
M.3.1.9. Develop- A.3.1.9.4 Or- Military 1/202 | 4/2027 2,460,0 | Budget 1.0ne con-
ment and equip- ganizing and Academy, 5 00 of the ference
ping of the Cyber- | participating in | MDT, Min- leading per year
security and Di- projects, con- istry of institu- 2.0ne ma-
gital Forensics ferences, ex- Defence, tion for jor exer-
Institute ercises, pro- Mol, MKD- the cise dur-
fessi CIRT, and activity ing the
essional de- .
other rel- given
bates, expert X
. evant period
meetlrlg?s., f.or- stakehold- 3.0rgan-
ums, initiatives, | o ization and
etc. particip-
ation in at
least 2
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profes-
sional de-
bates, ex-
pert meet-
ings, for-
ums, and
initiatives
annually
4. Min-
imum of 5
projects
completed
during the
given
period
5.At least
20 pub-
lished pa-
pers an-
nually

M. 3.1.10. Devel-
opment and up-
grading of exist-
ing institutes/cen-
ters/laboratories
for cybersecurity
and digital
forensics at rel-
evant Macedonian
universities.

A. 3.1.10.1 Pro-
curement of
equipment,
software, soft-
ware licenses,
and educa-
tional licenses.

Universit-
ies

1/202

4/2027

16,605,
000

Budget
of the
leading
institu-
tion for
the
activity

1.Percent-
age of
laborat-
ories op-
erating
with the
latest
technolo-
gies in
cyberse-
curity and
forensics.
2.Student
satisfac-
tion as-
sessment
regarding
resources
and infra-
structure
in the
laborat-
ories3.Per-
centage of
activities
supported
by in-
dustry
partners.

M. 3.1.10. Devel-
opment and up-
grading of exist-
ing institutes/cen-
ters/laboratories
for cybersecurity
and digital
forensics at rel-
evant Macedonian
universities.

A.3.1.10.2
Training and
certification of
employees with
internationally
recognized cer-
tificates in the
field of cyber-
security and
digital
forensics.

Universit-
ies

1/202

4/2027

5,535,0
00

Budget
of the
leading
institu-
tion for
the
activity

1.Assess-
ment of
the effect-
iveness of
laborat-
ories in
delivering
results for
research
projects.
2.Percent-
age of
laborat-
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ories par-
ticipating
in inter-
national
research
networks.
3.Number
of industry
or aca-
demic
events
organized
in the
laborat-
or-
ies4.Suc-
cess rate
of stu-
dents us-
ing labor-
atory re-
sources
for final
and dip-
loma pro-
jects.

M. 3.1.11. Continu-
ous improvement
of existing study
programs at all
cycles of higher
education related
to cybersecurity,
creation of new
ones, and accom-
panying activities
related to cyber-
security and stu-
dents.

A.3.1.11.1.
Formation of
professional
studies in cy-
bersecurity and
digital
forensics.

Universit-
ies,
Ministry of
Education

1/202

4/2027

No fin-
ancial
re-
sources
needed

1.Evalu-
ation of
student
satisfac-
tion with
cyberse-
curity
study pro-
grams.

2 Percent-
age of
successful
projects
and com-
petitions
in the field
of cyber-
security.
3.Evalu-
ation of
the im-
provement
of teach-
ing staff in
the field of
cyberse-
curity.
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M. 3.1.11. Continu- | A.3.1.11.2. Universit- 1/202 | 4/2027 0 No fin- 1.Assess-
ous improvement Formation of ies, 6 ancial ment of
of existing study additional pro- | Ministry of re- student
programs across | fessional mas- | Education sources | satisfac-
all cycles of ter's programs needed tion with
higher education in cybersecur- cyberse-
related to cyber- ity, digital curity
security, creation for’ensics and study pro-
of new and sup- P grams.
porting activities cybercrime. 2.Percent-
related to cyber- age of
security and stu- successful
dents. projects
and com-
petitions
in the field
of cyber-
security.
3.Assess-
ment of
the ad-
vancement
of faculty
in the field
of cyber-
security.
M.3.1.11. Continu- | A.3.1.11.3. En- Universit- 1/202 | 4/2027 0 No fin- 1.Assess-
ous improvement hancement of ies, Min- 5 ancial ment of
of existing study existing studies | istry of re- student
programs in all in all cycles Education, sources | satisfac-
cycles of higher with topics re- MDT needed tion with
education related | | .. {0 cyber- cyberse-
to cybersecurity, . curity
creation of new security study pro-
and complement- grams
ary activities re- 2 Percent-
lated to cyberse- age of
curity and stu- successful
dents. projects
and com-
petitions
in the field
of cyber-
security
3.Evalu-
ation of
faculty
advance-
ment in
the field of
cyberse-
curity.
M.3.1.11. Continu- | A.3.1.11.4. Im- Universit- 1/202 | 4/2027 7,380,0 | Budget Percent-
ous improvement | provement of ies, Min- 5 00 of the age de-
of existing study technical ca- istry of leading crease in
programs in all pacities for the | Education, institu- incidents
cycles of higher implementation MDT tion for on an an-
education related of educational the nual basis
to cybersecurity, activity

creation of new
and complement-
ary activities re-

programs for
cybersecurity
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lated to cyberse-
curity and stu-
dents.

creation of new
and complement-
ary activities re-
lated to cyberse-
curity and stu-
dents.

nized programs
for the educa-
tion of cyber-
security pro-
fessionals

M.3.1.11. Continu- | A.3.1.11.5. Or- Universit- 1/202 | 4/2027 1,845,0 | Budget Number of
ous improvement | ganization of ies, Min- 5 00 of the organized
of existing study national hack- istry of leading hacka-
programs in all athons/com- Education, institu- thons,
cycles of higher petitions for MDT tion for number of
education rela.ted students in the. ) p-artl- )
to cybersecurity, cybersecurity activity cipants in
creation of new the hack-
and complement- athons on
ary activities re- an annual
lated to cyberse- basis.
curity and stu-

dents.

M.3.1.11. Continu- | A.3.1.11.6. De- Universit- 1/202 | 4/2027 5,535,0 | Budget Number of
ous improvement velopment and ies, Min- 5 00 of the conducted
of existing study implementation | istry of leading trainings,
programs in all of cybersecur- | Education, institu- number of
cycles of higher ity training, as MDT tion for parti-
education rela_ted well as recog- the_ ) cipants

to cybersecurity, activity annually.

ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY

ciety

Specific objective 3.2: Protection of chil-
dren and youth online

41

PRIORITY AREA 3: Cyber-resilient so-

ety”

ALIGNMENT TO THE NATIONAL DEVELOPMENT STRATEGY
(2024-2044): Priority Area 5: “Secure, safe and resilient soci-

Outcome indicator: Percentage of children and youth protected

from online risks and trained to recognize and avoid potential in-
ternet threats.




M.3.2.1.Plan | A.3.2.1. | MDT, 1/2025 4/2027 3,075,0 | Budget 1. Improved
for protec- 1 De- Civil 00 of the awareness and
tion of chil- velop- Sector leading knowledge due
dren and ment, institu- | to the strategy -
youth online adop- tion for At least 80% of
tion, the_ _ the affectt_ad
imple- activity groups (cit-
izens, schools,
ment- X
N employees in
ation, the public sec-
mon- tor) should re-
itoring, port increased
and knowledge
revi- about cyberse-
sion of curity and in-
the ternet risks.
plan.
M.3.2.2. A.3.2.2. | Mol, 1/2025 4/2027 0 No fin- 1.Percentage of
Mechanisms | 1. In- MDT, ancial reports that lead
for reporting troduc- | MKD- re- to the initiation of
and monit- tion CIRT, sources | an investigation.
oring online | 5.4 Civil re- 2. Percentage of
crimes o amo) sector quired. cases that result
against chil- | .. in final judg-
dren. tion of ments.
report- 3. Evaluation of
ing the effectiveness
mech- of the reporting
an platform.
. 4 Number of re-
IS mss ported cases by
types of online
crime (sexual
exploitation, ma-
nipulation, traf-
ficking, etc.).
M.3.2.3. MDT | A.3.2.3. | Mol, 1/2026 4/2027 0 No fin- 1.Reduction of
initiative with | 1. Col- MDT, ancial access to harm-
internet pro- | |abor- MKD- re- ful content for
viders for the | ation CIRT, sources | children — 50%
promotion of | patvee | INternet re- reduction in
filters to n MDT Pro- quired. access to harm-
block harm- and viders ful content for
ful content Internet children within
for children. the first year of
pro- introducing fil-
viders.

ters, based on
blocking stat-
istics.
2.Increased use
of protective
filters by fam-
ilies — 80% of
parents with
internet access
to use filters to
block harmful
content for chil-
dren.
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M.3.2.4. A.3.2.4. | MDT, 1/2026 4/2027 4,305,0 | Interna- 1.Increased pro-
Tools for 1 Col- MKD- 00 tional tection for chil-
parental con- | |abor- CIRT, assist- dren during in-
trol and safe | ation Internet ance ternet browsing
internet betwee | Pro- —50% reduction
browsing for | ~upT | viders, in exposure to
younger and Civil harmful content
users. Internet sector for younger
users within the
pro- first year after
viders. the implement-
ation of the
tools, based on
tool statistics.
M.3.2.5. Na- A.3.2.5. | MDT, 1/2025 4/2027 17.183. | Budget 1.Percentage of
tional Center | 1. Es- Civil 961 of the users receiving
for a Safer tablish- | sector leading fast and effect-
Internet MK- | nhent of institu- | ive assistance
SafeNet MK- tion for 2.Number of
SafeNe the published edu-

t

activity cational re-
sources (videos,
articles, guides)
3.Percentage of
active users of
security tools
and resources
4.User satisfac-
tion level with
MKSafeNet ser-
vices

ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY

PRIORITY AREA 4: Minimizing the Impact of
Cyber Incidents

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY (2024-2044): Priority Area 5: “Secure, safe
and resilient society”

crises

General Objective: Ensure timely and co-

ordinated response to cyber incidents and

Effect Indicator: Percentage reduction in the number of
cyber incidents affecting critical infrastructure and key ser-
vices following the implementation of risk management
measures and coordination.

M.4.1.1.

Specific Objective 4.1: Timely identification,
reporting, and appropriate response to cy-
berattacks and significant incidents related
to cyberspace.

Outcome Indicator: Percentage of affected entities (gov-
ernmental and private) regularly reporting cyber incidents to
the National CSIRT and other relevant authorities.

A4d4.1.1.1. 1/2025 4/2027 64,575,0 | Budget of | Number of or-

Monitoring | System for | CIRT 00 MKD | the lead- | ganizations/en-
of net- | monitoring, ing insti- | tities connected
works and | detection, tution for | to the system (10
informa- and re- the activ- | per year)

tion sys- | sponse to ity Initial value
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tems of | cyberat- (2025): 10 organ-
critical and | tacks and izations
important incidents on Transition value
entities by | infrastruc- after 1 year
MKD-CIRT | ture and (2026): 20 organ-
and the | endpoints izations
Govern- of critical Final value after
ment and import- 3 years (2027):
CSIRT for | ant entities 40 organizations
govern- by MKD-
ment net- | CIRT.
works and | A.4.1.1.2. MKD- 1/2026 4/2027 30,750,0 | Budget of | Implementation
systems System for | CIRT 00 MKD | the lead- | time for the mon-

monitoring ing insti- | itoring system:

government tution for | 12 months

networks, the activ- | Indicator: Per-

systems, ity centage of gov-

and end- ernment net-

points by works covered

the Govern- (100% by the fifth

ment CSIRT year).
M.4.1.2. A.4.1.21. MKD- 1/2025 4/2027 11,070,0 | Budget of | Operational sys-
System for | Develop- CIRT 00 MKD | the lead- | tem in 2025
coopera- ment and | MDT, Min- ing insti- | Measurement:
tion and | implement- | istry  of tution for | System uptime
informa- ation of sys- | Defence, the activ- | with a target of
tion ex- | tems and | Mol, Min- ity 99.99% availab-
change, services for | istry of ility on an annual
support for | the ex- | Foreign basis.
response change and | Affairs
and co- | sharing of | and For-
ordination information, | eign
in handling | knowledge, | Trade
incidents and exper- |, other

iences stake-

between the | holders

public,

private, and

defence-

security

sectors in

the field of

cybersecur-

ity, aimed at

protecting

critical ICT

systems

and ser-

vices.
M.4.1.3. A.4.1.31. MKD- 1/2025 4/2025 0 No fin- | A memorandum
Establish- Memor- CIRT, ancial of cooperation
ment of a | andum of | MDT, resources | signed between
single Cooperation | Mol required the Ministry of
point  for | between the Interior, MKD-
reporting Ministry of CIRT, and the
incidents Interior Government
and cyber- | (MVR), CSIRT, which
crime, and | MKD-CIRT, includes defined
further and Gov- obligations and
coopera- ernment procedures for
tion CSIRT coordination and
between information ex-
the Na- change in man-
tional aging cyber in-
CSIRT and cidents.
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the Min- | A.4.1.3.2 MKD- 1/2025 4/2025 0 No fin- | Development
istry of | Develop- CIRT, ancial within 3 months
Interior, ment and | MDT, resources
Computer Adoption of | Mol required
Crime De-| a Cooper-
partment. ation Pro-
cedure
A.4.1.3.3 MKD- 1/2025 4/2026 0 No fin- | A working group
Working CIRT, ancial for cooperation
Group MDT, resources | between the Min-
Mol required istry of Interior
(MVR), MKD-
CIRT, and Gov-
ernment CSIRT
has been formed
and is opera-
tional. This
group meets
regularly and
has defined pro-
cedures for co-
ordination and
response to cy-
ber incidents.
A.4.1.3.4. MKD- 1/2025 4/2027 8,610,00 | Budget of | The initial value
Promotion CIRT, 0 MKD the lead- | in 2025 is three
of reporting | MDT, ing insti- | promotions per
and com- | Mol tution for | year to launch a
munication the activ- | campaign for
channels. ity reporting incid-
ents. The trans-
itional value from
2026 onward is
five promotions
per year to in-
crease aware-
ness. The final
value in 2027 is
seven promo-
tions per year to
achieve high
awareness and
participation in
incident report-
ing.
M.4.1.4. A4.1.4A1. MKD- 1/2025 4/2026 922.500 | Interna- The initial value
National Preparation | CIRT, MKD tional in 2025 is 0%, as
categor- and adop- | MDT assist- the project be-
ization and | tion of a ance gins and the
classific- proposal for communication
ation of | the categor- and cooperation
cyber in- | ization and plan is in the
cidents classific- design phase.
and at- | ation of cy- After three
tacks, and | ber incid- months, 70% of
prioritiz- ents, with the plan is ex-
ation in | developed pected to be pre-
their res- | procedures pared, with pro-
olution. for initi- gress in defining
ation, co- key communic-
ordination, ation strategies
and hand- and collabora-
ling of dif- tions. By 2026,
ferent cat- the final value
egories of should reach
incidents. 90%, with a
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largely com-
pleted commu-
nication and co-
operation plan,
though some
details may still
need finalization.

A.4.1.4.2.
Workshops
and exer-
cises for
educating
involved
stakehold-
ers.

MKD-
CIRT,
MDT,

1/2025

4/2027

369,000
MKD

Budget of
the lead-
ing insti-
tution for
the activ-

ity

Number of con-
ducted work-
shops and ex-
ercises. The ini-
tial value for
2025 is four
workshops per
year to initiate
organization.
The transitional
value for 2026 is
six  workshops
annually, in-
volving relevant
institutions and
private partners.
The final value
for 2027 is eight
workshops per
year, with expan-
ded participation
and advanced
topics.
Percentage of
employees com-
pleting the train-
ing. The initial
value for 2025 is
60% of employ-
ees starting the
training. The
transitional value
for 2026 is 80%
of employees
completing the
training. The
final value for
2027 is 85% of
employees com-
pleting the train-
ing with a high
level of know-
ledge.

Online work-
shops for edu-
cating stakehold-
ers and exer-
cises. The initial
value for 2025 is
one online work-
shop organized.
The transitional
value for 2026 is
two online work-
shops annually
for stakeholder
education, with
the promotion of
incident report-
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ing channels.
The final value
for 2027 is four
online work-
shops per year,
promoting  the

entire  incident
reporting pro-
cess and the use
of reporting
forms.

M.4.1.5. A.4.1.5.1. MKD- 1/2025 4/2026 1.845.00 | Budget of | Initial Value
Support for | Workshops | CIRT, 0 MKD the lead- | (2025): Success-
the estab- | for estab- | MDT ing insti- | fully conducted
lishment of | lishing tution for | one  workshop
well- CSIRT, the activ- | on establishing
equipped, SOC, and ity CSIRT (Com-
staffed, ISAC func- puter  Security
and oper- | tions. Incident Re-
ational sponse Team),
CSIRT SOC (Security
teams in Operations Cen-
highly crit- ter), and ISAC

ical sec- (Information
tors and Sharing and
other crit- Analysis Center)
ical sec- functions as an
tors. initial step for
capacity building
and preparation.

Transitional
Value (2025-
2026): Two work-

shops.

Final Value
(2026): Three

workshops.
A.41.5.2, MKD- 1/2025 4/2026 | 0 No fin- | The initial value
Training for | CIRT, ancial for 2025 includes
CIRT teams | MDT resources | the organization
required of one training

session for
CSIRT teams,
with at least 60%
of participants
successfully
completing the
program and
obtaining cer-
tification in cy-
ber incident re-
sponse.

The transitional
value for 2025-
2026 entails the
organization of
two training ses-
sions per year,
with 70% of par-
ticipants suc-
cessfully com-
pleting the pro-
gram and earn-
ing certification,
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thereby increas-
ing team pre-
paredness.

The final value
for 2026 involves
the organization
of three training
sessions per
year, with 80% of
participants suc-
cessfully com-
pleting the pro-
gram and obtain-
ing certification
in cyber incident
response, ensur-
ing enhanced

readiness and
efficiency of
teams in hand-

ling cyber incid-
ents.

M.4.1.6.
Standard-
ized oper-
ational
proced-
ures, rules,
and oblig-
ations for
coopera-
tion and
informa-
tion
change,
support in
response,
and co-
ordination
in handling
incidents
between
the Na-
tional
CSIRT
team,
Govern-
ment
CSIRT,
sectoral
CSIRT
teams, and
other rel-
evant
stakehold-
ers

ex-

the

A.4.1.6.1.
Develop-
ment of pro-
cedures and
rules for
cooperation
and inform-
ation ex-
change,
support in
response,
and co-
ordination
in handling
incidents
between the
National
CSIRT team,
the Govern-
ment CSIRT
team, sec-
toral CSIRT
teams, and
other rel-
evant stake-
holders.

MKD-
CIRT,
MDT,
Essential
and Im-
portant
Entities

1/2025

4/2026

1.230.00
0 MKD

Budget of
the lead-
ing insti-
tution for
the activ-

ity

Formal adoption
of the procedure
and rules by the
National CSIRT
team and sec-
toral CSIRT
teams - Adop-
tion of the pro-
cedure within six
months.
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M.4.1.7.
Mechan-
isms for
detection
and re-
sponse to
cyberat-
tacks and
incidents
in organ-
izations -
essential
and im-
portant
entities

A.4.1.71. MKD- 1/2025 4/2027 1,845,00 | Budget of | Initial value
Training for | CIRT, 0 MKD the lead- | (2025): 10 organ-
establishing | MDT, ing insti- | izations/entities
mechan- Essential tution for | connected to the
isms for | and Im- the activ- | monitoring sys-
detection portant ity tems of MKD-
and re- | Entities CIRT and the
sponse to Government
cyberat- CSIRT.
tacks and Transitional
incidents in value (2026): 20
essential organiza-
and import- tions/entities
ant entities. connected, with
the continued
process of in-
cluding new en-
tities into the
monitoring sys-
tem.
Final value
(2027): 40 organ-
izations/entities
connected to the
monitoring sys-
tems of MKD-
CIRT and Gov-
ernment CSIRT,
with  full pro-
gress achieved
in ensuring se-
curity and co-
operation in the
field of cyber-
security.
A. 41.7.2. | MKD- 1/2026 4/2027 0 No fin- | Preparation of
Reporting CIRT, ancial strategic and
and inform- | MDT resources | tactical inform-
ation shar- required ation and reports
ing
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M.4.1.8. A.4.1.8.1. MKD- 1/2025 4/2026 0 No fin- | Number of re-
Rapid Re- | Establish- CIRT, ancial ported cyber
sponse ment of | MDT resources | incidents. Num-
Teams for | Rapid Re- required ber of rapid re-
Cyber At- | sponse sponses to in-
tacks and | Teams for cidents.
Incidents Cyber At-
of National | tacks and
Importance | Incidents
A.4.1.8.2 MKD- 1/2025 4/2027 46,125,0 | Budget of | Achieving rapid
Quick re- | CIRT, 00 MKD | the lead- | response by
sponse to | MDT ing insti- | measuring the
incidents tution for | response time
the activ- | with 1 hour dis-
ity tance and 3
hours on-site.
M. 4.1.9. A.4.1.91 MDT, 1/2026 4/2027 10,455,0 | Budget of | 1.Time for estab-
National Establish- MKD- 00 the lead- | lishing the re-
register of | ing a Na- | CIRT MKD ing insti- | gister — The na-
cyber-re- | tional Re- tution for | tional register
sources gister of the activ- | should be estab-
Cyber-Re- ity lished and func-
sources tional within 12
months.
2.Percentage of
cyber-resources
(personnel,
equipment, ser-
vices...) entered
in the register —
80% of critical
cyber-resources
at the national
level should be
registered and
documented
within the first 12
months.
& Number of
institutions  us-
ing and updating
data in the re-
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gister — 100% of
relevant govern-
ment institutions
and private part-
ners should use
and update the
register on a
regular basis
within three
years of its avail-
ability.

ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY

PRIORITY AREA 4: Minimizing the Impact of
Cyber Incidents in Cyberspace

ALIGNMENT WITH THE NATIONAL DEVELOPMENT
STRATEGY: "A Secure, Safe, and Resilient Society"

crises

GENERAL OBJECTIVE: Ensure timely and
coordinated response to cyber incidents and

Effect Indicator: Percentage decrease in the number of
cyber incidents affecting critical infrastructure and key ser-
vices after the implementation of risk management and
coordination measures.

Specific objective 4.2: Timely and appropriate
handling of large-scale incidents and crises

Outcome Indicator: Percentage of affected entities (gov-
ernmental and private) that regularly report incidents of
significant scope and crises to the National CSIRT and
other relevant authorities, enabling timely and effective
management and coordination in responding to such in-
cidents.

M.4.2.1.
MDT as
the Co-
ordinating
and Man-
aging
Body for
Large-
Scale In-
cidents
and
Crises

A.4.211.
Identifica-
tion of MDT
as the Co-
ordinating
and Man-
aging Body
for Large-
Scale Incid-
ents and
Crises
through the
Cybersecur-
ity Law

MDT,
National
Council for
Digital
Transform-
ation of
Society,
Ministry of
Defence,
MKD-CIRT

1/2026

4/2027

2,460,000
MKD

Interna-
tional
assist-
ance

1.Time for
Formal Iden-
tification of
MDT
Starting
Value (2026):
MDT initiates
the process
of formal
identification
through the
Cybersecur-
ity Law.
Transitional
Value (2026-
2027): Six
months after
the initiation
of the pro-
cess, MDT is
identified as
the body re-
sponsible for
coordinating
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ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY

PRIORITY AREA 4: Minimizing the Impact of
Cyber Incidents in Cyberspace

Specific objective 4.2: Timely and appropriate
handling of large-scale incidents and crises

ALIGNMENT WITH THE
STRATEGY: "A Secure, Safe, and Resilient Society"

NATIONAL DEVELOPMENT

Outcome Indicator: Percentage of affected entities (gov-
ernmental and private) that regularly report incidents of
significant scope and crises to the National CSIRT and
other relevant authorities, enabling timely and effective

management and coordination in responding to such in-

and man-
aging incid-
ents and
crises.

Final Value
(2027): MDT
is fully form-
ally identified
through the
Cybersecur-
ity Law and
begins  the
implement-
ation of its
role.
2.Percentage
of Compli-
ance with
Legal Re-
quirements
Starting
Value (2026):
50% compli-
ance with
legal and
regulatory
requirements
for defining
MDT's role.
Transitional
Value (Early
2027): 80%
compliance
with all legal
and regulat-
ory require-
ments.

Final Value
(End of 2027):
100% com-
pliance with
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ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY

PRIORITY AREA 4: Minimizing the Impact of
Cyber Incidents in Cyberspace

ALIGNMENT WITH THE NATIONAL DEVELOPMENT
STRATEGY: "A Secure, Safe, and Resilient Society"

crises

GENERAL OBJECTIVE: Ensure timely and
coordinated response to cyber incidents and

Effect Indicator: Percentage decrease in the number of
cyber incidents affecting critical infrastructure and key ser-
vices after the implementation of risk management and
coordination measures.

Specific objective 4.2: Timely and appropriate
handling of large-scale incidents and crises

cidents.

Outcome Indicator: Percentage of affected entities (gov-
ernmental and private) that regularly report incidents of
significant scope and crises to the National CSIRT and
other relevant authorities, enabling timely and effective
management and coordination in responding to such in-

legal and
regulatory
requirements
for defining
MDT's role,
with full im-
plementation
of the law.
M.4.2.2. A.4.2.2.1. MDT, Min- | 1/2026 | 4/2026 1.845.000 | Interna- 1.Time for
Plan for | Adoption istry of De- MKD tional Adoption and
Coordin- and Imple- | fence, Na- assist- Implement-
ated Re- | mentation of | tional Coun- ance ation - The
sponse to | a Coordin- | cil for Di- plan should
Major In- | ated Re- | gital Trans- be adopted
cidents sponse Plan | formation of and imple-
and for Major | Society mented
Crises, Incidents within 12
Including | and Crises, months.
Crisis Including 2.Percentage
Manage- Crisis Man- of Relevant
ment Pro- | agement Institutions
cedures Procedures Following the
Plan - 90% of
relevant in-
stitutions
should adopt
and follow
the coordin-
ated re-
sponse plan
for incidents
and crises.
A.4.2.2.2. MDT, Min- | 1/2026 4/2027 4,920,000 Budget of | At least one
Regular istry of De- AeH the lead- | testing of the
testing of | fence, Na- ing insti- | Coordinated
the Coordin- | tional Coun- tution for | Response
ated Re- | cil for Di- the activ- | Plan for large
sponse Plan | gital Trans- ity incidents and
for large | formation of crises will be
incidents Society, conducted
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ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY

PRIORITY AREA 4: Minimizing the Impact of
Cyber Incidents in Cyberspace

ALIGNMENT WITH THE NATIONAL DEVELOPMENT
STRATEGY: "A Secure, Safe, and Resilient Society"

GENERAL OBJECTIVE: Ensure timely and
coordinated response to cyber incidents and
crises

Effect Indicator: Percentage decrease in the number of
cyber incidents affecting critical infrastructure and key ser-
vices after the implementation of risk management and
coordination measures.

Specific objective 4.2: Timely and appropriate
handling of large-scale incidents and crises

Outcome Indicator: Percentage of affected entities (gov-
ernmental and private) that regularly report incidents of
significant scope and crises to the National CSIRT and
other relevant authorities, enabling timely and effective
management and coordination in responding to such in-
cidents.

and crises, | Civil Sector annually,
including with all par-
procedures ticipants in
for crisis the testing
manage- demonstrat-
ment. ing 90% or
more suc-
cess in im-
plementing
the crisis
management
procedures.
A.4.2.2.3. MDT, Min- | 1/2026 4/2026 1.845.000 | Budget of | Adopted and
Adoption istry of De- MKD the lead- | implemented
and imple- | fence, Na- ing insti- | Strategic
mentation of | tional Coun- tution for | Communic-
a Strategic | cil for Di- the activ- | ation Plan
Communic- | gital Trans- ity with the pub-
ation Plan | formation of lic by the end
with the | Society, of 2026.
public, Civil Sector
which  will
include pro-
cedures for
crisis man-
| agement.
A.4.2.2.4. MDT, Min- | 1/2026 4/2027 4,920,000 Interna- 1.Frequency
Regular istry of De- MKD tional of testing -
testing of | fence, Na- assist- The plan
the Strategic | tional Coun- ance should be
Communic- | cil for Di- tested at
ation Plan | gital Trans- least twice a
with the | formation of year with the
public, Society, participation
which  will | Civil Sector of all relevant
include pro- institutions.

cedures for
crisis man-
agement.

2.Percentage
of successful
tests — 80%
of tests
should
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ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY

PRIORITY AREA 4: Minimizing the Impact of
Cyber Incidents in Cyberspace

Specific objective 4.2: Timely and appropriate
handling of large-scale incidents and crises

ALIGNMENT WITH THE
STRATEGY: "A Secure, Safe, and Resilient Society"

NATIONAL DEVELOPMENT

Outcome Indicator: Percentage of affected entities (gov-
ernmental and private) that regularly report incidents of
significant scope and crises to the National CSIRT and
other relevant authorities, enabling timely and effective

management and coordination in responding to such in-

demonstrate
full prepared-
ness and
functionality
of the pro-
cedures in
the second
year.
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ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY

ALIGNMENT TO THE NATIONAL DEVELOPMENT
STRATEGY: "Secure, Safe, and Resilient Society"

PRIORITY AREA 4: Minimizing the Impact of
Cyber Incidents in Cyberspace

Effect Indicator: Percentage reduction in the number of
cyber incidents affecting critical infrastructure and key
services after implementing risk management and co-
ordination measures.

Outcome Indicator: Percentage of successfully invest-
igated and processed cases of cybercrime through a
joint platform for reporting incidents and cooperation
between the Ministry of Interior (Mol), the National
CSIRT, the Government CSIRT, and international part-
ners (Interpol, Europol), with a focus on legal actions
and sanctions.

General Objective: Ensure timely and coordin-
ated response to cyber incidents and crises.

Specific Objective 4.3: Timely and appropriate
handling of cybercrime

M.4.3.1. Im- | A4.3.1.1. Ana- 1/2025 4/2026 0 No fin- | The analysis
proving Ca- | lysis of Cur- | Mol ancial of the current
pacities for | rent Capacities | MDT, re- capacities for
Dealing with | for Dealing | MKD-CIRT sources | dealing with
Cybercrime. | with Computer re- computer
Crime in the quired crime has
Republic of been com-
North Mace- pleted.
donia.
A.4.3.1.2. Iden- | Mol, 1/2025 4/2027 0 No fin- | The identific-
tification of All | MDT, ancial ation and
Relevant In- | MKD-CIRT re- mapping of all
stitutions in sources | relevant in-
the Republic of re- stitutions in
North Mace- quired the Republic
donia with of North Mace-
Competencies donia with the
and Capacities authority and
for Addressing capacity to
Computer handle cyber-
Crime. crime will be
completed in
2025, with
regular annual
updates in
2026 and 2027.
A report will
be prepared
and delivered
to the re-
sponsible in-
stitutions.
A.4.3.1.3. De- | Mol, 1/2025 4/2027 922.500 | Budget | In 2025, pro-
velopment of | MDT, MKD of the | cedures and
Procedures MKD-CIRT leading | recommend-
and Recom- insti- ations for co-
mendations for tution operation
Cooperation for the | between all
Between All activity | competent
Institutions institutions
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Involved in the

involved in the

handling cy-

Fight Against fight against
Cybercrime cybercrime
will be de-
veloped and
adopted, aim-
ing to
strengthen
coordination
and commu-
nication, and
delivered to all
relevant in-
stitutions. A
revision  will
be made in
2027.
A.4.3.1.4. Mol, 1/2025 4/2027 1,537,50 | Budget | A study has
Study on the | MDT, 0 MKD of the | been de-
need for train- | MKD-CIRT leading | veloped, train-
ing and devel- insti- ing conduc-
opment of pro- tution ted, and com-
grams and for the | puter equip-
courses for activity | ment and soft-
handling cy- ware tools
bercrime and provided.
digital
forensics for
all relevant
institutions.
A43.15 Es- | Mol, 1/2025 4/2027 0 No fin- | Official co-
tablishing a | MDT, ancial operation with
framework for | MKD-CIRT re- ISPs and other
collaboration sources | relevant stake-
with the private re- holders will be
sector, internet quired formalized.
service pro- The goal is to
viders, and the establish dir-
academic com- ect contact
munity. and facilitate
information
sharing
between the
Ministry of
Interior (MVR),
ISPs, and
other relevant
parties.
M.4.3.2 Har- | A.4.3.21 Ana- | Mol, 1/2025 4/2026 0 No fin- | Completed
monization lysis of the | MDT, ancial analysis
of national | current meth- | MKD-CIRT re-
policies with | odology, pro- sources
interna- cedures, and re-
tional ones | cooperation quired
related to | for dealing
cybercrime. | with cyber-
crime at the
national level.
A.4.3.2.2 Pro- | Mol, 1/2025 4/2026 1.230.00 | Budget | New updated
posal for new | MDT, 0 MKD of the | Standard Op-
or suggested | MKD-CIRT leading | erating Pro-
changes to insti- cedures
existing meth- tution (SOPs)
odologies and for the
procedures for activity
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bercrime and

electronic

evidence.
M.4.3.3 Es- | A4.3.3.1. Mol, 1/2025 4/2027 Budget Development
tablishing Establishment | MDT, 5,5635,00 | of the | of a case man-
efficient of a sys- | MKD-CIRT 0 MKD leading | agement sys-
procedures | tem/platform insti- tem for re-
for reporting | for reporting tution ports received
and invest- | cybercrime for the | by the Min-
igating cy- | and informa- activity | istry of Interior
bercrime. tion related to (e.g., terror-

criminal activ- ism, violent

ities in the field crime, etc.).

of cybercrime.

Establishment

of procedures

for involving

the private

sector and

academia in

the process of

providing in-

formation re-

lated to cyber-

crime. Estab-

lishment of

procedures for

sharing col-

lected inform-

ation from the

system with all

institutions

that have au-

thority in the

field of cyber-

crime.
M.4.3.4. A4.3.41 Mol, 1/2025 4/2027 0 No fin- | Identified ex-
Providing Identification MDT ancial isting and
specialized of existing and re- relevant pro-
education relevant spe- sources | grams for spe-
and training | cialized edu- re- cialized edu-
for individu- | cation and quired cation and
als working | training pro- training at the
in the field | grams at the national and
of identific- | national and international
ation and | international level.
investiga- level.
tion of cy-
bercrime.
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legal regula-
tions regard-
ing the iden-
tification and
investigation
of cybercrime.

A.4.3.4.2 Mol, 1/2025 4/2027 No fin- | Developed
Development MDT ancial and approved
of a plan and re- plan and pro-
procedures for sources | cedures  for
the particip- re- participation
ation of rep- quired in specialized
resentatives training pro-
from all insti- grams at the
tutions with national and
responsibil- international
ities in com- level, with
bating cyber- annual up-
crime in spe- dates.
cialized train-
ing programs
at the national
and interna-
tional level.
M.4.3.5. A.4.3.5.1. Ana- | Mol 1/2025 4/2027 No fin- | An  analysis
Continuous lysis and as- | MDT, ancial and assess-
assessment | sessment of | MoJ re- ment of the
of the ad- | the adequacy sources | suitability and
equacy and | and effective- re- effectiveness
effective- ness of the quired of the existing
ness of na- | existing legal legal frame-
tional cy- | regulations for work for cy-
bercrime combating bercrime has
regulations. | cybercrime. been com-
pleted, with
recommend-
ations for ne-
cessary
amendments
or additions.
A.4.3.5.2. De- | Mol, 1/2025 4/2027 No fin- | Proposals
velopment of | MDT, ancial have been
proposals for | MoJ re- made for the
amendments sources | supplement-
and changes re- ation and
to the national quired amendment of

the national
legal frame-
work regard-
ing the iden-
tification and
investigation
of cybercrime.
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M.4.3.6.

Continuous
education of
judicial au-
thorities in
the field of
cybersecur-
ity, cyber-
crime, and
electronic

evidence.

A.4.3.6.1. Ana- | Academy | 1/2025 4/2027 No fin- | The analysis
lysis of the | for ancial of the needs
educational Judges re- for education
and training | and Pub- sources | and training of
needs of ju- | lic Pro- re- judicial au-
dicial author- | secutors, quired thorities in the
ities in the field | Mol, field of com-
of computer | MoJ, puter crime
crime invest- | PP, investigation
igation and | Courts and electronic
electronic evidence has
evidence. been com-
pleted.
A.4.3.6.2. Pre- | Academy | 1/2025 4/2027 No fin- | The cur-
paration of a | for ancial riculum for
Curriculum for | Judges re- judicial au-
Judicial Au- | and Pub- sources | thorities, cov-
thorities lic Pro- re- ering training
secutors, quired on the invest-
Mol, igation of
MoJ, computer
PP, crime and
Courts electronic
evidence, has
been ap-
proved.
A plan for the | Academy | 1/2025 4/2026 No fin- | A developed
implementa- for ancial and approved
tion of educa- | Judges re- plan for the
tion and train- | and Pub- sources | education and
ing for judicial | lic Pro- re- training of
authorities on | secutors, quired judicial au-
the investig- | Mol, thorities on
ation of com- | MoJ, the investig-
puter crime | PP, ation of com-
and electronic | Courts puter crime
evidence has and electronic
been prepared. evidence,
which in-
cludes clear

timelines, re-
sources, and
methodolo-

gies for con-
ducting the
training, has
been delivered
to all relevant
institutions.
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M. 4.3.7. | A43.71 De- | Mol, 1/2025 4/2026 0 No fin- | Developed
New veloped MoJ, ancial and adopted
Strategy for | Strategy for | PP re- Strategy for
Cybercrime | Cybercrime sources | Cybercrime.
re-
quired
M. 4.38. | A4.3.81 Im- | Mol, 1/2025 4/2027 922,500 | Budget | Initial Value
Implement- plementation PP MKD of the | (2025): 1 cam-
ation of cy- | of online cam- leading | paign, 2 visual
bersecurity paigns, insti- materials.
campaigns posters, and tution Transitional
related to | visual mater- for the | Value (2026):
computer ials to raise activity | 2 campaigns,
crime. cybersecurity 3 visual ma-
awareness. terials.

Final Value

(2027): 3 cam-

paigns annu-

ally, 5 visual

materials.
M. 4.3.9. | A.4.3.91 Mol, 1/2025 4/2027 0 No fin- | Establishment
Interna- Building inter- | MoJ, ancial of 1 new in-
tional part- | national part- | PP, re- ternational
nerships for | nerships for | Courts sources | partnership
monitoring monitoring and re- for monitoring
and prosec- | prosecuting quired and prosec-
uting online | online crimes uting online
crimes against  chil- child crime.
against chil- | dren. Transitional
dren. Value (2026):

Formation of 2
new interna-
tional partner-
ships and ini-
tiation of joint
activities.
Final Value
(2027): Estab-
lishment of 3
new interna-
tional partner-
ships and suc-
cessful imple-
mentation of 2
international
actions or
legal collab-
orations.
Final Value
(2027): Estab-
lishment of 3
new interna-
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tional partner-
ships and suc-
cessful imple-
mentation of 2
international

actions or
legal collab-
orations.

ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY

PRIORITY AREA 5: national and International

Cooperation

Specific Objective 5.1: Cooperation in cyber-
security at national, regional and international

level

ALIGNMENT TO THE NATIONAL DEVELOPMENT

STRATEGY: 'A Secure, Safe, and Resilient Society'

Outcome Indicator: Number of established and functional
international cybersecurity cooperation partnerships with

NATO, the EU, and regional countries. Percentage of suc-
cessful joint platforms and initiatives for coordinating col-
laboration in the fight against cyber threats.

M.5.1.1. A5.1.1.1. Agency for | 1/2025 4/2027 0 No fin- | Bilateral
Coopera- Signing national ancial agreements,
tion within | cooperation | Security, re- initiatives,
NATO and | agreements | Intelli- sources | cyber dia-
the EU, re- | with bodies | gence required | logues, exer-
gional responsible | Agency, cises, and
countries, for cyber- | Ministry of technical in-
other coun- | security in | Foreign formation ex-
tries, and | other coun- | Affairs and change.
relevant tries. Es- | Foreign
interna- tablishing trade,
tional or- | cooperation | MDT
ganizations. | initiatives in

areas re-

lated to in-

formation

systems

security,

cybercrime,
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ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY

PRIORITY AREA 5: national and International
Cooperation

Specific Objective 5.1: Cooperation in cyber-
security at national, regional and international

level

cyber de-
fence, cyber
terrorism,

cyber es-
pionage,

and cyber
diplomacy.

ALIGNMENT TO THE NATIONAL DEVELOPMENT

STRATEGY: 'A Secure, Safe, and Resilient Society™

Outcome Indicator: Number of established and functional
international cybersecurity cooperation partnerships with

NATO, the EU, and regional countries. Percentage of suc-
cessful joint platforms and initiatives for coordinating col-
laboration in the fight against cyber threats.

A.5.1.1.2.
Improving
coordina-
tion of all
types of
interna-
tional co-
operation of
institutions
in the Re-
public of
North Mace-
donia in the
field of cy-
bersecurity.
Systematic
coordina-
tion through
the Ministry
of Interior
as the cent-
ral institu-
tion where
all inform-
ation
should be
consolid-
ated.

MDT,
Ministry of
Foreign
Affairs and
Foreign
Trade

1/2025 4/2027 0 No fin-
ancial
re-
sources

required

Number of
held coordin-
ation meet-
ings. Inclusion
of a repres-
entative from
the Ministry of
Interior in the
coordinating
bodies for
cybersecurity
at the national
level.
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ACTION PLAN (2025-2027) FOR IMPLEMENTATION OF 2025-2028 CYBERSECURITY STRATEGY

PRIORITY AREA 5: national and International
Cooperation

Specific Objective 5.1: Cooperation in cyber-
security at national, regional and international

level

A.5.1.1.3.
Participa-
tion in and
organiza-
tion of con-
ferences,
exercises,
and other
events.

MDT,
Ministry of
Foreign
Affairs and
Foreign
Trade,
MoD,
Agency for
National
Security,
Intelli-
gence
Agency
and other
stakehold-
ers

ALIGNMENT TO THE NATIONAL DEVELOPMENT

STRATEGY: 'A Secure, Safe, and Resilient Society"

Outcome Indicator: Number of established and functional
international cybersecurity cooperation partnerships with

NATO, the EU, and regional countries. Percentage of suc-
cessful joint platforms and initiatives for coordinating col-

laboration in the fig

1/2025

4/2027

1,845,00
0
MKD

Budget
of the
leading
institu-
tion for
the
activity

ht against cyber threats.

Participation

in annual con-
ferences of
NATO, the EU,
and organiz-
ation of con-
ferences in the

Republic of
North Mace-
donia.
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ACTION PLAN (2025-2027) FOR THE IMPLEMEN

TATION OF 2025-2028 CYBERSECURITY STATEGY

PRIORITY AREA 5: National and Interna- ALIGNMENT TO THE NATIONAL DEVELOPMENT
tional Cooperation STRATEGY: ,Secure, safe and resilient society “

Specific Objective 5.2: Responsible state
behaviour and measures to build trust in

cyberspace

Outcome Indicator: Percentage of successful implement-
ation of national policies for responsible behaviour in cyber-
space, measured through the effective alignment of legal
and regulatory measures with international standards and
norms, as well as increased awareness and engagement of
domestic and international stakeholders regarding the pro-
tection of personal data and cybersecurity.

M.5.2.1. A.5.2.1.1. Pro- | Min- - 1/2025 4/2027 0 No fin- Confer-
Promot- moting istry of ancial encesl/trainings
ing norms, rules, Foreign re- on cyber dip-
norms, and principles | Affairs source lomacy for rep-
rules, of responsible | and S re- resentatives
and prin- | behaviour by Foreign quired from state insti-
ciples of | the state, in Trade, tutions and
respons- | accordance MDT, private com-
ible be- with the es- MKD- panies.

haviour tablished CIRT

by the principles at

state, in the interna-

accord- tional level.

ance

with the

estab-

lished

prin-

ciples at

the in-

terna-

tional

level.

M.5.2.2. A.5.2.2.1. Min- 1/2025 4/202 1.845.0 | Budget Participation of
Protec- Participation istry 7 00 of the the Republic of
tion of in the activ- of MKD leading North Macedo-
national ities/work- For- institu- nia in the activ-
interests ing bodies eign tion for ities and work-
through of the EU, Af- the ing bodies of
particip- NATO, UN, fairs activity international or-
ation in OSCE, and and ganizations

the other inter- For- (EU, NATO, UN,
defini- national or- eign OSCE, and oth-
tion of ganizations Trade ers), with the in-
interna- and sending volvement of
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tional
legal
acts re-
lated to
beha-
viour in
cyber-
space,
freedom
of ex-
pression,
protec-
tion of
personal
data,
privacy
rights,
and fun-
damental
human
rights
and
freedom
S.

experts from

experts in the

the field to field of cyberse-

important curity and com-

meetings. puter crime at
important inter-
national meet-
ings and for-
ums.

A.5.2.2.2 Min- 1/2025 4/202 738.000 Budge Development of

Building istry 7 MKD t of the a plan for addi-

competent of lead- tional training

cyber diplo- For- ing in- of diplomats as-

mats for eign stitu- signed to these

participation Af- tion working posi-

in the work- fairs for the tions.

ing bodies and activ-

of the men- For- ity

tioned inter- eign

national or- Trade

ganizations

through reg-
ular training.

66




A.5.2.2.3.
Strengthening
the capacities for
cyber diplomacy
within the Min-
istry of Foreign
Affairs.

Ministry
of For-
eign
Affairs
and
Foreign
Trade

1/2025

4/2027

1.845.000
MKD

Budget of
the lead-
ing insti-
tution for
the activ-

ity

Initial Value
(2025): Num-
ber of employ-
ees in the Min-
istry of For-
eign Affairs
who begin
work on cyber
diplomacy.
Start of reg-
ular coordin-
ation meet-
ings.

Transitional
Value (2026):
Increase in the
number of
employees
and organiz-
ation of at
least two co-
ordination
meetings per
month.

Final Value
(2027): A team
of employees
in the Ministry
of Foreign
Affairs and
regular hold-
ing of at least
three coordin-
ation meetings
per month.
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