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MHUHUCTEPCTBO 3A IMTUTAJTHA TPAHCOOPMAIIUJA

Bp3 ocHoBa Ha uieH 39 craB (9) ox 3akoHOT 3a 6e30€THOCT HAa MPEXHU U WH(POPMAIUCKU
cucremi (*) (,,Ciy:x0eH BecHuk Ha Peny6nuka CeBepHa Makenonuja“ 6p. 135/25), munuctepor
3a TUTUTAIHA TpaHchopmalrja JoHece

ITPOI'PAMA 3A CIIEHUJAJIN3UPAHA OBYKA HA O®PUIEPHU 3A CAJBEP
BE3BE/IHOCT

I. OGykara e nu3ajaupana nga oOe30emu oduiepure 3a cajoep 0e30€THOCT Ja CTEKHAT
NoTpeOHN 3HaeHha U BEIITHHH 32 €(PEKTHBHO HM3BPLIYBA-E HAa CBOUTE 3aJ0JDKUTEIHU 3a/1a4H,
KoM ormdakaar pa3dupame Ha HAMOHAIHUTE M METYHApOJHHUTE MIPAaBHU PAMKH, yIIPABYBambE CO
pH3HK 01 cajoep 6e30eaHOCTa, CIIPOBEIyBakhe TEXHUYKHU Olepannu u 00e30e1yBambe HaBPEMEHO
npHujaByBambe Ha HHIUACHTH.

BkymHOTO mIporieHeTo BpemeTpaewe Ha oOykara e: 140 gaca.

1. lenna my6muka

OBaa mporpama 3a 0o0yka € 3a CHTE€ aJAMHUHUCTPATHBHU CIY>KOSHUIIM Ha3HAYCHH KaKO
oduuepu 3a cajoep 6e30€THOCT BO HMHCTUTYLIUH O/ JABHUOT CEKTOP.

2. Monynu 3a 00yka 1 HacTaBHa MporpaMa

ITporpamara 3a o0yka € CTpyKTypHpaHa BO OCHOBHHU U HAlpeIHU MOJIYJIH, KOM TM OJjpazyBaar
ONIITHTE W CIENHjATHUTEe KOMIETEHIIMH TMOTpeOHM 3a oduiep 3a cajoep 6e30emanoct. Cekoj
MOJTyJ1 K€ KOMOMHHPA TEOPETCKO 3HACHE CO MPAKTUYHA PUMEHA.

Mopnyan 1: IlpaBHa u perynatopna pamka (GRC Foundation)

Bpemerpaeme: 15 gaca.

Temu:

- 3akOHOT 3a 6e30eTHOCT Ha MPEXHU U HH()OPMATHUKNA CHUCTEMH M TIOJ3aKOHCKHTE aKTH KOU
IIPOM3JIETYBaaT O] OBOj 3aKOH.

- 3aKOHOT 3a 3aIUTUTA Ha JIMYHU MOJATOLHU U 3aKOH 3a KJIacU(PUIIMpaHu HHPOPMAIIH.

- Boen Bo mupextuBure Ha EVY 3a cajoep Oez6ennoct: Hupextua NIS2 (kopropaTuBHa
OJITOBOPHOCT, YIIPaBYBamkhE CO PU3UK, OOBPCKH 32 U3BECTYBAHE, KOHTHHYUTET Ha OU3HHCOT).

- Etnuku w npaBHu mpexycioBu 3a odunepu 3a cajoep 0e30emHOCT (IOBEpPIMBOCT,
WHTETPHUTET, IPAaBHU 3a0paHu).

Pesynaratu on yuemero: Pa3z0bupame Ha NpPaBHUOT CHCTEM INTO ja peryiupa cajoep
0e30emHocTa Bo PerryOnnka CeBepHa MakejoHMja ¥ pelieBAaHTHUTE MEI'YHAPOIHU aKTH.

Monyi 2: YrpaByBame co cajoep 6e30eJHOCT, pU3HK B YCOTJIACEHOCT

Bpemerpaeme: 25 gaca.

Temn:

- [onuTHky 3a cajoep 6€30€HOCT: MOATOTOBKA M UMIUIEMEHTAlIMja Ha MOJIUTHKY, TPOLEAYypHU
U MEPKH.

- Mertononoruu 3a npoueHka Ha pusuk (Ha 1p., ISO 27005, NIST SP 800-30) u nepunupame
Ha PU3WYHU CIIEHapHja.

- IlponopuuonanHocT Ha 0e30€THOCHUTE MEPKM BpP3 OCHOBA Ha HM3JI0KEHOCT HAa PHU3UK U
MOTEHITU]aTHO BIIMjaHHE.

- MOHUTOPHHT Ha yCOTIaceHOCT, 0€30eTHOCHU PEBU3UHU U PETYIATOPHHU MPOLIEHKH.

- BHaTpenHu KOHTPOHM U CIIPOBETyBambE Ha TOJIUTHKH.

- be3bennocTa Ha TaHENOT HAa CHAOyBamke, BKIIYIyBajKy NPOIIEHKA HA IUPEKTHU J0OAaByBauH
U J1aBaTeNy Ha YCIyTHU.

Pesynaratu ox ydewero: Pa3Boj, uMIuIeMeHTalMja U ymnpaByBame CO ceomndaTHa paMKa Ha
NOJUTUKM 3a cajoep Oe30eAHOCT, CIpoBeqyBame HAa E(PEKTHBHM NPOIEHKM Ha PH3UK H
00e30e1yBame Ha YCOTJIACEHOCT Ha paboTaTa HA HHCTUTYLIMUTE CO 3aKOHCKATa paMKa.

Monyn 3: Texauuku onepanuu 3a cajoep 6e30emHoct

Bpemerpaeme: 30 yaca.
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Temn:

- Mepku 3a 06e30€qHOCT Ha MpEXHM U HHPOPMALUCKU CUCTEMH ((PHU3HUKH, TEXHUYKH,
OpraHU3aIMCKA MEPKH).

- JKuMBOTeH IMKIyC Ha YIpaByBamke CO pAHJIMBOCTU: HIACHTU(UKAIMja, TMPOLEHKA U
OTCTpaHyBambe.

- YpaByBame CO 3aKpIH U KOHPHUTYpaIHH.

- BesbeanocT Ha mojaToLy U KpUrTorpaduja: MOJTUTHKY U IPOLEAYPH 32 CHKPHIILH]a.

- [TonmMTHKYM 3a KOHTPOJIA HA MPHUCTAII, BmyquaJKH mynTudakTopcka aBrenTukanuja (MDA)
U pelleHHja 3a KOHTUHYHpaHa aBTeHTHUKAIIH]a.

- [lpunnunu Ha 6e30e/1eH KUBOTEH IIUKITYC Ha pa3Boj Ha cCOPTBED.

Pesynratu on yuemero: IIpumMeHa Ha OCHOBHU TEXHUUYKHU 0€30€THOCHH MEPKH, YIpPaByBambe
CO PaHJIMBOCTH U UMIUIEMEHTHpame Ha 0e30e1HN KOH(UTypalii BO UHCTUTYILIUUTE.

Monyn 4: JleTekiija, aHanu3a U OJroBOp HA MHIIHICHTH

Bpemerpaeme: 25 yaca.

Temu:

- Ilpouenypu 3a cmpaByBame€ €O MHIMICHTH: JETEKlMja, aHalInW3a, 3aJp:KyBambe,
HCKOPEHYBaE, ONIOPABYBAE.

- Ananu3a Ha pa3y3HaBauku HHGOpPMANKUM W MOHUTOpUHT Ha Oe3zbemnocta (SIEM/SOC
OTIEPALIHH).

- Cobupame 1 aHanu3a Ha GOPEH3UYKU MOAATOLIH.

- 3apomKuTeNH Oapamka U pOKOBU 3a MPHjaByBakbe HA MHIIUJCHTH.

- [IpyHIMIM Ha yIIpaByBambe CO KPU3U M CUCTEMH 32 UTHA KOMYHHKAIIH]a.

- Koopnunupanu npouecu 3a OTKpUBamke PaHINBOCTH.

Pesynratu o yuewmero: EQukacHO OTKpuBame, aHaIM3Upame, pearupame 1 MpHujaByBambe Ha
cajoep-0e30€JHOCHM HMHIMJIEHTH BO COTJIACHOCT €O HAalMOHAIHUTE W MeryHapOJIHUTE
CTaHJap/H.

Monyn 5: KomyHukaiyja, KoOOpArHaIija 1 CBECHOCT

Bpemerpaeme: 15 gaca.

Temu:

- BHaTpemiHa KOMyHHKalMja cO 3aCE€rHATUTE CTPAHU: M3BECTYBAHE /10 PAKOBOIAUTEIUTE U
JPYTUTE MPETIIOCTAaBEHH.

- HaxBopemHa koopauHaiyja: KOMyHUKalldja co HaJulekHUTe opranu (MuHHCTEpCTBO 3a
murutanHa TpaHcopmanuja, AEK) n TumoBHTE 3a OArOBOp Ha KOMILYTEPCKH HHIMIECHTH
(MKD-GOV-CSIRT, MKD-CIRT).

- Harmmonasien exocucreM 3a cajoep 6e30€JHOCT U MEXaHU3MHU 3a CIOJICITyBambe HHPOPMALIUH.

- Pa3BuBame u crnpoBeayBame 0OYKH 3a CBECHOCT 3a cajoep 0e30emHOCT 3a BpaOOTEHUTE U
PaKOBOJIHUTE CTPYKTYPH (cajoep XUrneHa, QUINMHT, CKIAINPake Ha TOJATOIH ).

- Ilpunarogena xKoMyHHUKallMja 3a Kagap CO TEXHHYKH MO3HAaBama M Kagap 0e3 TeXHUYKHU
M03HABaA.

Pesynratu on yuewero: ConaayBambe Ha €(QEKTMBHM KOMYHHUKAIUCKH CTPAaTE€rMU CO
BHATPEITHU W HAJIBOPEIIHH 3aCETHATH CTPaHU BO cajoep 0e30eqHoCTa M TPOMOBHUPAHE HA CHITHA
0e30e1HOCHA KyNTYypa.

Monyn 6: Hanpennu BemtuHu 3a cajoep 6e30emHocT

Bpemetpaemwe: 30 vaca.

Temu:

- Hanpenina ananmsa u OTKpuBame Ha cajoep 3akaHu: coOMpame, aHalIu3a U WHTEepIpeTanmja
Ha pa3y3HaBauku HH(OpMaLINU 3a cajoep 3aKaHu U UICHTHU(PHUKYBamhe Ha U3BOPUTE HA 3aKaHUTE.

- Jlururanna ¢opeH3nka U PeKOHCTPYKIMja Ha MHIUACHTH: JleTamHa (opeH3nuKa aHanm3a,
3a4yBYyBatbC Ha JOKA3U M MO/PIIKA HA KPUBUYHHI HCTPAry.

- ApxuTeKTypa U Iu3ajH Ha Oe30eaHocra: Ilnanupame n Iu3ajHEpame Ha 0e30eIHOCHH
peleHuja mo AU3ajH U MHTEerpupame Ha 6e30€IHOCHU KOHTPOJIH O] CAMHOT ITOYETOK.

- Konturyurer Ha OM3HUCOT U OOHOBYBAmE OJ1 KaTaCTPO(u, MPEKy pa3BUBAKE U TECTHPAHE
Ha ceomn(aTHU IUIAHOBM, YIPaBYBamE CO PE3EPBHU KOMUU U MPOTOKOIHM 32 YIPaBYBamE CO
KPHU3H.
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be3oennoct BO ,,00mak W HOBH TEXHOJIOTHH: 0€30€THOCHHW WMILIUKAIMK, PUHMIH U
Haj100pH MPaKTUKH 3a paboTa Bo ,,001aK* U yrpaByBaHU YCIIyTH.

- be3benHocHa peBU3Mja W TeCcTUpame Ha IEHETpallvja, NMPEKy PEBU3HU M TEHETPAIUCKH
TECTOBH, TOJIKYBah€ Ha PE3yJITATUTE U MPETOpavyBambe KOPEKTUBHU MEPKH.

Pesynratu on ydemero: CTeKHyBame Ha CICHHUjAIM3UPAHN BEUITUHU 32 CIIPaBYBaWkE CO
CIIOKCHH cajOep 3akaHu, Nu3ajHupame 0e30eqHu cuctemMu u 00e30eqyBame Ha OTIHOPHOCT Ha
WHCTUTYIIHjaTa.

BxkynHo npornenero Bpemerpaeme Ha oOykaTa: 140 gaca.

3. Meronosnoruja Ha o6y1<a

[Iporpamara 3a 00yka ke KOpUCTH KOMOMHHMpAH IPUCTAIl HA yUeHe, KOMOMHUpPAJKU pa3IuiHu
METOAM Ha HAaCTaBa 3a MAaKCUMHU3UpPakE Ha e(PUKACHOCTA:

- [IpenaBama u mpe3eHTANH, OJPKAHU OJ1 CEPTUPHUIIMPAHU SKCIIEPTH 3a cajoep 6e30eaTHOCT
U TIPaBo MOBP3aHO co cajoep OezbenHocTa.

- Wurepaktuun paGorunuuum: IlpakTuunu BexOM, CTYIMH HA Clyd4aj M CHMYJALHUH
0a3upaHu Ha ClieHapyja 3a MPUMEHA Ha TEOPETCKOTO 3HACHE BO MPAKTHYHU CUTYAIUH.

- I'pynan auckycun: OnecHyBame Ha CIIOJICITYBAmkhE 3HACHE M PEIIaBambe MPOOJIEeMH Mery
YUECHHIINTE.

- [Ipaktrunu naboparopuun: Kopucreme BUPTYEITHNA CPEAMHU M CHCIHMjaTU3UPAHH aJaTKH 32
pa3Boj Ha TEXHUYKH BEUITHHU (HA M., CKEHUpamhe Ha PAHIMBOCTH, CUMYJIAIUU 32 OJrOBOp Ha
WHIIAJICHTH ).

- Toctn -roBopuumm: I[lokaHyBame eKCHEPTH O] HAIMOHAIHU THMOBH 32 OATOBOP Ha
KOMITJyTepCKHM HWHIMJCHTH, PEryJaTOpHH Tela W HayYHaTa M CTpydHaTa jJaBHOCT, KakO H
MPUBATHUOT CEKTOP 3a CIIO/CTYBakbEe Ha PEaTHA CO3HAHU]a.

- CaMOCTOjHO yueme: 3ajakHyBambe Ha KOHLENTH U TOTTHKHYBAaKkE KOHTHHYHUPAHO yUCHe.

- KomOGunupano yueme: BriryuyBame Ha OHJIQJH MOIYJIH M PeCypcH 3a (DIEKCHOMIIHO yUeme,
ciimyHo Ha HATO nporpamara 3a cajoep 6e36emHocCT.

II. OBaa nporpama BileryBa BO CHJIa HApEJIHUOT JIeH OJ1 ICHOT Ha 00jaByBameTO BO ,,Clly:KOCH
BecHUK Ha PenyOiinka CeBepHa Makenonuja”.

Bp. 10-1442/1 MuHucTep 3a IUruTaiIHa
23 jyuu 2026 roguHa Tpa"cdopmaiyja,
Ckorje Crepan AHIOHOBCKH C.D.



